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Series Editors’ Foreword

The series Advances in Industrial Control aims to report and encourage technol-
ogy transfer in control engineering. The rapid development of control technology
has an impact on all areas of the control discipline. New theory, new controllers,
actuators, sensors, new industrial processes, computer methods, new applications,
new philosophies. .., new challenges. Much of this development work resides in
industrial reports, feasibility study papers and the reports of advanced collaborative
projects. The series offers an opportunity for researchers to present an extended ex-
position of such new work in all aspects of industrial control for wider and rapid
dissemination.

When assessing the performance of a control system, it is easy to overlook the
fundamental question of whether the actual system configuration and set up has all
the features and hardware that will enable the process to be controlled per se. If the
system can be represented by a reasonable linear model, then the characteristics of
a process that create limitations to achieving various control performance require-
ments can be identified and listed. Such information can be used to produce guide-
lines that give a valuable insight as to what a system can or cannot achieve in terms
of performance. In control systems analysis textbooks, these important properties
are often given under terms such as “input—output controllability” and “dynamic
resilience”.

It is interesting to see similar questions arising in the study of fault detection
and isolation (FDI) systems. At a fundamental level, the first question is not one
of the performance of the fault detection and analysis system, but of whether the
underlying process has the structure and properties to allow faults to be detected,
isolated and identified. As with the analysis of the control case, if the system can
be represented by a linear model then definitions and conditions can be given as to
whether the system is generically fault detectable, fault isolatable and fault identifi-
able. Fault detectability is about whether a system fault would cause changes in the
system outputs independently of the type and size of the fault, fault isolatability is
a matter of whether the changes in the system output caused by different faults are
distinguishable (from for example, system output changes caused by the presence
of a disturbance) and finally fault identifiability is about whether the mapping from
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viii Series Editors’ Foreword

the system output to the fault is unique since if this is so then the fault is identifiable.
With the fundamental conditions verified, the engineer can proceed to designing the
FDI system. All these issues, along with design techniques based on models with
demonstrative case study applications can be found in this comprehensive second
edition of Professor Steven Ding’s book Model-Based Fault Diagnosis Technique:
Design Schemes, Algorithms and Tools that has now entered the Advances in Indus-
trial Control series of monographs.

The key practical issues that complicate the design of a FDI system come from
two sources. Firstly from the process: Many process plants and installations are
often subject to unknown disturbances and it is important to be able to distinguish
these upsets from genuine faults. Similarly process noise, emanating from the mech-
anisms within the process and from the measurements sensors themselves, is usually
present in real systems so it is important that process measurement noise does not
trigger false alarms. The second set of issues arises from FDI design itself where
model uncertainty is present. This may exhibit itself as simply imperfect process-
operational knowledge with the result that the FDI system is either too sensitive or
too insensitive. Alternatively, model uncertainty (model inaccuracy) may well exist
and the designer will be advised to use a robust FDI scheme. Professor Ding pro-
vides solutions, analysis and discussion of many of these technical FDI issues in his
book.

A very valuable feature of the book presentation is the use of five thematic case
study examples used to illuminate the substantial matters of theory, algorithms and
implementation. The case study systems are:

speed control of a dc motor;

an inverted pendulum control system;

a three-tank system;

a vehicle lateral dynamical system; and
a continuous stirred tank heater system.

Further, a useful aspect of these case study systems is that four of them are linked
to laboratory-scale experimental rigs, thus presenting the academic and engineering
reader with the potential to obtain direct applications experience of the FDI tech-
niques described.

The first edition of this book was a successful enterprise and since its publication
in 2008 the model-based FDI field has grown in depth and insight. Professor Ding
has taken the opportunity to update the book by adding more recent research findings
and including a new case study example from the industrial process area. The new
edition is a very welcome addition to the Advances in Industrial Control series.

Industrial Control Centre, M.J. Grimble
Glasgow, Scotland, UK M.A. Johnson



Preface

Model-based fault diagnosis is a vital field in the research and engineering domains.
In the past years since the publication of this book, new diagnostic methods and suc-
cessful applications have been reported. During this time, I have also received many
mails with constructive remarks and valuable comments on this book, and enjoyed
interesting and helpful discussions with students and colleagues during classes, at
conferences and workshops. All these motivated me to work on a new edition.

The second edition retains the original structure of the book. Recent results on the
robust residual generation issues and case studies have been added. Chapter 14 has
been extended to include additional fault identification schemes. In a new chapter,
fault diagnosis in feedback control systems and fault-tolerant control architectures
are addressed. Thanks to the received remarks and comments, numerous revisions
have been made.

A part of this book serves as a textbook for a Master course on Fault Diagno-
sis and Fault Tolerant Systems, which is offered in the Department of Electrical
Engineering and Information Technology at the University of Duisburg-Essen. It is
recommended to include Chaps. 1-3, 5, 7 (partly), 9, 10, 12—15 (partly) in this edi-
tion for such a Master course. It is worth mentioning that this book is so structured
that it can also be used as a self-study book for engineers in the application fields of
automatic control.

I would like to thank my Ph.D. students and co-worker for their valuable con-
tributions to the case study. They are Tim Konings (inverted pendulum), Hao Luo
(three-tank system and CSTH), Jedsada Saijai and Ali Abdo (vehicle lateral dy-
namic system), Ping Liu (DC motor) and Jonas Esch (CSTH).

Finally, I would like to express my gratitude to Oliver Jackson from Springer-
Verlag and the Series Editor for their valuable support.

Duisburg, Germany Steven X. Ding
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Notation

Hﬂ” 2l DCcnm<

> (L)
max (min)
sup (inf)

R and C

C+ and E+
C_andC_

Ciw

C; and C,

Rn

Rn Xm

RHoo, RHEX™

RHa, RHY™

LHoo, LHI™

For all

Belong to

Subset

Union

Intersection
Identically equal
Approximately equal
Defined as

Implies

Equivalent to

Much greater (less) than
Maximum (minimum)
Supremum (infimum)

Field of real and complex numbers

Open and closed right-half plane (RHP)

Open and closed left-half plane (LHP)

Imaginary axis

Open and closed plane outside of the unit circle

Space of real n-dimensional vectors

Space of n by m matrices

Denote the set of n by m stable transfer matrices, see [198]
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Chapter 1
Introduction

Associated with the increasing demands for higher system performance and product
quality on the one hand and more cost efficiency on the other hand, the complexity
and the automation degree of technical processes are continuously growing. This
development calls for more system safety and reliability. Today, one of the most
critical issues surrounding the design of automatic systems is the system reliability
and dependability.

A traditional way to improve the system reliability and dependability is to en-
hance the quality, reliability and robustness of individual system components like
sensors, actuators, controllers or computers. Even so, a fault-free system operation
cannot be guaranteed. Process monitoring and fault diagnosis are hence becoming
an ingredient of a modern automatic control system and often prescribed by legisla-
tive authority.

Initiated in the early 1970s, the model-based fault diagnosis technique has devel-
oped remarkably since then. Its efficiency in detecting faults in a dynamic system
has been demonstrated by a great number of successful applications in industrial
processes and automatic control systems. Today, model-based fault diagnosis sys-
tems are fully integrated into vehicle control systems, robots, transport systems,
power systems, manufacturing processes, process control systems, just to mention
some of the application sectors.

Although developed for different purposes by means of different techniques, all
model-based fault diagnosis systems are common in the explicit use of a process
model, based on which algorithms are implemented for processing data that are
collected on-line and recorded during the system operation.

The major difference between the model-based fault diagnosis schemes lies in
the form of the adopted process model and particular in the applied algorithms.
There exists an intimate relationship between the model-based fault diagnosis tech-
nique and the modern control theory. Furthermore, due to the on-line requirements
on the implementation of the diagnosis algorithms, powerful computer systems are
usually needed for a successful fault diagnosis. Thus, besides the technological and
economic demands, the rapid development of the computer technology and con-
trol theory is another main reason why the model-based fault diagnosis technique is

S.X. Ding, Model-Based Fault Diagnosis Techniques, Advances in Industrial Control, 3
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nowadays accepted as a powerful tool to solve fault diagnose problems in technical
processes.

Among the existing model-based fault diagnosis schemes, the so-called observer-
based technique has received much attention since 1990s. This technique has been
developed in the framework of the well-established advanced control theory, where
powerful tools for designing observers, for efficient and reliable algorithms for data
processing aiming at reconstructing process variables, are available. The focus of
this book is on the observer-based fault diagnosis technique and related topics.

1.1 Basic Concepts of Fault Diagnosis Technique

The overall concept of fault diagnosis consists in the following three essential tasks:

o Fault detection: detection of the occurrence of faults in the functional units of the
process, which lead to undesired or intolerable behavior of the whole system.

o Fault isolation: localization (classification) of different faults.

e Fault analysis or identification: determination of the type, magnitude and cause
of the fault.

FD (fault detection) systems are the simplest form of fault diagnosis systems
which trigger alarm signals to indicate the occurrence of the faults. FDI (fault detec-
tion and isolation) or FDIA (fault detection, isolation and analysis) systems deliver
classified alarm signals to show which fault has occurred or data of defined types
providing the information about the type or magnitude of the occurred fault.

The model-based fault diagnosis technique is a relatively young research field
in the classical engineering domain of technical fault diagnosis, its development
is rapid and currently receiving considerable attention. In Fig. 1.1, a classification
of the technical fault diagnosis technique is given, and based on it, we first briefly
review some traditional fault diagnosis schemes, and explain their relationships to
the model-based technique, which is helpful to understand the essential ideas behind
the model-based fault diagnosis technique.

e Hardware redundancy based fault diagnosis: The core of this scheme, as shown
in Fig. 1.2, consists in the reconstruction of the process components using the
identical (redundant) hardware components. A fault in the process component is
then detected if the output of the process component is different from the one of its
redundant component. The main advantage of this scheme is its high reliability
and the direct fault isolation. The use of redundant hardware results in, on the
other hand, high costs and thus the application of this scheme is only restricted to
a number of key components.

e Signal processing based fault diagnosis: On the assumption that certain process
signals carry information about the faults of interest and this information is pre-
sented in the form of symptoms, a fault diagnosis can be achieved by a suitable
signal processing. Typical symptoms are time domain functions like magnitudes,
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Fig. 1.2 Schematic description of the hardware redundancy scheme

arithmetic or quadratic mean values, limit values, trends, statistical moments of
the amplitude distribution or envelope, or frequency domain functions like spec-
tral power densities, frequency spectral lines, ceptrum, etc. The signal processing
based schemes are mainly used for those processes in the steady state, and their
efficiency for the detection of faults in dynamic systems, which are of a wide
operating range due to the possible variation of input signals, is considerably lim-
ited. Figure 1.3 illustrates the basic idea of the signal processing schemes.

e Plausibility test: As sketched in Fig. 1.4, the plausibility test is based on the check
of some simple physical laws under which a process component works. On the
assumption that a fault will lead to the loss of the plausibility, checking the plau-
sibility will then provide us with the information about the fault. Due to its simple
form, the plausibility test is often limited in its efficiency for detecting faults in a
complex process or for isolating faults.

The intuitive idea of the model-based fault diagnosis technique is to replace the
hardware redundancy by a process model which is implemented in the software
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form on a computer. A process model is a quantitative or a qualitative description
of the process dynamic and steady behavior, which can be obtained using the well-
established process modelling technique. In this way, we are able to reconstruct the
process behavior on-line, which, analogous to the concept of hardware redundancy,
is called software redundancy concept. Software redundancies are also called ana-
lytical redundancies.

Similar to the hardware redundancy schemes, in the framework of the software
redundancy concept the process model will run in parallel to the process and be
driven by the same process inputs. It is reasonable to expect that the reconstructed
process variables delivered by the process model will well follow the corresponding
real process variables in the fault-free operating states and show an evident deviation
by a fault in the process. In order to receive this information, a comparison of the
measured process variables (output signals) with their estimates delivered by the
process model will then be made. The difference between the measured process
variables and their estimates is called a residual. Hence, a residual signal carries the
most important message for a successful fault diagnosis:

if residual # O then fault, otherwise fault-free.

The procedure of creating the estimates of the process outputs and building the dif-
ference between the process outputs and their estimates is called residual genera-
tion. Correspondingly, the process model and the comparison unit form the so-called
residual generator, as shown in Fig. 1.5.
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Residual generation can also be considered as an extended plausibility test, where
the plausibility is understood as the process input-output behavior and modelled
by an input-output process description. As a result, the plausibility check can be
replaced by a comparison of the real process outputs with their estimates.

Since no technical process can be modelled exactly and there often exist un-
known disturbances, in the residual signal the fault message is corrupted with model
uncertainties and unknown disturbances. Moreover, fault isolation and identification
require an additional analysis of the generated residual to distinguish the effects of
different faults. A central problem with the application of the model-based fault di-
agnosis technique can be expressed as filtering/extracting the needed information
about the faults of interests from the residual signals. To this end, two different
strategies have been developed:

e designing the residual generator to achieve a decoupling of the fault of interest
from the other faults, unknown disturbances and model uncertainties

e extracting the information about the fault of interest from the residual signals
by means of post-processing of the residuals. This procedure is called residual
evaluation.

The first strategy has been intensively followed by many of the research groups
working on model-based fault diagnosis techniques. One of the central schemes in
this area is the so-called observer-based fault diagnosis technique, which is also the
focus of this book. The basic idea behind the development of the observer-based
fault diagnosis technique is (i) to replace the process model by an observer which
will deliver reliable estimates of the process outputs (ii) to provide the designer
with the needed design freedom to achieve the desired decoupling using the well-
established observer theory.

In the framework of residual evaluation, the application of the signal processing
schemes is the state of the art. Among a number of evaluation schemes, the sta-
tistical methods and the so-called norm-based evaluation are the most popular ones
which are often applied to achieve optimal post-processing of the residual generated
by an observer. These two evaluation schemes have it in common that both of them
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create a bound, the so-called threshold, regarding to all possible model uncertain-
ties, unknown inputs and the faults of no interest. Exceeding the threshold indicates
a fault in the process and will release an alarm signal.

Integrated application of the both strategies, as shown in Fig. 1.3 as well as in
Fig. 1.5, marks the state of the art of the model and observer-based fault diagnosis
technique.

1.2 Historical Development and Some Relevant Issues

The study of model-based fault diagnosis began in the early 1970s. Strongly stim-
ulated by the newly established observer theory at that time, the first model-based
fault detection method, the so-called failure detection filter, was proposed by Beard
and Jones. Since then, the model-based FDI theory and technique went through a dy-
namic and rapid development and is currently becoming an important field of auto-
matic control theory and engineering. As shown in Fig. 1.6, in the first twenty years,
it was the control community that made the decisive contribution to the model-based
FDI theory, while in the last decade, the trends in the FDI theory are marked by en-
hanced contributions from

e the computer science community with knowledge and qualitative based methods
as well as the computational intelligence techniques

e the applications, mainly driven by the urgent demands for highly reliable and safe
control systems in the automotive industry, in the aerospace area, in robotics as
well as in large scale, networked and distributed plants and processes.

In the first decade of the short history of the model-based FDI technique, vari-
ous methods were developed. During that time the framework of the model-based
FDI technique had been established step by step. In his celebrated survey paper in
Automatica 1990, Frank summarized the major results achieved in the first fifteen
years of the model-based FDI technique, clearly sketched its framework and classi-
fied the studies on model-based fault diagnosis into

e observer-based methods
e parity space methods and
e parameter identification based methods.

In the early 1990s, great efforts have been made to establish relationships be-
tween the observer and parity relation based methods. Several authors from different
research groups, in parallel and from different aspects, have proven that the parity
space methods lead to certain types of observer structures and are therefore struc-
turally equivalent to the observer-based ones, even though the design procedures
differ. From this viewpoint, it is reasonable to include the parity space methodology
in the framework of the observer-based FDI technique. The interconnections be-
tween the observer and parity space based FDI residual generators and their useful
application to the FDI system design and implementation form one of the central
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topics of this book. It is worth to point out that both observer-based and parity space
methods only deal with residual generation problems.

In the framework of the parameter identification based methods, fault decision is
performed by an on-line parameter estimation, as sketched in Fig. 1.7. In the 1990s,
there was an intensive discussion on the relationships between the observer and
parameter estimation FDI schemes. Comparisons between these two schemes have
been made on different benchmark case studies. These efforts led to a now widely
accepted point of view that both schemes have advantages and disadvantages in
different aspects, and there are arguments for and against each scheme.

It is interesting to notice that the discussion at that time was based on the com-
parison between an observer as residual generator and a parameter estimator. In fact,
from the viewpoint of the FDI system structure, observer and parameter estimation
FDI schemes are more or less common in residual generation but significantly differ-
ent in residual evaluation. The residual evaluation integrated into the observer-based
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FDI system is performed by a feedforward computation of the residual signals, as
shown in Fig. 1.5, while a recursive algorithm is used in the parameter estimation
methods to process the residual signals aiming at a parameter identification and the
resulting parameter estimates are further fed back to the residual generator, as illus-
trated in Fig. 1.8. Viewed from this aspect, the parameter identification based fault
diagnosis system is structured in a feedback closed-loop, while the observer-based
FD system is open-loop structured.

The application of the well-developed adaptive observer theory to fault detection
and identification in the recent decade is the result of a reasonable combination of
the observer-based and parameter identification FDI schemes. The major difference
between the adaptive observer-based and parameter identification FDI schemes lies
in the residual generation. In other words, the adaptive observer-based FDI schemes
differ from the regular observer-based ones in residual evaluation.

In this book, our focus is on the residual generation and evaluation issues in the
framework of the observer and parity space based strategies. Besides the introduc-
tion of basic ideas, special attention will be paid to those schemes and algorithms
that are devoted to the analysis, design and synthesis of FDI systems.

1.3 Notes and References

To the author’s knowledge, the first book on the model-based fault diagnosis tech-
nique with a strong focus on the observer and parity space based FDI schemes was
published 1989 by Patton et al. [141]. For a long time, it was the only reference
book in this area and has made a decisive contribution to the early development of
the model-based FDI technique.

The next two monographs, published by Gertler in 1998 [76] and by Chen and
Patton in 1999 [25], address different issues of the model-based FDI technique.
While [76] covers a wide spectrum of the model-based FDI technique, [25] is ded-
icated to the robustness issues in dealing with the observer-based FDI schemes.
There are numerous books that deal with model-based FDI methods in part, for in-
stance [12, 15, 84] or address a special topic in the framework of the model-based
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fault diagnosis technique like [120, 157]. In two recent books by Patton et al. [142]
and Isermann [98], the latest results on model-based FDI technique achieved in the
last decade are well presented.

In the last three decades, numerous survey papers have been published. We divide
them into three groups, corresponding to the different development phases of the
model-based FDI technique, and give some representative ones from each group:

e introduction and establishment of the observer, parity space and parameter iden-
tification based FDI schemes [60, 79, 96, 181]

e robustness issues [61, 62, 65, 139]

e nonlinear, adaptive FDI schemes, application of computational intelligence [63,
108, 167].

Representative studies of the relationships between the observer and parity rela-
tion based methods can be found, for instance, in [35, 74, 90]. For the comparison
study on parameter identification and observer-based FDI schemes the reader is re-
ferred to [1, 32, 75].



Chapter 2
Basic Ideas, Major Issues and Tools
in the Observer-Based FDI Framework

In this chapter, we shall review the historical development of the observer-based
FDI technique, the major issues and tools in its framework and roughly highlight
the topics addressed in this book.

2.1 On the Observer-Based Residual Generator Framework

The core of the model-based fault diagnosis scheme shown in Fig. 1.5 is a pro-
cess model running parallel to the process. Today, it would be quite natural for
anyone equipped with knowledge of the advanced control theory to replace the pro-
cess model by an observer, in order to, for instance, increase the robustness against
the model uncertainties, disturbances, and deliver an optimal estimate of the process
output. But, thirty years ago, the first observer-based FDI system proposed by Beard
and Jones marked a historical milestone in the development of the model-based
fault diagnosis. The importance of their contribution lies not only in the applica-
tion of observer theory, a hot research topic at that time in the area of the advanced
control theory, to the residual generation, but also in the fact that their work cre-
ates the foundations for the observer-based FDI framework and opened the door
for the FDI community to the advanced control theory. Since that time, progress of
the observer-based FDI technique is closely coupled with the development of the
advanced control theory. Nowadays, the observer-based FDI technique is an active
field in the area of control theory and engineering.

Due to the close relation to the observer study, the major topics for the observer-
based residual generator design are quite similar to those concerning the observer
design, including:

e observer/residual generator design approaches
e reduced order observer/residual generator design and
e minimum order observer/residual generator design.

S.X. Ding, Model-Based Fault Diagnosis Techniques, Advances in Industrial Control, 13
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The major tools for the study of these topics are the linear system theory and
linear observer theory. A special research focus is on the solution of the so-called
Luenberger equations. In this book, Chap. 5 will address these topics.

It is well known that system observability is an important pre-requisite for the
design of a state observer. In the early development stage of the observer-based FDI
technique, system observability was considered as a necessary structural condition
for the observer construction. It has often been overlooked that diagnostic observers
(i.e., observers for the residual generation or diagnostic purpose) are different from
the well-known state observers and therefore deserve particular treatment. The wide
use of the state observers for the diagnostic purpose misled some researchers to the
erroneous opinion that for the application of the observer-based FDI schemes the
state observability and knowledge of the state space theory would be indispensable.
In fact, one of the essential differences between the state observer and diagnostic
observer is that the latter is primarily an output observer rather than a state observer
often used for control purposes.

Another misunderstanding of the observer-based FDI schemes is concerning the
role of the observer. Often, the observer-based FDI system design is understood as
the observer design and the FDI system performance is evaluated by the observer
performance. This leads to an over-weighted research focus on the observer-based
residual generation and less interest in studying the residual evaluation problems. In
fact, the most important role of the observer in an FDI system is to make the gen-
erated residual signals independent of the process input signals and process initial
conditions. The additional degree of design freedom can then be used, for instance,
for the purpose of increasing system robustness.

2.2 Unknown Input Decoupling and Fault Isolation Issues

Several years after the first observer-based FDI schemes were proposed, it was rec-
ognized that such FDI schemes can only work satisfactorily if the model integrated
into the FDI system describes the process perfectly. Motivated by this and cou-
pled with the development of the unknown input decoupling control methods in the
1980s, study on the observer-based generation of the residuals decoupled from un-
known inputs received strong attention in the second half of the 1980s. The idea
behind the unknown input decoupling strategy is simple and clear: if the gener-
ated residual signals are independent of the unknown inputs, then they can be di-
rectly used as a fault indicator. Using the unknown input observer technique, which
was still in its developing phase at that time, Wiinnenberg and Frank proposed the
first unknown input residual generation scheme in 1987. Inspired and driven by this
promising work, unknown input decoupling residual generation became one of the
most addressed topics in the observer-based FDI framework in a very short time.
Since then, a great number of methods have been developed. Even today, this topic
is still receiving considerable research attention. An important aspect of the study
on unknown input decoupling is that it stimulated the study of the robustness issues
in model-based FDI.
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During the study on the unknown input decoupling FDI, it was recognized that
the fault isolation problem can also be formulated as a number of unknown input
decoupling problems. For this purpose, faults are, in different combinations, clus-
tered into the faults of interest and faults of no interest which are then handled as
unknown inputs. If it is possible to design a bank of residual generators that solves
unknown input decoupling FDI for each possible combination, a fault isolation is
then achieved.

Due to its duality to the unknown input decoupling FDI in an extended sense,
the decoupling technique developed in the advanced linear control theory in the
1980s offers one major tool for the FDI study. In this framework, there are numer-
ous approaches, for example, the eigenvalue and eigenstructure assignment scheme,
matrix pencil method, geometric method, just to mention some of them.

In this book, Chap. 6 is dedicated to the unknown input decoupling issues, while
Chap. 13 to the fault isolation study.

Already at this early stage, we would like to call the reader’s attention to the dif-
ference between the unknown input observer scheme and the unknown input resid-
ual generation scheme. As mentioned in the last section, the core of an observer-
based residual generator is an output observer whose existence conditions are dif-
ferent (less strict) from those for a (state) unknown input observer.

We would also like to give a critical comment on the original idea of the un-
known input decoupling scheme. FDI problems deal, in their core, with a trade-
off between the robustness against unknown inputs and the fault detectability. The
unknown input decoupling scheme only focuses on the unknown inputs without
explicitly considering the faults. As a result, the unknown input decoupling is gen-
erally achieved at the cost of the fault detectability. In Chaps. 7 and 12, we shall
discuss this problem and propose an alternative way of applying the unknown in-
put decoupling solutions to achieve an optimal trade-off between the robustness and
detectability.

2.3 Robustness Issues in the Observer-Based FDI Framework

From today’s viewpoint, application of the robust control theory to the observer-
based FDI should be a logical step following the study on the unknown input de-
coupling FDI. Historical development shows however a somewhat different picture.
The first work on the robustness issues was done in the parity space framework. In
their pioneering work, Chow and Willsky as well as Lou et al. proposed a perfor-
mance index for the optimal design of parity vectors if a perfect unknown input de-
coupling is not achievable due to the strict existence conditions. A couple of years
later, in 1989 and 1991, Ding and Frank proposed the application of the H, and
Hoo optimization technique, a central research topic in the area of control theory
between the 80s and early 90s, to the observer-based FDI system design. Preced-
ing to this work, a parametrization of (all) linear time invariant residual generators
was achieved by Ding and Frank 1990, which builds, analogous to the well-known
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Youla-parametrization of all stabilization controllers, the basis of further study in
the H o, framework. Having recognized that the H, norm is not a suitable expres-
sion for the fault sensitivity, Ding and Frank in 1993 and Hou and Patton in 1996
proposed to use the minimum singular value of a transfer matrix to describe the
fault sensitivity and gave the first solutions in the Ho, framework. Study on this
topic builds one of the mainstreams in the robust FDI framework.

Also in the H, framework, transforming the robust FDI problems into the so-
called Model-Matching-Problem (MMP), a standard problem formulation in the
Ho~o framework, provides an alternative FDI system design scheme. This work has
been particularly driven by the so-called integrated design of feedback controller
and (observer-based) FDI system, and the achieved results have also been applied
for the purpose of fault identification, as described in Chap. 14.

Stimulated by the recent research efforts on robust control of uncertain sys-
tems, study on the FDI in uncertain systems is receiving increasing attention in
this decade. Remarkable progress in this study can be observed, since the so-called
LMI (linear matrix inequality) technique is becoming more and more popular in the
FDI community.

For the study on the robustness issues in the observer-based FDI framework,
Hoo technique, the so-called system factorization technique, MMP solutions, and
the LMI techniques are the most important tools.

In this book, Chaps. 7 and 8 are devoted to those topics.

Although the above-mentioned studies lead generally to an optimal design of
a residual generator under a cost function that expresses a trade-off between the
robustness against unknown inputs and the fault detectability, the optimization is
achieved regarding to some norm of the residual generator. In this design proce-
dure, well known in the optimal design of feedback controllers, neither the residual
evaluation nor the threshold computations are taken into account. As a result, the
FDI performance of the overall system, i.e. the residual generator, evaluator and
threshold, might be poor. This problem, which makes the FDI system design differ-
ent from the controller design, will be addressed in Chap. 12.

2.4 On the Parity Space FDI Framework

Although they are based on the state space representation of dynamic systems, the
parity space FDI schemes are significantly different from the observer-based FDI
methods in

e the mathematical description of the FDI system dynamics
e and associated with it, also in the solution tools.

In the parity space FDI framework, residual generation, the dynamics of the
residual signals regarding to the faults and unknown inputs are presented in the
form of algebraic equations. Hence, most of the problem solutions are achieved in
the framework of linear algebra. This brings with the advantages that (a) the FDI
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system designer is not required to have rich knowledge of the advanced control the-
ory for the application of the parity space FDI methods (b) the most computations
can be completed without complex and involved mathematical algorithms. More-
over, it also provides the researchers with a valuable platform, at which new FDI
ideas can be easily realized and tested. In fact, a great number of FDI methods and
ideas have been first presented in the parity space framework and later extended
to the observer-based framework. The performance index based robust design of
residual generators is a representative example.

Motivated by these facts, we devote throughout this book much attention to the
parity space FDI framework. The associated methods will be presented either paral-
lel to or combined with the observer-based FDI methods. Comprehensive compari-
son studies build also a focus.

2.5 Residual Evaluation and Threshold Computation

Despite of the fact that an FDI system consists of a residual generator, a resid-
ual evaluator together with a threshold and a decision maker, in the observer-based
FDI framework, studies on the residual evaluation and threshold computation have
only been occasionally published. There exist two major residual evaluation strate-
gies. The statistic testing is one of them, which is well established in the framework
of statistical methods. Another one is the so-called norm-based residual evaluation.
Besides of less on-line calculation, the norm-based residual evaluation allows a sys-
tematic threshold computation using well-established robust control theory.

The concept of norm-based residual evaluation was initiated by Emami-naeini et
al. in a very early development stage of the model-based fault diagnosis technique.
In their pioneering work, Emami-naeini et al. proposed to use the root-mean-square
(RMS) norm for the residual evaluation purpose and derived, based on the resid-
ual evaluation function, an adaptive threshold, also called threshold selector. This
scheme has been applied to detect faults in dynamic systems with disturbances and
model uncertainties. Encouraged by this promising idea, researchers have applied
this concept to deal with residual evaluation problems in the H, framework, where
the £, norm is adopted as the residual evaluation function.

The original idea behind the residual evaluation is to create such a (physical) fea-
ture of the residual signal that allows a reliable detection of the fault. The £, norm
measures the energy level of a signal and can be used for the evaluation purpose. In
practice, also other kinds of features are used for the same purpose, for instance, the
absolute value in the so-called limit monitoring scheme. In our study, we shall also
consider various kinds of residual evaluation functions, besides of the £, norm, and
establish valuable relationships between those schemes widely used in practice, like
limit monitoring, trends analysis etc.

The mathematical tools for the statistic testing and norm-based evaluation are
different. The former is mainly based on the application of statistical methods, while
for the latter the functional analysis and robust control theory are the mostly used
tools.
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In this book, we shall in Chaps. 9 and 10 address both the statistic testing and
norm-based residual evaluation and threshold computation methods. In addition, a
combination of these two methods will be presented in Chap. 11.

2.6 FDI System Synthesis and Design

In applications, an optimal trade-off between the false alarm rate (FAR) and fault
detection rate (FDR), instead of the one between the robustness and sensitivity, is of
primary interest in designing an FDI system. FAR and FDR are two concepts that
are originally defined in the statistic context. In their work in 2000, Ding et al. have
extended these two concepts to characterize the FDI performance of an observer-
based FDI system in the context of a norm-based residual evaluation.

In Chap. 12, we shall revise the FDI problems from the viewpoint of the trade-off
between FAR and FDR. In this context, the FDI performance of the major residual
generation methods presented in Chaps. 6—8 will be checked. We shall concentrate
ourselves on two design problems: (a) given an allowable FAR, find an FDI system
so that FDR is maximized (b) given an FDR, find an FDI system to achieve the
minimum FAR.

FDI in feedback control systems is, due to the close relationship between the
observer-based residual generation and controller design, is a special thematic field
in the FDI study. In Chap. 15, we shall briefly address this topic.

2.7 Notes and References

As mentioned above, linear algebra and matrix theory, linear system theory, robust
control theory, statistical methods and currently the LMI technique are the major
tools for our study throughout this book. Among the great number of available books
on these topics, we would like to mention the following representative ones:

matrix theory: [68]

linear system theory: [23, 105]
robust control theory: [59, 198]
LMI technique: [16]

statistical methods: [12, 111].

Below are the references for the pioneering works mentioned in this chapter:

o the pioneering contributions by Beard and Jones that initiated the observer-based
FDI study [13, 104]

o the first work of designing unknown input residual generator by Wiinnenberg and
Frank [184]

e the first contributions to the robustness issues in the parity space framework by
Chow and Willsky, Lou et al., [29, 118], and in the observer-based FDI framework
by Ding and Frank [46, 48, 52] as well as Hou and Patton [91]
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e the norm-based residual evaluation initiated by Emami-naeini et al. [58]
o the FDI system synthesis and design in the norm-based residual evaluation frame-
work by Ding et al. [38].



Chapter 3
Modelling of Technical Systems

The objective of this chapter is to introduce typical models for the mathematical
description of dynamic systems. As sketched in Fig. 3.1, we consider systems con-
sisting of a process, also known as plant, actuators and sensors. The systems may
be, at different places, disturbed during their operation.

Our focus is on the system behavior in fault-free and faulty cases. We shall first
give a brief review of different model forms for linear dynamic systems, including:

e input—output description

e state space representation

o models with disturbances and model uncertainties as well as
e models that describe influences of faults.

These model forms are essential for the subsequent studies.

As one of the key tools for our study, coprime factorization will be frequently
used throughout this book. Coprime factorization technique links system modelling
and synthesis. This motivates us to address this topic in a separate section.

We shall moreover deal with modelling of faults in a feedback control system,
which is of a special interest for practical applications.

A further focus of this chapter is on the introduction of five technical and labo-
ratory processes that will be used to illustrate the application of those model forms
for the FDI purpose and serve as benchmark and case study throughout this book.

measurement
disturbances ———»| noises
process
(plant) sensors
actuators | output
input——
% faults % faults % faults
Fig. 3.1 Schematic description of the systems under consideration
S.X. Ding, Model-Based Fault Diagnosis Techniques, Advances in Industrial Control, 21
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3.1 Description of Nominal System Behavior

Depending on its dynamics and the aim of modelling, a dynamic system can be de-
scribed in different ways. The so-called linear time invariant (LTI) system model
offers the simplest from and thus widely used in research and application domains.
We call disturbance-free and fault-free systems nominal and suppose that the nom-
inal systems are LTI. There are two standard mathematical model forms for LTI
systems: the transfer matrix and the state space representation. Below, they will be
briefly introduced.

Roughly speaking, a transfer matrix is an input—output description of the dy-
namic behavior of an LTI system in the frequency domain. Throughout this book,
notation G, (s), Gy, (2) € E?—lgloXk” is used for presenting a transfer matrix from
the input vector u € Rk« to the output vector y € R™, that is,

y(S)=Gyu(S)M(S), Y(Z)szu(Z)u(Z)- (3.1

It is assumed that G, (s) or Gy,(z) is a proper real-rational matrix. We use s to
denote the complex variable of Laplace transform for continuous-time signals or
z the complex variable of z-transform for discrete-time signals.

The standard form of the state space representation of a continuous-time LTI
system is given by

X(t) = Ax(t) + Bu(t),  x(0)=xo 3.2)
y(t) = Cx(t) + Du(t) (3.3)
while for a discrete-time LTI system we use
x(k+1)= Ax(k) + Bu(k),  x(0)=xo (3.4)
y(k) = Cx (k) + Du(k) (3.5)

where x € R" is called the state vector, xo the initial condition of the system,
u € Rk the input vector and y € R™ the output vector. Matrices A, B, C, D are
appropriately dimensioned real constant matrices.

State space models can be either directly achieved by modelling or derived based
on a transfer matrix. The latter is called a state space realization of G, (s) = C(s] —
A)~'B + D and denoted by

Gyu(s)=(A,B,C,D) or G),L,(s)z[é g}. (3.6)

In general, we assume that (A, B, C, D) is a minimal realization of Gy, (s).

Remark 3.1 The results presented in this book hold generally both for continuous
and discrete-time systems. For the sake of simplicity, we shall use continuous-time
models to describe LTI systems except that the type of the system is specified. Also
for the sake of simplifying notation, we shall drop out variable ¢ so far no confusion
is caused.
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3.2 Coprime Factorization Technique

Coprime factorization of a transfer function (matrix) gives a further system rep-
resentation form which will be intensively used in our subsequent study. Roughly
speaking, a coprime factorization over R, is to factorize a transfer matrix into
two stable and coprime transfer matrices.

Definition 3.1 Two transfer matrices M (s), N (s) in RHOO are called left coprime
over R'H o if there exist two transfer matrices X (s) and Y (s) in RH o such that

s s [X®]
[M(s) N(s)] [Y(s)] =1 (3.7)
Similarly, two transfer matrices M (s), N (s) in R Ho are right coprime over R H o
if there exist two matrices Y (s), X (s) such that

[X(s) Y] [%8} =1 (38)

Let G(s) be a proper real-rational transfer matrix. The left coprime factorization
(LCF) of G (s) is a factorization of G (s) into two stable and coprime matrices which
will play a key role in designing the so-called residual generator. To complete the
notation, we also introduce the right coprime factorization (RCF), which is however
only occasionally applied in our study.

Definition 3.2 G(s) = M-! (s)ﬁ (s) with the left coprime pair (1\7 (s), N (s)) over
RHoo is called LCF of G(s). Similarly, RCF of G(s) is defined by G(s) =
N (s)M~'(s) with the right coprime pair (M (s), N(s)) over RHoo.

It follows from (3.7) and (3.8) that transfer matrices

(M) N, [%((f))}

are respectively, right and left invertible in R H .

Below, we present a lemma that provides us with a state space computation al-
gorithm of (M (s), N(s)), (M(s), N(s)) and the associated pairs (X (s), ¥ (s)) and
(X(s), Y (5)).

Lemma 3.1 Suppose G(s) is a proper real-rational transfer matrix with a state
space realization (A, B, C, D), and it is stabilizable and detectable. Let F and L
be so that A+ BF and A — LC are Hurwitz matrix, and define

M(s)=(A—LC,—L,C, 1), N(G)=(A—LC,B—LD,C, D) (3.9)
M(s)= (A+ BF,B,F, 1), N(s)=(A+ BF,B,C + DF, D) (3.10)
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X(s)=(A+BF,L,C+ DF, 1), Y(s)=(A+ BF,—L, F,0) (3.11)
X(s)=(A—LC,—(B—LD),F,I), Y(s)=(A—LC,—L,F,0). (3.12)

Then
G(s) =M '(s)N(s) = N(s)M ' (s) (3.13)
are the LCF and RCF of G(s), respectively. Moreover, the so-called Bezout identity
holds
X(@s) Y [Me) =Y ]_[1 0 (3.14)
—N(s) M(s)||NG@) X6 | |0 I]° ’

In the textbooks on robust control theory, the reader can find the feedback control
interpretation of the RCF. For our purpose, we would like to give an observer inter-
pretation of the LCF and the associated computation algorithm for (M (s), N (5)).

Introduce a state observer

i=Af+Bu+L(y—3%), $=Ci+Du

with an observer gain L that ensures the observer stability. Consider output estima-
tion error r = y — y. It turns out

y(s) = $(s) = (C(sI — A)"'B + D)u(s)
—C(sT = AN (L(y(s) = $(5)) + Bu(s)) — Dus)

= ([I+CGI-A)L)(y(s)—5(s))=0

& y(5)—$(5)=0.
On the other hand,

Y() = $(s) = (I = C(sI —A+LC)"'L)y(s)

—(C(s1 — A+ LC)™" (B — LD) + D)u(s).
It becomes evident that
M)y = N@u@) =0 <= y) =M (5N(s)ul).

In fact, the output estimation error y — ¥ is the so-called residual signal, which will
be addressed in the sequel.
Note that

r(s)=[-N(s) M(s)] Bg;} (3.15)

is a dynamic system with the process input and output vectors u, y as its inputs and
the residual vector r as its output. It is called residual generator. In some literature,
[—N(s) M(s)]is also called kernel representation of system (3.2)—(3.3).
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3.3 Representations of Systems with Disturbances

Disturbances around the process under consideration, unexpected changes within
the technical process as well as measurement and process noises are often modelled
as unknown input vectors. We denote them by d, v or n and integrate them into the
state space model (3.2)—(3.3) or input—output model (3.1) as follows:

e state space representation
x(k+1)= Ax(k) + Bu(k) + Egd (k) + n(k) (3.16)
y(k) = Cx(k) + Du(k) + Fad (k) + v(k) (3.17)

with E;, F; being constant matrices of compatible dimensions, d € Rk is a de-

terministic unknown input vector, € Rkn ,VE Rk are, if no additional remark is

made, white, normal distributed noise vectors with n ~ A/ (0, X)), v~ N, x)).
e input—output model

Y(2) =Gy (Du(z) + Gy (2)d(2) + Gy (2)v(2) (3.18)

where Gy4(z) is known and called disturbance transfer matrix, d € Rka repre-
sents again a deterministic unknown input vector, v ~ N'(0, X).

Remark 3.2 In order to avoid involved mathematical handling, we shall address
stochastic systems in the discrete form.

3.4 Representations of System Models with Model Uncertainties

Model uncertainties refer to the difference between the system model and the reality.
It can be caused, for instance, by changes within the process or in the environment
around the process. Representing model uncertainties is a research topic that is re-
ceiving more and more attention. In this book, we restrict ourselves to the following
standard representations.

Consider an extension of system model (3.1) given by

V) =G ayu($uls) + Gayals)d(s) (3.19)

where the subscript A indicates model uncertainties. The model uncertainties can
be represented either by an additive perturbation

G a,yu(s) = Gyu(s) + Wi(s) AW (s) (3.20)
or in the multiplicative form

G ayu(s) = (I + Wi()AW2(5)) G yu(s) (3.21)
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where Wi(s), W(s) are some known transfer matrices and A is unknown and
bounded by 6 (A) < 4, where o (-) denotes the maximum singular value of a ma-
trix.

Among a number of expressions for model uncertainties in the state space repre-
sentations, we consider an extended form of (3.2)—(3.3) given by

x=Ax+Bu+ Eud, y=Cx+ Du+ Fyd (3.22)
A=A+ AA, B =B+ AB, C=C+AC (3.23)
D=D+ AD, E;=E,+ AE, F;=F;+ AF (3.24)

where the model uncertainties AA, AB, AC, AD, AE and AF belong to one of
the following three types:

e norm bounded type

[AA AB AE}

E
AC AD AF :[F}A(f)[G H J] (3.25)

where E, F, G, H, J are known matrices of appropriate dimensions and A(¢) is
unknown but bounded by
o(A)<éa.

It is worth mentioning that (3.22)—(3.24) with norm bounded uncertainty (3.25)
can also be written as

X =Ax+ Bu+ E;d + Ep, y=Cx+ Du+ Fyd+ Fp (3.26)
g=Gx+Hu+Jd+Kp, p=Aq, A=I+AK)'A (3.27)

on the assumption that (/ + AK) is invertible.
e polytopic type

AA AB AE| C A1 By E; A; By E (3.28)

AC AD AF|="°\|cy by R|"|¢ D F :
where A;, B;, Ci, D;, E;, F;, i =1,...,1, are known matrices of appropriate
dimensions and Co{-} denotes a convex set defined by

Co A1 By E; Ay B E;
Ci D F|'"7|C D F
l 1
_ A; B E; _ , C_
—;ﬂi[a D, F,-]’ Dofi=1 Bz i=l..
1= =

e stochastic type

l
AA AB AE A, B E;
[AC AD AFi|22<|:Ci D; Fl,i|Pi(k)) (3.30)
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with known matrices A;, B;, C;, D;, E;, F;,i =1,...,1, of appropriate dimen-
sions. pT(k) =[pi1(k) --- pi(k)] represents model uncertainties and is expressed
as a stochastic process with

Py =E(pk) =0, E(ptp” (b)) =diag(af,...,d7)

where 0;,i =1, ..., 1, are known. It is assumed that (3.22) is given in the discrete
form and p(0), p(1), ..., are independent and x (0), u(k), d(k) are independent
of p(k).

Remark 3.3 Note that model (3.22)—(3.23) with polytopic uncertainty (3.29) can
also be written as

i ! !
X = (Zﬁi(A—i-A,-))x + (Zﬁiw +Bi)>u - (Zﬁi(Ed +Ez-))d

i=1 i=1 i=1
1 1 1

y= (ch + c,-))x + (Zﬂw + Dl-))u + (Z,Bi(Fd + F»)d.
i=1 i=1 i=1

It is a polytopic system.

3.5 Modelling of Faults
There exists a number of ways of modelling faults. Extending model (3.18) to

V() = Gyu($uls) + Gya(s)d(s) + Gy (s) f(s) (3.31)

is a widely adopted one, where f € R¥/ is a unknown vector that represents all
possible faults and will be zero in the fault-free case, Gyr(s) € LH o is a known
transfer matrix. Throughout this book, f is assumed to be a deterministic time func-
tion. No further assumption on it is made, provided that the type of the fault is not
specified.

Suppose that a minimal state space realization of (3.31) is given by

X=Ax+Bu+Eqd+Esf (3.32)
y=Cx+Du+ Fyd+ Fyf (3.33)

with known matrices E ¢, Fy. Then we have
Gy(s)=Fy+C(sI —A) ' Ey. (3.34)

It becomes evident that E s, Fy indicate the place where a fault occurs and its in-
fluence on the system dynamics. As shown in Fig. 3.1, we divide faults into three
categories:
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e sensor faults fg: these are faults that directly act on the process measurement
e actuator faults f4: these faults cause changes in the actuator
e process faults fp: they are used to indicate malfunctions within the process.

A sensor fault is often modelled by setting Fy = I, that is,
y=Cx+ Du+ Fgd + fs (3.35)
while an actuator fault by setting £y = B, Fy = D, which leads to
¥ =Ax 4+ Bu+ fa) + Eqd, y=Cx+D(u+ fa) + Fyd. (3.36)

Depending on their type and location, process faults can be modelled by Ey = Ep
and Fy = Fp for some Ep, Fp. For a system with sensor, actuator and process
faults, we define

fa
f=\|rfp|. Ef=[B Ep 0], Fy=[D Fp I] (3.37)

fs

and apply (3.32)—(3.33) to represent the system dynamics.

Due to the way how they affect the system dynamics, the faults described by
(3.32)—(3.33) are called additive faults. It is very important to note that the occur-
rence of an additive fault will not affect the system stability, independent of the
system configuration. Typical additive faults met in practice are, for instance, an
offset in sensors and actuators or a drift in sensors. The former can be described by
a constant, while the latter by a ramp.

In practice, malfunctions in the process or in the sensors and actuators often cause
changes in the model parameters. They are called multiplicative faults and gener-
ally modelled in terms of parameter changes. They can be described by extending
(3.22)—(3.24) to

1=(A+ AAp)x + (B+ ABp)u+ Eqd (3.38)
y=(C+ ACp)x + (D + ADp)u + Fyd (3.39)

where AAfp, ABr, ACFp, ADF represent the multiplicative faults in the plant, ac-
tuators and sensors, respectively. It is assumed that

N lp

AAp = ZA,'HA,-, ABf = ZBieB,- (3.40)
i=1 i=1
Ic Ip

ACr =) Cifc;, ADp = Difp, (3.41)

i=1 i=1

where
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e Aj,i=1,...,la,B;,i=1,...,lg,C;,i=1,...,lc,and D;,i =1, ...,Ip, are
known and of appropriate dimensions

e 04, i=1,...,14a,0p,i=1,...,1p,0c,,i=1,...,Ic,and Op,, i =1,...,Ip,
are unknown time functions

Multiplicative faults are characterized by their (possible) direct influence on the
system stability. This fact is evident for the faults described by AAF. In case that
state feedback or observer-based state feedback control laws are adopted, we can
also see that ABr, ACr, ADF would affect the system stability.

Introducing

gm = Grx + Hru, fm=Ar()gu (3.42)

_Ian_ [ O ]
I 0
G — nxn , H —
E 0 F I, xk,
L 0 . _IkMXku_
Afp(t) = diag(eAl Lixn, .., GAIA Lixns 931 Ikuxku» B QB/B Ikuxku)
EF=[A1 A, By "'BZB], FF=[C1 - Ci. Dy "'DID]

we can rewrite (3.38)—(3.39) into

% =Ax+ Bu+ Eqd + Er fy (3.43)
y =Cx + Du + Fyd + Fr fy. (3.44)

In this way, the multiplicative faults are modelled as additive faults. Also for this
reason, the major focus of our study in this book will be on the detection and identi-
fication of additive faults. But, the reader should keep in mind that fj, is a function
of the state and input variables of the system and thus will affect the system stabil-

1ty.

3.6 Modelling of Faults in Closed-Loop Feedback Control
Systems

Model-based fault diagnosis systems are often embedded in closed-loop feedback
control systems. Due to the closed-loop structure with an integrated controller that
brings the system in general robustness against changes in the system, special atten-
tion has been paid to the topic of fault detection in feedback control loops. In this
section, we consider modelling issues for a standard control loop with sensor, actua-
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fp ———> — z
pre-filter fA—> process .
w——3| (feedforward u_ | actuators sensors S
controller)
y
\%
controller

Fig. 3.2 Structure of a standard control loop with faults

tor and process faults, as sketched in Fig. 3.2. Suppose that the process with sensors
and actuators is described by (3.16). Denote the control objective by z, reference
signal by w, the prefilter by I"(s) and the control law by v(s) = K (s)y(s). For the
sake of simplifying the problem formulation, we only consider additive faults. The
overall system model with possible sensor, actuator and process faults is then given
by

X=Ax+Bu+ fa)+Eqd+ Ep fp (3.45)
y=Cx+D(u+ fa)+ Fad + fs+ Fp fp (3.46)
u(s) =K(@s)y(s) + I'(s)w(s). (3.47)

Depending on the signal availability and requirements on the realization of the
FDI strategy, there are two different ways of modelling the overall system dynam-
ics.

In the framework of the so-called open-loop FDI, it is assumed that input and
output vectors u and y are available. For the FDI purpose, the so-called open-loop
model (3.45)—(3.46) can be used, which contains all information needed for detect-
ing the faults. Note that this open-loop model is identical with the one introduced in
the last section.

In practice, it is often the case that u is not available. For instance, if the control
loop is a part of a large scaled system and is supervised by a remote central station,
where the higher level controller and FDI unit are located, and the reference signal
w, instead of process input signal u, is usually available for the FDI purpose. In
those cases, the so-called closed-loop FDI strategy can be applied. The closed-loop
FDI strategy is based on the closed-loop model with w and y as input and output
signals respectively. The nominal system behavior of the closed-loop is described
by

¥(5) = Gyu(©w(s), Gyuls)=(I— Gyu(S)K(S))_leu(S)F(S) (3.48)
Gyu(s) =D+ C(s1 — A)"'B.
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The overall system model with the faults and disturbances is given by
¥() = GG (s) + Gy, ($)d(s) + Gy, () fa(s)
+ Gyfp.ci () fP(S) + Gyfpe,ci () fs(s) (3.49)
Gya.a(s) = (I = Gyu()K(5)) ™ (Fa+ C(sT — A7 Ey)
Gyfpat(s) = (I = Gu()K () (D+CsI = A)7'B)
Gofp.ct(s) = (I = Gru(®K ()~ (Fp+C(s1 = A Ep)

Gyfsat($) = (I = Gy K()

From the viewpoint of residual generation, which utilizes the nominal model, it
may be of additional advantage to adopt the closed-loop FDI strategy. It is known
in control theory that, by means of some advanced control strategy, the dynam-
ics of the closed-loop system, Gy, (s), can be in a form easy for further handling.
For instance, using a decoupling controller will result in a diagonal G, (s), which
reduces an MIMO (multiple input, multiple output) system into a number of (de-
coupled) SISO (single input, single output) ones.

3.7 Case Study and Application Examples

In this section, five application examples will be introduced. They are used to il-
lustrate the modelling schemes described in the previous sections and serve subse-
quently as real case systems in the forthcoming chapters.

3.7.1 Speed Control of a DC Motor

DC (Direct Current) motor converts electrical energy into mechanical energy. Be-
low, the laboratory DC motor control system DR300 is briefly described.

Model of DC Motor Figure 3.3 is a schematic description of a DC motor, which
consists of an electrical part and a mechanical part. Define the loop current /4 and

Fig. 3.3 Schematic I R L
description of a DC motor o A :|A m/‘
Machine
U M,
v
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Table 3.1 Parameters of laboratory DC motor DR300

Parameter Symbol Value Unit
Total inertia J 80.45- 1076 kg -m?
Voltage constant Cco 6.27-1073 V/Rpm
Motor constant Ky 0.06 Nm/A
Armature Inductance Ly 0.003 H
Resistance Ry 3.13 Ohm
Tacho output voltage Kr 251073 V/Rpm
Tacho filter time constant Tr 5 ms

the armature frequency 2 as state variables, the terminal voltage U4 as input and
the (unknown) load M, as disturbance, we have the following state space descrip-

AR AN
[Q]_[KTMA e | uat il My (3.50)

as well as the transfer

tion

1
Q(S) = TR TR UA(S)
Co(1+ 7,¢55 + 7icss®)
Ra(1+T L
- A(JI;: 49) JTARA 2 M (s), TA=R—A (3.51)
KMC@(I t+x,ce5 T kycos ) A

where the parameters given in (3.50) and (3.51) are summarized in Table 3.1.

Models of DC Motor Control System For the purpose of speed control, cascade
control scheme is adopted with a speed control loop and a current control loop. As
sketched in Fig. 3.4, the DC motor together with the current control loop will be
considered as the plant that is regulated by a PI speed controller.

The plant dynamics can be approximately described by

V() = Gy ($)u(s) + Gya(s)d(s) (3.52)
8.75 31.07
, Gyi(s) = —————
(14 1.225s)(1 +0.035)(1 + 0.005s) s(140.005s)

Gyu(s) =

with y = Uy,eqs (voltage delivered by the Tacho) as output, the output of the speed
controller as input # and d = M|, as disturbance.
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Q-Controller 1,-Controller M,
Q,q- , U, _, R, | L % M = M, 14 Q
. A e
KW
X,
1+T,s
Tacho

Fig. 3.4 Structure of the DC motor control system

With a PI speed controller set to be

14 1.225
u(s) = K (s)(w(s) — y(s)), K(s)=1.6¥ (3.53)

where w(s) = £2,,7(s), the closed-loop-model is given by

y($) =Gy )w(s) + Gya,c(s)d(s) (3.54)
14.00
s(140.03s)(1 +0.005s) + 14.00

31.07(1 + 0.03s)
s(1+ 0.03s)(1 + 0.005s) + 14.00°

Gyw(s) =

Gyd,cl(s) =

Modelling of Faults Three faults will be considered:

e an additive actuator fault f4
e an additive fault in Tacho fs; and
e a multiplicative fault in Tacho fs2 € [—1,0].

Based on (3.52), we have the open-loop structured overall system model

V() = Gy ($)u(s) + Gya(s)d(s) + Gyr, (5) fa + Gygg (5) fs1 + Ay(s) fs2

(3.55)
Gyry () =Gyu(s),  Ay() = (Gyu(s)u(s) + Gya(s)d(s)).
The closed-loop model can be achieved by extending (3.54) to
V() = Gyu(Sw(s) + Gya,c($)d(s) + Gyryc1(s) fals)
+ Gyfgy,ei(s) fs1(5) + Ayei(s) (3.56)
8.75s
GyfA,cl(S) =
(14 1.2255)(s(1 4+ 0.035)(1 4+ 0.005s) + 14.00)
s(1+0.03s)(1 + 0.005s)
Gyfc1(s) =

5(140.03s)(1 +0.005s) + 14.00
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Fig. 3.5 Schematic y
description of an inverted r(t) 7
pendulum system
9
2 4\ 8
50 6 \/
2 :Z:l 1 ﬁ\ | - x
- £J \J
3 5

Ayer(8) = (14 Gy (K (5) f52) " (Gyu ()W (s) + Gy ca (s)d(s)) fs2
- (Gyw(s)w(s) + Gyd,cl(s)d(s))~

3.7.2 Inverted Pendulum Control System

Inverted pendulum is a classical laboratory system that is widely used in the educa-
tion of control theory and engineering. Below is a brief introduction to the laboratory
pendulum system LIP100 that is schematically sketched in Fig. 3.5.

The inverted pendulum system consists of a cart (pos. 6 in Fig. 3.5) that moves
along a metal guiding bar (pos. 5). An aluminum rod (pos. 9) with a cylindrical
weight (pos. 7) is fixed to the cart by an axis. The cart is connected by a transmission
belt (pos. 4) to a drive wheel (pos. 3). The wheel is driven by a current controlled
direct current motor (pos. 2) that delivers a torque proportional to the acting control
voltage u; such that the cart is accelerated. This system is nonlinear and consists of
four state variables:

the position of the cart » (marked by 6 in Fig. 3.5)
the velocity of the cart

the angle of the pendulum @ as well as

the angle velocity @.

Among the above state variables, r is measured by means of a circular coil poten-
tiometer that is fixed to the driving shaft of the motor, 7 by means of the Tacho
generator that is also fixed to the motor and @ by means of a layer potentiometer
fixed to the pivot of the pendulum. The system input u is the acting control voltage
us that generates force F on the cart.

Nonlinear System Model The following nonlinear model describes the dynamics
of the inverted pendulum:

F = B(®)(az: sin® cos @ + assi + azu® cos ® + azs®*sin® + b3F)  (3.57)

&= ﬂ(¢)(a42 sin @ + ay3r cos @ +a44<13 —|—a45c152005<17 sin® + by F cos d))
(3.58)
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Table 3.2 Parameters of

laboratory pendulum system Constant Numerical value Unit
LIP100
K, 2.6 N/V
ni 14.9 V/m
n» —52.27 V /rad
nis3 —7.64 Vs/m
n44 —52.27 Vs/rad
Mo 3.2 kg
M 0.329 kg
M 3.529 kg
I 0.44 m
@) 0.072 kg m?
N 0.1446 kgm
NG, 0.23315 kg’m
N?/N§, 0.0897
F, 6.2 kg/s
C 0.009 kgm?/s
where

N2, N\
,3(<1§):<1+N—251n <1>)

01
N2 OF, NC ON MN
a32=_N_glg» aSSZ_N—gl, a34=N—§1, a35:N—§1» a42:N_§1g
F.N MC N2 2] N
a43=N—§l, a44=—N—gl, a45=—N—gl, b3=N—gl, b4=_N—§1

The parameters are given in Table 3.2.

Disturbances There are two types of frictions in the system that may consider-
ably affect the system dynamics. Theses are Coulomb friction and static friction,
respectively described by

Coulomb friction: F. = —|F;|sgn(r)
S ) =uF,, =0
static friction: Fyr = { 0. P20,

To include their effects in the system model, F is extended to
Fom=F +d

with d being a unknown input.
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Linear Model After a linearization at the operating point
r=1, =0, &=0, &=0

and a normalization with

X1 nir
x| | nn®
X3 o n33i
X4 n44¢3

we have the following (linear) state space model of the inverted pendulum

X=Ax+ Bu+ E4d, y=Cx+v (3.59)
[0 0 —1.95 0 0

A= 0 0 0 1.0 B_ 0

|0 —0.12864 —1.9148 0.00082 |’ T | —6.1343

| 0 21.4745 26.31 —0.1362 84.303
1 0 0 0

c=|/01 0 0], E; =B, u=KyF, v~N(©, X))
|00 1 0

where v denotes the measurement noise.
It is worth noting that linear model (3.59) is valid under the following condi-
tions:

o |[F|<20N
o |r|<05m
e |0] <10°.

Discrete-Time Model By a discretization of model (3.59) with a sampling time
T =0.03 s, we obtain the following discrete-time model

x(k+1) = Agx (k) + Bqu(k) + Egqd (k), y(k)=Cx(k)+v(k) (3.60)

1.0000  0.0001 —0.0569  0.0000 0.0053

A_] 0 1.0097  0.0116  0.0300 B _p, _| 00373
4= 0 —0.0038 0.9442 —0.0000 |* 4T F4T 1 _0.1789
0 0.6442  0.7688  1.0056 2.4632

LCF of the Nominal Model To illustrate the coprime factorization technique
introduced in Sect. 3.2, we derive below an LCF for model (3.59). It follows from
Lemma 3.1 that for the purpose of an LCF of (3.59) the so-called observer gain
matrix L should be selected that ensures the stability of A — LC. Using the pole
assignment method with the desired poles s; = —6.0, 5o = —6.5, 53 = —7.0, 54 =
—7.5, L is chosen equal to
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6.9994 —0.0019 —-1.9701
—0.2657 13.8231  1.6980
—0.0198 —0.1048 4.1265
—1.8533 68.0712 37.8692

L=

which gives

—6.9994  0.0019 0.0198 0

0.2657 —13.8231 —1.6980  1.0000
0.0198  —0.0241 —6.0413 —0.0008
1.8533  —46.5747 —11.5303 —0.1362

A—-LC=

As a result, the LCF of system (3.59) is given by
Gyu(s)=C(sI — A)"'B=M;'(s)N,(s)
My(s)=1—-C(sI—A+LC)"'L, Nu(s)=C(sI —A+LC)"'B.

Model Uncertainty Recall that linear model (3.59) has been achieved by a lin-
earization at an operating point. The linearization error will cause uncertainties in
the model parameters. Taking it into account, model (3.59) is extended to

Xx=(A+AA)x+ B+ ABu+(Eq+ AE)d, y=Cx+v  (3.6])
[AA AB AE|=EAW[G H H]

0 0
01 0 O
E— 0 0 ’ Ar) = Aazy Aazz Aazg ’ G=lo 01 0
1 0 Aagy Adgqs Adags
0 0 0 1
0 1
0
H=|32], (_T(A(t))§0.38.
0

Modelling of Faults  Additive sensor and actuator faults are considered. To model
them, (3.59) and (3.60) are respectively, extended to

i=Ax+Bu+Eud+Esf. y=Cx+Frf+v (3.62)
x(k+ 1) = Agx (k) + Bgu(k) + Eqad (k) + Eqy f (k) (3.63)
y(k) =Cx(k) + Fy f(s) +v(k)
Ef=[B 0 0 0], Egq=[Bs 0 0 0]
i fa
0 1 0
- ||| fa
Ff_ggll’f_ﬁ_fsz

fa fs3



38 3 Modelling of Technical Systems

Closed-Loop Model An observer-based state feedback controller with a dis-
turbance compensation is integrated into LIP100 control system, which consists
of

e an observer

[2}=[3 %‘1}[2}+[g]u+u(y—c)e) (3.64)
which delivers an estimate for x and d respectively,
o a state feedback controller with a disturbance compensator
u=—-Ki—d+Vw (3.65)
where the observer, feedback gains L., K and the prefilter V are respectively,

6.9965 —0.0050 —1.9564

I3 —0.4120 13.9928 —13.2084
L,= |:L1j| =| —0.4231 0.0436 11.9597
2 2.5859  66.2783 —159.2450

04787 —0.2264 —7.8212
K =[-15298 18544 3.0790 0.4069],  V=-15298.

The overall system dynamics is described by

X A — BK BK E, X 0
ey | = 0 A—L1C Ey4 ex |+10|d
éq 0 —L,C 0 ed 1
B 0 Ey
+ |0 (Vw+| =Ly |v+ | (Ef—Li1Fp) | f (3.66)
0 —L» —LyFy
y=Cx+v+Frf (3.67)

3.7.3 Three-Tank System

Three-tank system sketched in Fig. 3.6 has typical characteristics of tanks, pipelines
and pumps used in chemical industry and thus often serves as a benchmark pro-
cess in laboratories for process control. The three-tank system introduced here is a
laboratory setup DTS200.

Nonlinear Model  Applying the incoming and outgoing mass flows under con-
sideration of Torricellies law, the dynamics of DTS200 is modelled by

Ahy = 01— 013, Ahy = Q2+ 032 — Q2, Ahy = Q13— 03
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Fig. 3.6 DTS200 setup
Table 3.3 Parameters of DTS200
Parameters Symbol Value Unit
cross section area of tanks A 154 cm?
cross section area of pipes Sn 0.5 cm?
max. height of tanks Hinax 62 cm
max. flow rate of pump 1 Ol max 100 em?/s
max. flow rate of pump 2 02,0 100 em3/s
coeff. of flow for pipe 1 aj 0.46
coeff. of flow for pipe 2 a 0.60
coeff. of flow for pipe 3 a3 0.45

013 = ars13sgn(hy — h3)+/2glhy — h3|
032 = azsaz sgn(hs — ha)+/2g|h3 — ha|,

where

$13 = 823 = S0 = Sn-

01, Q> are incoming mass flow (cm3/s)
Q;; is the mass flow (cm?/s) from the ith tank to the jth tank
hi(t),i =1,2,3, are the water level (cm) of each tank and measured

The parameters are given in Table 3.3.

020 = axsov/2gh>

Linear Model After a linearization at operating point #; =45 cm, Ay = 15 cm
and /43 = 30 cm, we have the following linear (nominal) model
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X = Ax + Bu, y=Cx (3.68)
h 0 —0.0085 0 0.0085
x=y=|hy |, u=|:Ql:|, A= 0 —0.0195  0.0084
h3 2 0.0085  0.0084 —0.0169
0.0065 0 1 00
B=|0 0.0065 |, C=|0 1 0
0 0 0 0 1

Model Uncertainty We consider the model uncertainty caused by the lineariza-
tion and model it into

$=(A+AA)x+Bu, y=Cx, AA=AWDH (3.69)
A) 0 0 —0.0085 0 0.0085
A= 0 M@ 0 |, H= 0 —0.0195  0.0084
0 0 As() 0.0085  0.0084 —0.0169

o (A@)) < 1.3620.

Modelling of Faults Three types of faults are considered in this system:

e component faults: leaks in the three tanks, which can be modelled as additional
mass flows out of tanks,

Oa,v28h1, Oayy/28h2, Oa,y/28h3

where 64,, 64, and 64, are unknown and depend on the size of the leaks
e component faults: pluggings between two tanks and in the letout pipe by tank 2,
which cause changes in Q13, Q37 and Q79 and thus can be modelled by

Oa,a1s13sgn(hy — h3)y/2glhy — h3l, Oa¢a3s23 sgn(hs — ha)/2glh3 — ha|,
Oasa250y/28h2

where 0,,, 045,04, € [—1, 0] and are unknown
e sensor faults: three additive faults in the three sensors, denoted by f1, f> and f3
e actuator faults: faults in pumps, denoted by f1 and fs.

They are modelled as follows:

X=(A+AAp)x+Bu+Esf, y=Cx+Fpf (3.70)
6 —0.0214 0 0 0 0 0
AAp =) A, A= 0 0 0|, Ay=|0 —0.0371 0
i=1 0 00 0 0 0

0 0 0 —0.0085 0  0.0085
A3=|0 0 0 . Ag= 0 0 0
0 0 —0.0262 0.0085 0 —0.0085
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0 0 0 0 0 0 h
As=|0 -00111 0, Ag=|0 -0.0084 0.0084 |, f=]| :
0 0 0 0 0.0084 —0.0084 fs

Ef:[o B]ERsXS, Ff:[[3><3 O]ER3X5.
Closed-Loop Model In DTS200, a nonlinear controller is implemented which
leads to a full decoupling of the three tank system into

e two linear sub-systems of the first order and
e a nonlinear sub-system of the first order.

This controller can be schematically described as follows:
uy =01 =013+ A(aih +vi(wy —hy)) (3.71)
uz = Q2= 020 — Q3 + A(anha + va(wz — hy)) (3.72)

where aj1, ax < 0, v1, vy represent two prefilters and wq, wy are reference signals.
The nominal closed-loop model is

X (a1 —v)x
i | = (az2 — v2)x2 (3.73)
b ays13sgn(x; —xs)mzasm sgN(x3—x2)+/2g[X¥3—x7]
vy O
+1 0 v |:w1 i|
0 o |L"?

while the linearized closed-loop model with the faults is given by

ai] — v 0 0 V1 0
X = 0 a» — vy 0 x4+ 0 v |:w1j|+AAFx+Eff
0.0085  0.0084 —0.0169 0 o |L"?
ai — vy 0 0 0.0065 0
y=Cx+Fyf, Ef= 0 an—vy 0 0 0.0065 |. (3.74)
0 0 0 0 0

3.7.4 Vehicle Lateral Dynamic System

In today’s vehicles, lateral dynamic models are widely integrated into control and
monitoring systems. The so-called one-track model, also called bicycle model, is
the simplest form amongst the existing lateral dynamic models, which is, due to its
low demand for the on-line computation, mostly implemented in personal cars.
One-track model is derived on the assumption that the vehicle is simplified as a
whole mass with the center of gravity on the ground, which can only move in x axis,
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Fig. 3.7 Kinematics of
one-track model

Center of
transient

y axis, and yaw around z axis. The kinematics of one-track model is schematically
sketched in Fig. 3.7. It has been proven that one-track model can describe the vehicle
dynamic behavior very well, when the lateral acceleration under 0.4g on normal dry
asphalt roads. Further assumptions for one-track model are:

o the height of center of gravity is zero, therefore the four wheels can be simplified
as front axle and rear axle

e small longitudinal acceleration, v, = 0, and no pitch and roll motion

e the equations of motion are described according to the force balances and torque
balances at the center of gravity (CG)

e linear tire model,

Fy = Cya (3.75)

where F) is the lateral force, C, is the cornering stiffness, « is the side slip angle
e small angles simplification

{OtH=—,3+1H .

Uref
ay = —,3—}-52 _lV#ef'
The reader is referred to Table 3.4 for all variables and parameters used above and
below.

Nominal Model Let vehicle side slip angle 8 and yaw rate r be the state variables
and steering angle 8} the input variable, the state space presentation of the one-track
model is given by

%= Ax + Bu, x=[’”}=[ﬂ], u=8} (3.76)

X2
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Table 3.4 Parameter of the one-track model

Physical constant Value Unit Explanation
g 9.80665 [m/s?] gravity constant
Vehicle parameters
ir 18.0 [-] steering transmission ratio
mg 1630 [ke] rolling sprung mass
MNR 220 [ke] non-rolling sprung mass
m mp + mng [ke] total mass
ly 1.52931 [m] distance from the CG to the front axle
ly 1.53069 [m] distance from the CG to the rear axle
I, 3870 [kg-mz] moment of inertia about the z-axis
Vref [km/h] vehicle longitude velocity
B [rad] vehicle side slip angle
r [rad/s] vehicle yaw rate
87 [rad] vehicle steering angle
C&V 103600 [N/rad] front tire cornering stiffness
CoH 179000 rear tire cornering stiffness
_C(;le)-caﬂ lHCaH_ZlVC&V _1 C;_V
re mv? . MUy
- zHcaH—zvfc;V _zg,cféﬂg,cw . B= @
I [ oef T.

Typically, a lateral acceleration sensor (ay) and a yaw rate sensor (r) are integrated
in vehicles and available, for instance, in ESP (electric stabilization program). The
sensor model is given by

y = Cx + Du, y=|:yli|=|:ay:| (3.77)
y2 r
C‘;V+Cuy [HCaH*lVCL;V C(;V
C = - m MUypef y D = m .
0 1 0

Below are the one-track model and the sensor model for v,,r = 50

A:[_3'0551 —0.9750] B:[ 1.12 ]

29.8597 —3.4196 40.9397
152.7568 1.2493 56 G719
[y e o)

By a sampling time of 0.1 s, we have the following discrete-time model

x(k+1) = Ayx(k) + Byu(k), y(k) = Cx (k) + Du(k)
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Table 3.5 Typical sensor noise of vehicle lateral dynamic control systems

Sensor Test condition Unit Standard
variation o
Yaw rate Nominal value [°/s] 0.2
Drive on the asphalt, even, dry road surface 0.2
Drive on the uneven road 0.3
Brake (ABS) on the uneven road 0.9
Lateral acceleration Nominal value [m/s?] 0.05
Drive on the asphalt, even, dry road surface 0.2
Drive on the uneven road 1.0
Brake (ABS) on the uneven road 2.4
where
0.6333 —0.0672 —0.0653
2.0570 0.6082 3.4462

Disturbances In model (3.76)—(3.77), the influences of road bank angle ., vehi-
cle body roll angle ¢ and roll rate p. have not been taken into account. Moreover,
sensor noises are inevitable. Generally, sensor noises can be modelled as steady
stochastic process with zero mean Gaussian distribution. But, in vehicle systems,
the variance or standard variance of sensor noises cannot be modelled as constant,
since at different driving situations, the sensor noises are not only caused by the
sensor own physical or electronic characteristic, but also strongly disturbed by the
vibration of vehicle chassis. In Table 3.5, typical sensor data are listed.

To include the influences of the above-mentioned disturbances, model (3.76)—
(3.77) is extended to

x=Ax+ Bu+ E.d, y=Cx+Du+ Fgd+v (3.80)

{1 00 [0 0 1 oa, O
selo Vol melo o o) ([T 2
with unknown input vector d denoting the possible disturbances.

Model Uncertainties Below, major model parameter variations are summarized:

e Vehicle reference velocity vy.r: the variation of longitudinal vehicle velocity is
comparably slow, so it can be considered as a constant during one observation
interval

e Vehicle mass: when the load of vehicle varies, accordingly the vehicle spring
mass and inertia will be changed. Especially the load variation are very large
for the truck, but for the personal car, comparing to large total mass, the change
caused by the number of passengers can be neglected normally
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e Vehicle cornering stiffness C,: Cornering stiffness is the change in lateral force
per unit slip angle change at a specified normal load in the linear range of tire.
Remember that the derivation of one track model is based on (3.75). Actually, the
tire cornering stiffness C, depends on road-tire friction coefficient, wheel load,
camber, toe-in, wheel pressure etc. In some studies, it is assumed, based on the
stiffness of steering mechanism (steering column, gear, etc.), that

Cott =kCly. (3.81)

In our benchmark study, we only consider the parameter changes caused by C, and
assume that

. C(;V = 103600 + ACyy, ACq4y € [—10000, 0] is a random number and
o Con =kCl,,, k=1.7278.

As aresult, we have the following system model:

¥ =(A+ AA)x+ (B+ AB)u+ Eqd

(3.82)
y=(C+ AC)x +(D+ AD)u + Fgd +v
14k klg—ly 1
MVpef m vfg ’ MVUypef
[44 AB]=AC.y Kg=ly _ B+KE 1y
I Iz vpep I
14k KHp=ly 1
[AC  AD]=ACqy momug o om |
0 0 0

Modelling of Faults Three additive faults are considered in the benchmark:

e fault in lateral acceleration sensor, which can also be a constant or a ramp and
denoted by fi

e fault in yaw rate sensor, which can be a constant or a ramp and denoted by f>

e fault in steering angle measurement, which would be a constant and denoted by
f3. Itis worth to remark that in practice a fault in the steering angle measurement
is also called sensor fault.

In Table 3.6, technical data of the above-mentioned faults are given.
Based on (3.80), the one-track model with the above-mentioned sensor faults can
be described by

%=Ax+Bu+Eqd+Es;f, y=Cx+Du+Fid+v+Frf (3.83)

Ji
E;f=[0 B]er>S, Fr=[hxa D], f=1r
/3
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Table 3.6 Typical sensor faults

Sensor Faults
Offset Ramp
Yaw rate +2°/s, £5°/s, £10°/s +10°/s/min
Lateral acceleration +2m/s?, +5 m/s> +4 m/s?/s, £10 m/s?/s
Steering angle +15°, £30° -

3.7.5 Continuous Stirred Tank Heater

In this subsection, we briefly introduce a linear model of a laboratory setup con-
tinuous stirred tank heater (CSTH), which is a typical control system often met in
process industry.

System Dynamics and Nonlinear Model Figure 3.8 gives a schematic descrip-
tion of the laboratory setup CSTH, where water is used as the product and reactant.
Without considering the dynamic behaviors of the heat exchanger, the system dy-
namics can be represented by the tank volume V7, the enthalpy in the tank Hr and
the water temperature in the heating jacket 7j,; and modelled by

Vr . Vi . fout .
Hy | = | Hnjr + Hin — Hour | . (3.84)
0y sy (Po = Hyjr)

The physical meanings of the process variables and parameters used above and in
the sequel are listed in Table 3.7. Considering that

. S . . Vour
Hyjr = f(Thj — Tr),  Hip=mincpTin,  Hour = MousCpTous = Hr ‘;’;‘

Vi,, — Vom :=u1, Py := uj are the input variables, and the water level i r, the temper-
ature of the water in the tank 77 as well as Tj,; are measurement variables satisfying

Vr

hT Ao
TT = Hr
mr-Cp
Ty; Thj
we have
. 0
‘./T T, — AT noco T — H Vour ! 0 u
Hr | = S( hj mT'Cp) +minCplin TV |40 0 1
. 7 1 u
Th] 7f(Th./*ﬁ) O <y 2
B | (3.85)

with f denoting some nonlinear function.
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Fig. 3.8 Laboratory setup CSTH

Linear Model For our purpose, the nonlinear model (3.85) is linearized around
the operating point

Vr 6.219 o
Hr | =|655797 |, Vii="V,u =00369,  uy=>580
Thj 33.44

and on the assumption
H;, = mj,cp Ty & const

which results in the following (nominal) linear model:

Vr hr
x = Ax + Bu, y=Cx, x=|Hr |, y=|Tr (3.86)
Th; Th;
0 0 0
A=| —626.4371 —5.9406-1073 36.55

0 0 —1.2019-1073
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Table 3.7 Technical data of CSTH

Symbol Description Unit
Vr water volume in the tank L
Hr enthalpy in the tank J
Tyj temperature in the heating jacket °C
V,-m Vom water flows in and out of the tank é
H, JT enthalpy flow from the jacket to the tank %
H,-,,, Hom enthalpy flows from in- and out-flowing water %
mpj water mass in the heating jacket kg
Py electrical heater power W= %
hr water level in the tank m
Tr water temperature in the tank °C
mr water mass in the tank kg
Mins Mour mass flows in and out of the tank %
Tin> Tour temperature of the in- and out-flowing water °C
Acr the base area of the tank m?
cp heat capacity of water kg%c

1 0 31.831 0 0

B=|0 0 , C=| 0 3.8578-107° 0
0 30411.5241 0 0 1

Model Uncertainties and Unknown Inputs  With an additional term in the state
equation,

1 0
Ejd=|—-1 0 |d, deR?
0 -1

the influence of unknown inputs is modelled. Together with the uncertainties caused
by the linearization, we have

x=(A+AA)x + (B+ AB)u+ E.d, y=(C+ AC)x (3.87)
0 0
AA = AS, AB=1|0 0 F)
0 30411.5241
31.831 0 0
AC = 0 3.8578-107° 0|38, &e[-0.2,0.2].
0 0 0

Modelling of Faults Different kinds of faults will be considered in the benchmark
study. These include
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o leakage in the tank: A leakage will cause a change in the first equation in (3.84)
as follows
28Vr

VT:‘}in_Vout_eleakvzghT:ul_9A Aﬂ
e

(3.88)

where 6,4 is a coefficient proportional to the size of the leakage. It is evident that
04 is a multiplicative component fault.

e an additive actuator fault in u1, denoted by f;

e additive faults in the temperate enmeshments, respectively denoted by f> and f3.

As a result, we have the following overall model to described the system dynamics
when some of the above-mentioned faults occur:

¥=(A+AA+AAp)x +(B+ ABu+Esf, y=(C+AC)x+Fpf+v

(3.89)
—0.008 0 O 1 0 0
AAF = 0 0 064, EfF={0 0 O
0 0 0 0 0 O
fi 0 0 0
f=1rl, Fp={0 1 0
fi 0 0 1

where v represents the measurement noises.

3.8 Notes and References

In this chapter, we have introduced different model forms for the presentation of lin-
ear dynamic systems, which are fundamental for the subsequent study. We suppose
that the nominal systems considered in this book are LTI. Modelling LTI systems by
means of a state space representation or transfer matrices is standard in the modern
control theory. The reader is referred to [23, 105] for more details.

Modelling disturbances and system uncertainties is essential in the framework
of robust control theory. In [59, 198, 199], the reader can find excellent background
discussion, basic modelling schemes as well as the needed mathematical knowledge
and available tools for this purpose.

In the framework of model-based fault diagnosis, it is the state of the art that
modelling of faults is realized in an analogous way to the modelling of disturbances
and uncertainties.

Coprime factorization technique is a standard tool in the framework of linear
system and robust control theory. In [59, 198, 199], the interested reader can find
well-structured and detailed description about this topic.

To illustrate the application of the introduced system modelling technique, five
laboratory and technical systems have been briefly studied. The first three systems,
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DC motor DR200, inverted pendulum LIP100 and three-tank system DTS200, are
laboratory test beds, which can be found in many laboratories for automatic con-
trol. It is worth mentioning that three-tank system DTS200 and inverted pendulum
LIP100 are two benchmark processes that are widely used in FDI study. There has
been a number of invited sessions dedicated to the benchmark study on these two
systems at some major international conferences. For the technical details of these
three systems, the reader is referred to the practical instructions, [4] for DTS200,
[5] for LIP100 and [6] for DR200. [125] is an excellent textbook for the study on
vehicle lateral dynamics. The one-track model presented in this chapter is an ex-
tension of the standard one given in [125], which has been used for a benchmark
study in the European project IFATIS [119]. The laboratory setup continuous stirred
tank heater is a product of the company G.U.N.T. Geraetebau GmbH [81]. A similar
setup has been introduced in [163] for the purpose of benchmark study.

A further motivation for introducing these five systems is that they will serve
as application examples for illustrating the results of our study in the forthcoming
chapters.



Chapter 4
Fault Detectability, Isolability and Identifiability

Corresponding to the major tasks in the FDI framework, the concepts of fault de-
tectability, isolability and identifiability are introduced to describe the structural
properties of a system from the FDI point of view. Generally speaking, we dis-
tinguish the system fault detectability, isolability and identifiability from the per-
formance based fault detectability, isolability and identifiability. For instance, the
system fault detectability is expressed in terms of the signature of the faults on
the system without any reference to the FDI system used (for the detection pur-
pose), while the performance based one refers to the conditions under which a
fault can be detected using some kind of FDI systems. Study on system fault de-
tectability, isolability and identifiability plays a central role in the structural anal-
ysis for the construction of a technical process and for the design of an FDI sys-
tem.

In this chapter, we shall introduce the concepts of system fault detectability, isola-
bility and identifiability, study their checking criteria and illustrate the major results
using the application examples.

4.1 Fault Detectability

In the literature, one can find a number of definitions of fault detectability, intro-
duced under different aspects. Recall that there are some essential differences be-
tween additive and multiplicative faults. One of these differences is that a mul-
tiplicative fault may cause changes in the system structure. In order to give a
unified definition which is valid both for additive and multiplicative faults, we
first specify our intention of introducing the concept of system fault detectabil-
ity.

First, system fault detectability should be understood as a structural property
of the system under consideration, which describes how a fault affects the system
behavior. It should be expressed independent of the system input variables, distur-
bances as well as model uncertainties. Secondly, system fault detectability should

S.X. Ding, Model-Based Fault Diagnosis Techniques, Advances in Industrial Control, 51
DOI 10.1007/978-1-4471-4799-2_4, © Springer-Verlag London 2013
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indicate if a fault would cause changes in the system output. Finally, it should be
expressed independent of the type and the size of the fault under consideration.
Bearing these in mind, we adopt an intuitive definition of system fault detectability,
which says: a fault is detectable if its occurrence, independent of its size and type,
would cause a change in the nominal behavior of the system output. To define it
more precisely, we assume that

e the following system model is under consideration

X=(A+AAp)x+ B+ ABp)u+E¢f “4.1)
y=(C+ACp)x+(D+ ADp)u+Fy¢f 4.2)
where, as introduced in Chap. 3, Gy, (s) = D + C(sI — A)"'B represents the

nominal system dynamics, [ € RKs the additive fault vector and AAp, ABF,
ACF, ADF the multiplicative faults given by

Ia Ip

AAF=ZAZ-9A[, ABF=ZB,-93,. 4.3)
i=1 i=1
lc Ip

ACr =) Cibc;. ADp =" Difp, 4.4)

i=1 i=1

o afault, either 6; € {64,,0p;,0c;,9p,} or fi,is understood as a scalar variable and
unified denoted by §&;.

Definition 4.1 Given system (4.1)—(4.2). A fault &; is said detectable if for some u

dy
—|  d& #0. 45
% .o & # (4.5)

(4.5) is the mathematical description of a change in the system output caused
by the occurrence of a fault (from zero to a time function different from zero),
independent of its size and type. A fault becomes detectable if this change is not
constantly zero. In other words, it should differ from zero at least at some time
instant and for some system input.

The following theorem provides us with a necessary and sufficient condition for
the detectability of additive and multiplicative faults.

Theorem 4.1 Given system (4.1)-(4.2), then
e an additive fault f; is detectable if and only if

C(sl —A)Es +Ff, #0 (4.6)

with E s, Fy, denoting the ith column of matrices E g, Fy respectively,
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a multiplicative fault 04, is detectable if and only if

C(sI —A)"A;(sI —A)'B#0 4.7)

a multiplicative fault 0p, is detectable if and only if

C(sI—A)'B;#0 (4.8)

a multiplicative fault Oc, is detectable if and only if

Ci(sI —A)'B#£0 (4.9)

a multiplicative fault Op, is detectable if and only if
D; #0. (4.10)

Proof While the proofs of (4.6), (4.8)—(4.10) are straightforward and thus omitted,
we just check (4.7). It turns out

dy ax ox ox
=C , =A + Aix.

004, 004, 004, 004,
It yields

dy _ -1 -1

Ll — =C(sI—A) "A;(sI —A) " Bu(s)

8eAi gAi =0
with L denoting the Laplace transform (z-transform in the discrete time case)
Hence, for some u, 1, Bg—ﬁ lo,, 0% 0 if and only if (4.7) holds. O

It can be easily seen from Theorem 4.1 that

e an additive fault is detectable as far as the transfer function from the fault to the
system output is not zero

e amultiplicative fault 6p, is always detectable

o the detectability of multiplicative faults 0p, and 6, can be interpreted as input
observability and output controllability, respectively

e a multiplicative fault 4, will cause essential changes in the system structure.

Also, it follows from Theorem 4.1 that initial changes in the system output caused
by the different types of the faults can be estimated. To this end, suppose that the
faults occur at time instant 7o and their size is small at beginning, then

e in case of an additive fault f;:

dA
d—tszAx—l—Eﬁ.fi, Ay=CAx+Fpfi,  Ax(t)=0 (411)
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e in case of a multiplicative fault 04,:

d ([ 0x N ox T A | ox (10) =0
— —— — _— X N —_— =
dt\ 90, 30, | lea=00 g, 0

; 5 4.12)
Ay~ 2| gy =C—iy,
aGAl eA =0 89A,
where x |9A,- —o satisfies x = Ax + Bu
o in case of multiplicative fault 0p,:
d ( dx ax 0x
—|— | =A—+Biu, —()=0
d <aeB,. ) 205 T Dt g, 10
(4.13)
sy~ gy =c g
Y7 05 BT a6,
e in case of a multiplicative fault Oc;:
ay .
Ay~ ——0c, = Cix0c;, x=Ax+ Bu 4.14)
90,
e in case of multiplicative fault 6p, :
dy
Ay~ ——0p, = D;ju(t)0p;,. (4.15)
90p,

i

Comparing (4.11) with (4.12)—(4.15) makes it evident that

e detecting additive faults can be realized independent of the system input, and
e multiplicative faults can only be detected if u(z) # 0. In other words, excitation
is needed for a successful detection of a multiplicative fault.

We see that transfer matrices
C(sI — A Ef + Fyi, C(sI —A)'A;sI—A)7'B
C(sI — A7 'B;, Ci(sI — A7 !B, D;

give a structural description of the influences of the faults on the system output. For
this reason and also for our subsequent study on fault isolability and idenfiability,
we introduce the following definition.

Definition 4.2 Given system (4.1)—(4.2). Transfer matrices
C(sl —A)Es + Fp, CsI—A)'A;sI—A)7'B
C(sI — A~ 'B;, Ci(sI —A)7'B, D;

are called fault transfer matrices and denoted by G 1, (s), G, (s), G, (s), Goc, (s)
and Gop, (s) respectively, or in general by Gg, (s).
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Example 4.1 To illustrate the results in this section, we consider three-tank system
DTS200 given in Sect. 3.7.3. The fault transfer matrices of the five additive faults

are respectively

—

C(sI—A)"Ep+Fp=

C(sI—A)"Ef,+Fp=|0

0
, C6I—A)Ep+Fp=1|1
0
_ 0.0065540.0002
(524-0.04495+0.0005)
, CGsI—A)"Ef+Fp= 0
___ 00001s
-~ (5240.04495+0.0005)

0
0.00655+0.0002

C(sI —A)"Eg + Fpy= | 7+0.04495-+0.0005)

0.0001s

L (5240.0449540.0005)

It is evident that these five faults are detectable. As to the multiplicative faults, we
have the following fault transfer matrices

C(sI—A)"AsI—A)7'B

_ —0.0214(0.0065s + 0.0002s)

52 +0.036450.003 0
0.0001 0

(s3 +0.0449s2 + 0.0005s)?

C(sI—A) 'Ay(sI —A)7'B

—0.0371(0.006552 + 0.0002s)

| 0.0085s +0.0002 0O

0.0001

(s3 4 0.044952 4 0.00055)?

C(sI —A) 'A3(sI— A7 'B

—0.00000262s

K
0 s2+40.0254s +0.0001
| 0 0.0084s +0.0001

0.0085s + 0.0002 0.0085s + 0.0002

= (53 1 0.044952 1 0.00055)2

C(sI —A) 'Ag(sI — A7 'B

0.0000085

0.0084s +0.0001  0.0084s +0.0001
| 52+ 0.0280s 4 0.0002 2 +0.0280s + 0.0002

[—6.55* — 0.281s% — 0.003s2 0.1s3 + 0.00352
0.005553 4 0.0001s2 —0.001s2

= (53 + 0.044952 1 0.00055)2

C(sI —A) 'As(sI — A)7'B

_ —0.0111 (0.0065s2 + 0.0002s)

6.55% +0.227s% +0.000252  0.1s3 — 0.002s2

0 0.0001
0 s2+0.0254s +0.0001

(s3 +0.0449s2 + 0.0005s)> 0

0.0084s + 0.0001
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C(sI — A 'Ag(sI — A 'B

—0.001s2 0.055s3 + 0.002s2
0.1s% +0.00252 —6.55* —0.21s% — 0.002s2
—0.1s3 = 0.00252  6.55* + 0.227s% + 0.003s

B 0.0000084
T (s34 0.044952 + 0.00055)2

As a result, all these multiplicative faults are detectable.

4.2 Excitations and Detection of Multiplicative Faults

In this section, we briefly address the issues with excitation signals, which are, as
shown above, needed for detecting multiplicative faults. Let G¢ (s) be the fault
transfer (matrix) of a multiplicative fault and satisfy

rank(G;i (s)) =k (>0)
then we can find a «-dimensional subspace Ueyc g, so that for all u € Uy g,
Gg (s)u(s) #0.

From the viewpoint of fault detection, subspace Uey,; contains all possible input
signals that serve as an excitation for fault detection.

Definition 4.3 Let G¢, (s) be the fault transfer matrix of a multiplicative fault &;.
Uexe.t; = {u | G, (s)u(s) # 0} (4.16)

is called excitation subspace with respect to &;.

Mathematically, we can express the fact that detecting an additive fault, say &;, is
independent of exciting signals by defining

uexc,gi = {Li € Rku }

In this way, we generally say the following.

Definition 4.4 System (4.1)—(4.2) is sufficiently excited regarding to a fault &; if

U € Upge,. (4.17)

With this definition, we can reformulate the definition of the fault detectability
more precisely.

Definition 4.5 Given system (4.1)—(4.2). A fault &; is said to be detectable if for
ue uexc,é,-

LAl dg; £0. (4.18)

i lg—o
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Remark 4.1 1In this book, the rank of a transfer matrix is understood as the so-called
normal rank if no additional specification is given.

4.3 Fault Isolability

4.3.1 Concept of System Fault Isolability

For the sake of simplicity, we first study a simplified form of fault isolability prob-
lem, namely distinguishing the influences of two faults. An extension to the isolation
of multiple faults will then be done in a straightforward manner.

Consider system model (4.1)—(4.2) and suppose that the faults under considera-
tion are detectable. We say any two faults, &;, &;, i # j, are isolable if the changes
in the system output caused by these two faults are distinguishable. This fact can
also be equivalently expressed as: any simultaneous occurrence of these two faults
would lead to a change in the system output. Mathematically, we give the following
definition.

Definition 4.6 Given system (4.1)-(4.2). Any two detectable faults, & = [&; §; 17,
i # J, are isolable, when for u € Uexc & MUexc g,

dy
—|  dg#0. 4.19
% | o & # (4.19)

It is worth mentioning that detecting a fault in a disturbed system requires distin-
guishing the fault from the disturbances. This standard fault detection problem can
also be similarly formulated as an isolation problem for two faults.

In a general case, we say that a group of faults are isolable if any simultaneous
occurrence of these faults would lead to a change in the system output. Define a
fault vector

=& - & (4.20)

which includes / structurally detectable faults to be isolated.

Definition 4.7 Given system (4.1)—(4.2). The faults in fault vector £ are isolable,
when for all u € ﬂfz | Uexc.k;

0

D gg£o0. 4.21)
We would like to call reader’s attention on the similarity between the isolability

of additive faults and the so-called input observability which is widely used for the

purpose of input reconstruction. Consider system
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X=Ax+E;f, y=Cx+Fyf, x(0)=0.

It is called input observable, when y(#) = 0 implies f(z) = 0. Except the assumption
on initial condition x(0), the physical meanings of the isolability of additive faults
and input observability are equivalent.

4.3.2 Fault Isolability Conditions

With the aid of the concept of fault transfer matrices, we now derive existence con-
ditions for the structural fault isolability.

Theorem 4.2 Given system (4.1)—(4.2), then any two faults with fault transfer ma-
trices Gg, (s), Gg; (s), i # j, are isolable if and only if

rank [ Ge (s)  Gg;(s) ] = rank(Gg[ (s)) + rank(ng (s)). 4.22)

Proof It follows from (4.11)—(4.15) that changes in the output caused by &;, £; can
be respectively written as

LGy )zi(®),  L7(Ge(9)zj()
where
zi(s) =L(df) for& =f; or zi(s)=L(d&u(r)) for& €{04,.08 . 6c;, 0p,}

with i € Ugye g, N Uexc,g; - Since

0
dgi + -

ay dt = ay
£=0 98

08| 0% 2

£=0

it holds that if £ is not isolable, then

dy

v,

dE =0

dy ay
(2 ag)+o( 2
<asi e g)* (as,-

= [G5() Gg ()] [Zi(s)} =0

Z;(s)

dg,) =0

£=0

<= rank [ Ge (s) ng (s) ] < rank(GSi (s)) + rank(ng (s)).

The theorem is thus proven. d
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An extension of the above theorem to a more general case with a fault vector
E=[& --- & 17 is straightforward and hence its proof is omitted.

Corollary 4.1 Given system (4.1)—(4.2), then & with fault transfer matrix

Ge(s)=[Ge(s) -+ Gy(9]

is isolable if and only if

l
rank(Ge (s)) = ) _rank(Gg, (s)). (4.23)
i=1

In order to get a deeper insight into the results given in Theorem 4.2 and Corol-
lary 4.1, we study some special cases often met in practice.

Suppose that the faults in fault vector £ =[&] --- & 17 are additive faults. Then
the following result is evident.

Corollary 4.2 Given system (4.1)~(4.2) and assume that §;,i =1,...,1 < ky are
additive faults. Then, these [ faults are isolable if and only if

rank(Ge (s)) = 1. (4.24)

This result reveals that, to isolate [ different faults, we need at least an [-
dimensional subspace in the measurement space spanned by the fault transfer ma-
trix. Considering that rank(Gg (s)) < min{m, [} with m as the number of the sensors,
we have the following claim which is easy to check and thus useful for the practical
application.

Claim Additive faults are isolable only if the number of the faults is not larger than
the number of the sensors.

Denote the minimal state space realization of G¢ (s) by
Ge(s) =C(sI — A)""E¢ + F.

Check condition (4.24) can be equivalently expressed in terms of the matrices of the
state space representation.

Corollary 4.3 Given system (4.1)-(4.2) and assume that &;,i =1,...,1 <ky, are
additive faults. Then these | faults are isolable if and only if

A—sl Eg

rank |: c Fe

} —— (4.25)
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Proof The proof becomes evident by noting that

A—sl E:|[(A—=sD™' (s1—A)'E;
C Fe 0 1

1 0
- [C(A —sD)™" C(sI—A)"E;: + FJ

= rank|:A —sl Egi|

C Fg
_ A—sl E¢|[(A—sD™' (sI—A)'Es
=m([ 0 R][ )

=rank ! 0
- CA—sD)™' CA—-sI)'Es+ F;

=n+rank(C(A—sI)_1E§+Fg). O

Recalling that for additive faults the fault isolability introduced in Definition 4.7
is identical with the concept of input observability known and intensively studied in
the literature, we would like to extend our study

e to find out alternative conditions for checking conditions (4.24) or (4.25)

e to compare them with the results known in the literature and

e to gain a deeper insight into the isolability of additive faults, which will be helpful
for some subsequent studies in the latter chapters.

To simplify our study, we first consider G¢ (s) = C(s] — A)~! E¢ . It follows from
Cayley—Hamilton theorem that

1 “ . 1 - 4
CisI—A) 'Ee=—C Sis" | Er = —C (AT E: (426
o1 =75 = e 35 = e (S e o

G (s) =det(s] —A) =s" +as" " +aps" 2+ -+ an_15 +an
Si=S8i_1A+a;_1I, Si=1, i=2,...,n

a1() =" as" TP ap, e a1 () =5 Far, an(s) = 1
which can be rewritten into

CEg
| 1 CAEg
C(sl — A~ Eg:m[oq(s)l ax(s)l -+ ()] ] : . (4.27)

CA";lEg
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It is obvious that if
CEg
CAE:
rank . <
CAn—lEE
then there exists a u which yields
CES
CAE:
, u=0 = C(I—A)"Esu=0.
CAM1 E¢
In other words,

CEg
CAE:
rank . =1 (4.28)

CA”;lEg

builds a necessary condition for the fault isolability. We would like to call reader’s
attention that (4.28) is not a sufficient condition for the fault isolability. To see it, we
consider a special case withm =1, m </ <n and (C, A) being observable, that is,

C

CA
rank . =n.

C A.n -1

It immediately becomes clear that (4.28) is satisfied. But, the system is, due tom </,
not isolable, as can be seen from Corollary 4.2.

Remark 4.2 We would like to point out that (4.28) is, in some publications, claimed
as a necessary and sufficient condition for the input observability, which is, as shown
above, not correct.

Below, we shall derive some sufficient conditions on the assumption that m >/
and (4.28) holds. Note that the orders (highest power) of «;(s),i =1, ..., n, given
in (4.26) are different. If for some j € {1,...,n}

rank(CA/ ™ Eg) =1 (4.29)

then (4.27) can be rewritten into

C(SI_A)_lEgzL aj) + Y «i($)Qi |CATTE;
¢ (s) T
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where Q; e R™*™,i=1,...,n,i # j, are some matrices. Considering that

rank(aj(s)l—i— 2”: ai(s)Qi> =m>1, rank(CAJ'—lEg):l
i=1,i#]
we finally have
rank(C(sI — A) ' E¢) =1.
This proves the following theorem.

Theorem 4.3 Given C(sI — A)_IEE as defined in (4.26) with m > [ and satisfy-
ing (4.28). Assume that for some j € {1, ...,n}, rank(CAf_lEg) =1.Then

rank(C(sI — A)"'E¢) =1.

In the framework of linear system theory, CAiEg, i=20,1,..., are called
Markov matrices. Theorem 4.3 provides us with a sufficient condition for check-
ing the isolability of additive faults by means of Markov matrices.

It is interesting to note that according to (4.26) C(sI — A)_lEg can also be
rewritten into

C(sI—A)'E;
CE 0 .0 I
.. : Is
=lapal - al I CA.ES C% C :
: : i 0 o
CA" 'E; CA"2E; ... CEg|LIs
(4.30)

This form is important in studying various algebraic properties of the so-called par-
ity space methods.

In a similar manner like the proof of Theorem 4.3, we are able to prove the
following theorem that gives an alternative sufficient condition for the isolabil-

1ty.

Theorem 4.4 Given C(sI — A)"'E¢. Let I} = CS;E¢, i = 1,...,n, where S; is
defined in (4.26), and assume that for some j € {1, ...,n}

rank(I;) =1 4.31)

then rank(C (sI — A)_IEE) =1.

The above discussion and the results given in Theorems 4.3 and 4.4 can be easily
extended to the general form of system model C(s] — A)_lEg + F¢. To this end,
we extend the state space description as follows
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O e
v=[c Fg][g]::_f, x:[g]. (4.33)

It is easy to prove that given C(sI — A)_lEg + F¢ condition (4.28) can then be
equivalently written as

CE:
CAE: Fe
CEg
rank T An EE =rank =1 (4.34)
: CA"E;
| CAnti-1 ES i

while conditions (4.29) and (4.31) respectively as

= Ti-1E rank(Fg);l, ifj=1
rank(CA’™ Eg) = {rank(CAf_2Eg) —1, ifjef2,....n+1) (4.35)
0
rank(T) =1, jef{0.....n}, To=[and - al I]|: |=F
0
1
(4.36)
-y -
B 0
sz[anl an_11 - al I] Fe , Jje{l,...,n}. 4.37)
CE:
| CAITVE; |

We now review the conditions for the fault isolability of multiplicative faults.
Although Corollary 4.1 holds for both additive and multiplicative faults, the forms
of the fault matrices of multiplicative faults reveal that isolating multiplicative faults
may demand for more sensors. To illustrate it, we first take a multiplicative process
fault as an example. Remember that in this case the fault transfer matrix is C(s] —
A)~'A;(sT — A)~! B, which can be written as

CGsI—A)'A;s1—A)7'B= <[’3 fﬂ : [g} [c 0],0).



64 4 Fault Detectability, Isolability and Identifiability

As a result, this multiplicative process fault can span a subspace with a dimension
equal to

rank(C(sT — A) ' A;(sI — A)~'B) = min{m, k,} :=«.

To isolate such a (single) fault, we need at least « sensors.

As to multiplicative sensor and actuator faults, it seems that their fault transfer
matrices, Cj(sI — A)~'B, C(sI — A)~'B;, would span a lower dimensional sub-
space, for instance in case that

rank(C;) =1, rank(B;) = 1.

On the other hand, if those faulty sensors and actuators are embedded in a feed-
back control loop, for instance with u = Ky, then they will cause change in the
eigendynamics of the closed-loop system. In other words, they will affect the sys-
tem performance like a multiplicative process fault. Again, to isolate these faults,
additional sensors are demanded.

In practice, in particular in systems with integrated feedback control loops, it is
often the case that the system (reference) input keeps constant or changes slowly
over a relatively long time interval. On the assumption of a constant vector u, we
introduce the concept of weak isolability of multiplicative faults.

Definition 4.8 Given system (4.1)—(4.2) and let

0,
=1 :
0
with multiplicative faults 6;, i =1, ..., /. 0 is called weakly isolable, if for all con-
stant vector u € ﬂle Uexe;
0
T dp2o0.
90 |g=o

The theorem given below follows directly from Corollary 4.1 and the definition
of weak isolability of multiplicative faults.

Theorem 4.5 Given system (4.1)—(4.2) and let
01
0=|:
01
be a multiplicative fault vector with fault transfer matrix

Go(s) =[Go(s) - Gg®].
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Then, 6 is weakly isolable if and only if for all constant vector u € ﬂﬁzl Uexc,6;
rank [Gg1 Su -+ Gy (s)u] =1.

Comparing the results given in Corollary 4.1 and the above theorem makes it
evident that the existence condition for a weak isolability of multiplicative faults
can be remarkably relaxed.

Example 4.2 Consider again three-tank system DTS200. It is evident that it is im-
possible to isolate all eleven faults, since we only have three sensors. However, if
we are able to divide the faults into different groups and assume that faults from
only one group can occur simultaneously, then a fault isolation becomes possible.
For instance, if we divide the additive faults into two groups, a group with the sen-
sor faults and a group with the actuator faults, then we have, using the fault transfer
matrices given in the last section,

[A—sI Eg|
rank_ c FES__6
and
[A—sI Eg | _
rank_ c Fga__s
where
1 00
Eg =0, Fe=|0 1 0|, Eg,=[Ep Eg],  Fg,=0.
0 0 1

Thus, it follows from Corollary 4.2 that these additive faults are isolable on the
above assumption. As for the multiplicative faults, it follows from Corollary 4.1
that a group with three faults is generally not isolable. In fact, if it is assumed that
the six multiplicative faults are divided into three groups with (a) group 1: 61, 6>
(b) group 2: 63, 64 (c) group 3: s, b, then using the fault transfer matrices given in
the last section, we are able to prove that these faults are isolable.

4.4 Fault Identifiability

Roughly speaking, the concept of system fault identifiability is understood as a char-
acterization of system structure that is essential to re-construct faults from the sys-
tem output and input. From the mathematical viewpoint, fault identifiability charac-
terizes the mapping from the system output to the faults under consideration. If this
mapping is unique, then the faults are identifiable. Usually, we intend to express
this mapping in terms of the model from the faults to the system output, then the
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fault identifiability is equivalent to the model invertibility. Motivated by this fact,
we introduce the concept of fault identifiability in terms of, different from the fault
detectability and isolability, fault transfer matrices.

Definition 4.9 Given system (4.1)—(4.2) and let
Ge(s) = [Gg1 () -+ Gg (s)]

be the fault transfer matrix of fault vector £ = [£&] --- &]7. & is called identifiable
if G¢ () is invertible and its inverse is stable and causal.

Note that the requirements on the stability and causality of the inverse of G¢ (s) is
an expression for the realizability of inversing G¢ (s). It is evident that without these
two requirements, the fault identifiability would be equivalent to the fault isolability.
In another word, the fault isolability is a necessary condition for the faults to be
identifiable.

To understand the idea behind the definition of the fault identifiability, we now
consider different types of faults respectively. Let f(s) be a vector of additive faults
with fault transfer matrix G 7 (s). As shown in (4.11), the change of y(s) caused by
f(s) can be written as

Ay(s) =G r(s) f ().

If G ¢ (s) is invertible and its inverse is stable and causal, then it is possible to re-
construct f(s) based on the relation

[()=G7 (5)Ay (). (4.38)
Thus, fault vector f is identifiable. For a multiplicative fault fp,, we have
Ay(s) = Goy, ()L (u(1)0p;)

with GGB,- (s)=C(sI —A)"'B;. According to Definition 4.9, the idenfiability of 0,
means it is possible to reconstruct u(¢)6p; based on

L(u(t)0p,) = GgBt () Ay(s) = Boy, (5). (4.39)

Since system input u(¢) is generally on-line available, an identification of the fault
0p, can be achieved using the relation

OB, = (uT(t)u(t))_luT(t)ﬂ(;Bi (t) foru(r)#0. (4.40)
Analog to (4.39) and (4.40), we have the relations
E(u(t)@c,.) = G‘;le (5)Ay(s) := ,39Ci (s) 4.41)

bc, = (u” @u) " u” (1)Bse, (1) foru(t) #0
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E(u (I)OD,-) = Di_lAy(s) = /390,- (s) 4.42)

00, = (u” Ou(®) ™ u” (OBay, (1) for u(e) #0

for multiplicative faults 6c; and 6p, , respectively. Again, we can see that identifying
a multiplicative fault requires not only the invertibility of the fault transfer matrix
but also a sufficient excitation.

As to a multiplicative fault 64,, remember that the change in y caused by 6,4, can
only be approximated by

Ay(s) ~ Gy, ()L(u()0s;), Go, (s)=C(sI —A) ' Ai(sT—A)"'B

in case of a small 84,. In general, we have

TN At a4y 14 9 10y =0
— — ) = iQp.)— i X, — =
dt \ 90, A0, 304

i i

) (4.43)
F=(A+ Aifa)x + Bu, Ay=C-—""p,.
i 89Al i

It is evident that an identification of 6,4, would become very difficult.

Example 4.3 Consider three-tank system DTS200 with the fault transfer matrices
derived in Example 4.1. Since Vs

A—sl 0
k =6
ran |: c I3><3i|

the inverse of the transfer matrix of the sensor faults is stable and causal. According
to Definition 4.9, these faults are identifiable. In against, the additive actuator faults
and the multiplicative process faults are not identifiable.

4.5 Notes and References

Due to their important role in the FDI study, much attention has been devoted to the
concepts of fault detectability and isolability. In the early study, fault detectability
and isolability have often been defined in terms of the performance of the FDI sys-
tems used. Differently, in most of the recent publications on this topic, fault de-
tectability and isolability are expressed in terms of the structural properties of the
system under consideration. In order to distinguish these two different ways of defin-
ing fault detectability and isolability, we have adopted the notation system fault de-
tectability and isolability to underline the original idea behind the introduction of
these two concepts. They are used to indicate the structural properties of the system
under consideration from the FDI viewpoint.

Definitions of fault detectability and isolability can be found in the books pub-
lished recently, for instance [15, 25, 76, 142]. The interested reader may wonder
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about many different definitions of fault detectability and isolability. One may also
notice that most of these definitions are related to the additive faults. It is one of our
motivations to define fault detectability and isolability both for additive and multi-
plicative faults in a unified framework.

Confusion of the definition of fault detectability and isolability is often caused
by the way of defining faults. In some publications, a fault is also understood as
a vector. In this case, fault detectability requires a full (column) rank of the fault
transfer matrix to ensure that the occurrence of any fault would cause changes in
the system output. On the other hand, this definition yields a conflict with the fault
isolability defined on the assumption that a fault is a scalar variable and a fault vector
represents a number of faults. For this reason, in our study a fault is understood as
a scalar variable. This way of addressing faults also allows a unified handling of
additive and multiplicative faults.

In [92], the concept of input observability has been introduced. It has been, in
its original study, motivated by the input identification problem. Due to its close
relation to the FDI problems, this concept has been lately reformulated as fault de-
tectability for additive faults, see, for instance, [116]. As pointed out above and
shown in Sect. 4.3.2, the input observability is identical with the fault isolability
defined in our study. We would like to call attention of the interested reader that in
Sect. 4.3.2 we have restudied the existence conditions for the input observability.



Part 11
Residual Generation



Chapter 5
Basic Residual Generation Methods

The objective of this chapter is to establish a framework and to lay foundations
for the study on model-based residual generation. We shall address the concepts
of analytical redundancy and residual generation on the assumption of a perfect
system model, as sketched in Fig. 5.1, and introduce a general description form of
model-based redundancy and residual generators. On this basis, tasks of designing
model-based residual generators will be formulated.

Three types of residual generators including:

o fault detection filter (FDF)
e diagnostic observer (DO)
e parity relation based residual generator (PRRG)

will be introduced in this chapter. The main attention is paid to:

e the implementation and design forms of these residual generators,
e characterization of the solutions and
e interconnections among the different types of residual generators.

process

(plant) sensors
actuators > output

input
% faults % faults {;33 faults

model based ~ |redundancy post

redundancy - filter
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1
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Fig. 5.1 Schematic description of model-based residual generation
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5.1 Analytical Redundancy

The concept analytical redundancy stands generally for an analytical re-construction
of quantities or parts of the system under monitoring. For the purpose of residual
generation, known as a comparison between system measurements and their redun-
dancy, the analytical redundancy is understood as a re-construction of the measured
quantities of the system under consideration.

Consider the following nominal model that describes the transfer behavior of the
system or a part of the system under monitoring,

V() =G yu(s)uls) GRY;

where y(s) represents the measured variable, for which a redundancy will be built,
and u(s) a process variable that may be the process input or even a measured vari-
able. A natural and in practice often applied method to re-construct y(s) is an on-line
parallel computation of input—output relationship (5.1)

Y(s) = Gyuls)uls)

where y(s) stands for an estimate of y(s) and is called analytical or software redun-
dancy. Although this kind of redundancy promises an easy on-line implementation,
its application in practice is questionable. In order to explain it, we extend the sys-
tem model (5.1) to

Y(8) = Gyu(s)u(s) + C(sT — A)~'x(0) + Ay(s) (5.2)

which includes the influence of the process initial state x (0) and model uncertainty
Ay(s), where the state space realization of G, (s) is assumed to be (A, B, C, D).
It turns out

r(s) = y(s) — $(s) = C(sT — A)~'x(0) + Ay(s) (5.3)
which means, in other words,

e the variation of r(¢#) from zero caused by x(0) # O disappears only when the
process is stable (i.e., A is stable), and even in this case the convergent rate ex-
clusively depends on the position of the eigenvalues of A in the complex plane

o the influence of the model uncertainty is not suppressed.

As aresult, the reconstructed variable may strongly differ from the original one (the
measured one).

From the viewpoint of control theory, the reason for the above-mentioned prob-
lems is evidently the so-called open-loop structure. A known solution is, therefore,
to modify the structure of the system (5.1) in such a way that a feedback loop is
built. A reasonable and typical form of such a modification is given by

3(5) = Gyu($)uls) + L(s)(y(s) = (). (5.4
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In comparison with the open-loop structured system (5.1), we see that the added
term L (s)( y(s) — y(s)) acts as a correction on y(s) that ensures a limited variation of
y(s) from y(s). This system is closed-loop structured and is of, by a suitable choice
of the feedback matrix L (s), the properties required for a redundancy system:

I. r(s)=y(s)—y(s)=0 forall u(s) (5.5)
1. tlingo (y(t) = $(®)) =0 for all x(0) (5.6)
II. the convergent rate is arbitrarily assignable (5.7)
IV. the influence of Ay(s) is suppressed. (5.8)

We now consider how to choose L(s).
It follows from (5.2) and (5.4) that

Y(5) = $(8) = Gyu()u(s) + C(sT — A)'x(0) + Ay(s)
— Gyu()u(s) — L(s)(y(s) — 3(5)) (5.9)
and furthermore
(14 L) (y() = () =C(sT = A)~'x(0) + Ay (s).
Do an LCF of C(sI — A)~! (see Sect. 3.2),
CsI—-A)'=(I-CsI—-A+ LC)*IL)’IC(sI —A+LC)!

with L ensuring A — LC stable. Recall our task is to select L(s) so that (5.5)—(5.8)
are fulfilled. To this end, we have to, knowing from linear system theory, cancel the
poles of transfer function matrix C(s/ — A)~!, which are obviously the zeros of
matrix / — C(sI — A+ LC)~'L. Setting
I+Ls)=(I—-C(sI—A+LC)™'L)”"

and noting the following equality

"1t cGr—A)7L (5.10)

(I-CGI—A+LO)™'L)”
give
I+L(s)=14+CsI—A)'L = L(s)=C(sI—A)"'L. (5.11)
Substituting (5.11) into (5.9) yields
¥() = 9() =C(sI —A+LO)'x(0)+ (I — C(sT — A+ LC)"'L) Ay(s).

On the assumption that (C, A) is observable, by choosing L suitably we can ar-
bitrarily assign the poles of C(sI — A + LC)~! and simultaneously suppress the
influence of Ay(s).
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It is evident that the system (5.4) with L(s) given by (5.11) satisfies conditions
(5.4)—(5.8). However, a slight modification is needed such that (5.4) is presented in
a suitable form for an on-line implementation. To this end, consider the relation

$(5) =G yu()uls) + C(sI — A" L(y(s) — $(5))
= (I+C6I=A)TL)F(s) =Gyu()uls) + CsI — A" Ly(s)
and thus, by Lemma 3.1 and (5.10),
5(s)=(D+C(sI —A+LC) (B — LD))u(s)
+C(sI —A+LC) 'Ly(s). (5.12)
With the aid of these relations, (5.12) can be brought into a compact form
$(s) = Nu($)u(s) — (My(s) = I)y(s) (5.13)

with M, (s), N, (s) denoting an LCF of G, (s), that is, Gy, (s) = M ' (s)N,,(s).
(5.13) describes a dynamic system whose input is u#(s), y(s) and output an esti-
mate of y(s). This system is stable and will converge to y(s), independent of u(s),
x(0), with an arbitrarily assignable velocity.
Let’s write (5.12) in the state space

% =A%+ Bu+L(y — CZ — Du) (5.14)
$=C% + Du. (5.15)

It becomes evident that it is the well-known state observer. We call therefore sys-
tem (5.13) or equivalently (5.14)—(5.15) output observer. As an estimate for y(s),
$(s) and the associated algorithm are also called soft- or virtual sensor or analytical
redundancy.

We summarize the main results of this section in a theorem.

Theorem 5.1 Given a transfer function matrix Gy, (s) € LR" *ku \with the state
space realization (A, B, C, D), then signal y(s) delivered by system (5.13) or equiv-
alently (5.14)—(5.15) re-constructs y(s) in the sense of (5.5)—(5.8).

The output observer builds the core of a residual generator. As will be shown in
the next section, residual generator design can be reduced to the construction of an
output observer.

Remark 5.1 The original idea of using system model to construct redundancy and
residual signals goes back to the works by Beard and Jones, in which a state ob-
server in a quite similar form to (5.14)—(5.15) was used for the purpose of the out-
put re-construction. Since then, this approach is widely and successfully used in
dealing with FDI problems under the name observer-based approach and has now
become one of most powerful techniques in the field of model-based fault diagnosis.
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Unfortunately, the expression observer-based approach often leads to the misunder-
standing that a state observer is necessary. This is also the reason why we have paid
much attention to the introduction of analytical redundancy construction using pro-
cess input—output relationship.

We would like to conclude this section with the following comments:

e What we need for the residual generation is the input—output behaviors of the
process under consideration.

e The state observer form (5.14)—(5.15) provides us with a numerical solution for
the purpose of creating analytical redundancy. It is not the only solution and, in
some cases, also not the best one.

e The use of the state observer form (5.14)—(5.15) is based on the assumption that
Gyu(s) has the state space realization (A, B, C, D). Known from the linear sys-
tem theory, it means that only observable and controllable parts of the process
are taken into account. From the viewpoint of residual generation, the system ob-
servability and controllability are in fact not necessary for the use of the so-called
observer-based FDI scheme.

5.2 Residuals and Parameterization of Residual Generators

In the context of FDI study, a residual signal is understood as an indicator for the
possible faults. The most important characteristic features of a residual, 7 (s), are

I tl_i)rgor(t) =0 forall u(t),x(0) and Ay(¢t) =0 (5.16)
. r(s)=Grp(s)f(s), Grp(s)#0 (5.17)

where G, (s) denotes a transfer matrix from the fault vector f to the residual vec-
tor . Using the output observer (5.13), we are able to generate a residual by a
comparison of $(s) with y(s):

r(s) = y(s) — $(s) = My (s)y(s) — Ny (s)u(s). (5.18)

On the other hand, we know that a signal constructed by for example, R(s)(y(s) —
y(s)), where R(s) # 0 is some (stable) transfer matrix or vector, is also a residual
in the sense of (5.16)—(5.17). This motivates us to ask: What is the general form of
a residual generator? It is reasonable to assume that all residual generators can be
expressed in terms of

r(s)=F)u(s)+ H(s)y(s), F(s), H(s) € RHoo (5.19)

where F'(s) and H(s) represent two stable systems with appropriate dimension.
Thus, the answer to the above question can be concretely re-formulated as a search
for the existence conditions for F(s) and H (s), under which residual r(s) fulfills
conditions (5.16)—(5.17).
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Substituting (5.1) into (5.19) yields
r(s) = F()u(s) + H($)Gyu(s)u(s) = (F(s) + H($)G yu(5))u(s).
We see that the system (5.19) delivers a residual only if
F(s)+ H(s)Gyu(s)=0
which can be further written into
F(s)My(s) + H(s)Nu(s) =0 (5.20)

with (M, (s), N, (s)) denoting a RCF pair of Gy, (s). The following theorem shows
under which conditions (5.20) holds.

Theorem 5.2 Let

° (ﬁu (s), ﬁu (s)) and (M, (s), Ny (s)) be left and right coprime factorization pair
of transfer function matrix Gy, (s) € LR™ K

e Y(s), X(5), ?(s), X (s) be RHoo-matrices with appropriate dimensions that sat-
isfy the Bezout identity (3.14)

o K(s) be ak, x ky,-dimensional R H ~-matrix.

Then, the set of RH~o-matrices F(s), H(s) satisfying
F()My(s) + H(s)N, () = K (s) (5.21)
is given by
F(5)=K(©)X($) = R6N(s).  H()=K()Y () +R6)M(s) (5.22)

where R(s) belongs to RH~ and is a k, x m-dimensional R H . parameterization
matrix. Furthermore, for every k, x m-dimensional R'H ., parameterization matrix
R(s), F(s), H(s) satisfying (5.22) ensure that (5.21) holds.

Proof Suppose F(s) and H (s) satisfy (5.21) and define

_ —Y(s)
R(s)=[F(s) H(s)] [ 20) }
which, considering that F(s), H(s), X (s) and Y(s) are R H, matrices, belongs to
R Hyo. It results in

My (s) —?(s)}‘

[Fes) H®]=[K® R(S)][N(S) XGs)

from which (5.22) follows. To prove that every F(s), H(s) given by (5.22) satisfy
(5.21) we use the double Bezout identity (3.14). Suppose F(s), H(s) satisfy (5.22).
Then,
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F(s)My(s) + H(s)Ny(s)

B X(s) Y(s) M,(s)
= [K(S) R(S)] |:_1’\7u(s) Mu(g)i| I:Nu(s)]

1
= [K(s) R(s)] |:0:| = K(s).
Hence, they ensure that (5.21) holds. O

Setting K (s) in Theorem 5.2 equal to null-matrix gives all solutions of (5.20)
and thus a parameterization of all residual generators.

Theorem 5.3 GiveiL transfq Sfunction matrix Gy, (s) € LR with a left coprime
factorization pair (M, (s), N, (s)), then

r(s) = R(s)(My(s)y(s) — Nu(s)u(s)) (5.23)

represents a parameterization form of LTI residual generators in the sense that

e for every residual generator we can find a R Ho-matrix R(s) such that the resid-
ual generator is expressed in terms of (5.23)
o for every R(s) € RHoo system (5.23) delivers a residual satisfying (5.16)—(5.17).

A comparison with (5.18) reveals that any residual generator can be considered
as an extension of an output observer-based residual generator. Recall that

M, (5)y(s) — Ny (s)u(s) = y(s) — $(s)

where y is delivered by (5.14)—(5.15). Thus, we can also write any residual generator
in the state space representation form as follows. Let R(s) = (Ar, Bg, Cr, D) and
xg denote the state vector of dynamic system R(s). It holds

x A-LC 01][# B L1Tu
|:)'6Ri|:|:—BRC AR:||:XR:|+|:_BRD BRi||:yi| (5.24)

A

r=[-DgC CR][xxR}+[—DRD DR][H. (5.25)

In this context, any residual generator is a composition of an output observer and a
dynamic system R(s). These two parts may take different functions:

o the output observer builds the core of the residual generator and is used to recon-
struct system behavior so that the preliminary form of residual signal, y(s) — $(s),
provides us with information about the variation of the system operation from its
nominal value

e the dynamic system R(s) acts as a signal filter and can, by a suitable selection,
help us to obtain significant characteristics of faults, as will be discussed in the
forthcoming chapters. Thus, R(s) is also called post-filter.
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Example 5.1 Consider the laboratory system CSTH given in Sect. 3.7.5. We would
like to parameterize all residual generators for CSTH according to Theorem 5.3.
Below are the achieved results:

R Mii(s) Muia(s)  Mis(s) R Nit(s)  Nials)
My(s) = | Mai(s) Ma(s) Mas(s) [, Nu(s)=| Nai(s) Naa(s)
M31(s) Msa(s) Msz(s) N31(s)  N3o(s)
o~ S o~ o~
M =, M =0, M =0
11(s) ST 100 12(5) 13(5)
—~ 626.4s +7.592 x 1074 —~ s + 0.0059
M = M = —-—
21(s) 3512 ) 2(s) )
ii ) —36.55s — 0.04816 ii (5)=0 ii (5)=0
S) = . S)= . S) =
> s2+554+6 ! 2
—~ s +0.0012 ~ 31.83 ~
M = N = —, N =0
33(s) 13 1(5) P 12(5)
ot (5) 1.994 x 10* Fints) —1.111 x 10° Fai(s) = 0
S) = —_, S)= —_—, S) =
21 213542 2 245546 i
sy = AL 10*
() =—""3

The parameterization form of the all residual generators is expressed by

r(s) = R(s)(My(s)y(s) — Nu(s)u(s)), R(s) € RHoo.

5.3 Issues Related to Residual Generator Design
and Implementation

Having addressed the parameterization form of LTI residual generators, we are now
faced with a practical task: how to design a residual generator described by (5.23).
Taking a look at (5.23) and recalling the meaning of R(s), A’/iu (s) and ﬁu (s) make
it clear that there exist indeed two design parameters (parameter matrices): the ob-
server gain matrix L and the post-filter R(s). The question arises: How to choose L
and R(s)?

Remember that the main objective of applying a residual generator is to make
the residual signal as sensitive to faults as possible and simultaneously as robust as
possible against the model uncertainty. For this reason, we first study the dynamics
of residual generator (5.23). Let us consider system model of the form

V() =Gyu($)uls) + Gyr(s) f(s) + Ay(s)
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and substitute it into (5.23). We immediately see that the dynamics of residual gen-
erator (5.23) is governed by

r(s) = R(s)My (s)(Gyr(s) f (5) + Ay (s)). (5.26)

Obviously, the problem of residual generator design can be simply formulated as
finding R(s) € RHoo and L ensuring the stability of matrix A — LC such that

° R(s)[\z,, (s)G f(s) is as large as possible and simultaneously
e R(s)M,(s)Ay(s) is as small as possible.

In fact, the so-called observer-based residual generation approaches reported during
the last three decades serve only for one purpose, i.e. finding R(s) and L, although
different mathematical and control theoretical tools have been applied, the structures
of residual generators are various and the achieved results appear quite different.
These approaches will be described in the subsequent sections of this chapter.

We now have two different forms of residual generators, (5.23) and (5.26). (5.23)
presents an explicit form that describes the structure and the possible algorithm for
the on-line implementation. We call it implementation form of residual generators.
In some references, it is also called computational form. Note that all variables and
transfer matrices used in (5.23) are known or measurable. In against, the variables f,
Ay in (5.26) are unknown. Thus, (5.26) is an internal form that provides us with the
dynamics of the FDI system and used for the purpose of residual generator design.
For this reason, we call it design form of residual generators.

Remark 5.2 There exist a variety of methods for the on-line realization of imple-
mentation form (5.23). We can use, for instance, the state space realization similar
to (5.14)—(5.15) or transfer matrices. It is independent of the method used for the
determination of L and R(s). Our main attention in the following will be paid to
the methods of residual generator design. The reader should keep in mind that the
on-line implementation can be carried out independent of the design form used. One
can use for example, state space scheme for the on-line implementation even if L
and R(s) are calculated by means of a frequency domain approach.

In our subsequent study, (5.23) and (5.26) will play an essential role for the intro-
duction and analysis of residual generation schemes. We call them therefore general
forms of residual generators.

5.4 Fault Detection Filter

Fault detection filter (FDF) is the first type of observer-based residual generators
proposed by Beard and Jones in the early 1970s. Their work marked the beginning
of a stormy development of model-based FDI techniques.

Core of an FDF is a full-order state observer

£=A%+ Bu+L(y— C% — Du) (5.27)
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which is constructed on the basis of the nominal system model Gy, (s) = C(sI —
A)~!'B + D. Built upon (5.27), the residual is simply defined by

Introducing variable e = x — X yields
ée=(A—LCQC)e, r=_Ce.

It is evident that r has the characteristic features of a residual when the observer
gain matrix L is so chosen that A — LC is stable. In this case, X also provides a
unbiased estimation for x, that is,

tlirgo(x(t) — (1) =0.

The advantages of an FDF lie in its simple construction form (5.27)—(5.28) and, for
the reader who is familiar with the modern control theory, in its intimate relationship
with the state observer design and especially with the well-established robust control
theory by designing robust residual generators.

We see that the design of an FDF is in fact the determination of the observer gain
matrix L. To increase the degree of design freedom, we can switch a matrix to the
output estimation error y(s) — y(s), that is,

r(s)=V(y(s) — $(s)). (5.29)

As discussed in the last section, (5.27)—(5.28) can be interpreted as a state space
realization of Mu (s)y(s) — ﬁu (s)u(s). It thus turns out that an FDF is indeed a
special form of residual generator (5.23), namely the post-filter is a unit matrix for
an FDF given by (5.27)—(5.28) or a certain algebraic matrix for an FDF given by
(5.27) and (5.29). A disadvantage of FDF scheme lies in the on-line implementation
due to the full-order state observer, since in many practical cases a reduced order
observer can provide us with the same or similar performance but with less on-line
computation. This is one of the motivations for the development of Luenberger type
residual generators, also called diagnostic observers.

Example 5.2 Given CSTH with model (3.84). For the residual generation purpose,
an FDF of form (5.27)—(5.28) is designed with the same observer gain as used in the
LCEF, that is,

0.0314 0 0
L=1|-16238 x 107 5.1689 x 10* 9.4743 x 10°
0 0 2.9988

which ensures a stable FDF with poles

S1=—3, 522—2, S3=—1.
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5.5 Diagnostic Observer Scheme

The diagnostic observer (DO) is, thanks to its flexible structure and similarity to the
Luenberger type observer, one of mostly investigated model-based residual genera-
tor forms.

5.5.1 Construction of Diagnostic Observer-Based Residual
Generators

The core of a DO is a Luenberger type (output) observer described by
:=Gz+ Hu+ Ly, $=Wz+Vy+ Qu (5.30)

where z € R®, s denotes the observer order and can be equal to or lower or higher
than the system order n. Although most contributions to the Luenberger type ob-
server are focused on the first case aiming at getting a reduced order observer, higher
order observers will play an important role in the optimization of FDI systems.
Assume Gy, (s) = C(sI — A)~"'B + D, then matrices G, H, L, Q, V and W to-
gether with a matrix 7 € R¥*" have to satisfy the so-called Luenberger conditions,

I. G is stable (5.31)
II. TA-—GT=LC, H=TB—LD (5.32)
. C=WT+VcC, Q0=D-VD (5.33)

under which system (5.30) delivers a unbiased estimation for y, that is,
lim (y(r) — 3(t)) =0. (5.34)
11— 00

To show its application to residual generation, we consider a dynamic system with
e = Tx — z as its state vector and y — J as its output. It turns out, according to
(5.31)—(5.33),

é=Ge, y—39=We (5.35)
which ensures (5.34). On account of (5.35),
r=V*(y—-y), V*#0 (5.36)
builds a residual vector, whose dynamics is described by
z=Gz+ Hu+ Ly (5.37)
r=V*—V*Wz—-V*Vy —V*Qu=Vy—Wz— Qu (5.38)
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where
V=V*I-YV), W=V*W, 0=V*Q.

Thus, for the residual generator design condition III given by (5.33) should be re-
placed by

1. vC-WT =0, Q0=VD. (5.39)

Remember that in the last section it has been claimed all residual generator design
schemes can be formulated as the search for an observer gain matrix and a post-filter.
It is therefore of practical and theoretical interest to reveal the relationships between
matrices G, L, T, V and W solving Luenberger equations (5.31), (5.32), (5.39) and
observer gain matrix as well as post-filter.

A comparison with the FDF scheme makes it clear that

e the diagnostic observer scheme may lead to a reduced order residual generator,
which is desirable and useful for on-line implementation

e we have more degree of design freedom but, on the other hand

e more involved design.

Having shown the importance of Luenberger equations (5.31)—(5.32), (5.39) in de-
signing diagnostic observers, we concentrate our attention in the following on their
solutions.

Remark 5.3 On account of its importance in observer design, solution of Luen-
berger equations has received much attention in the 1970s and 1980s, and a large
number of algorithms and studies have been published during this period. On the
other hand, unlike most of observer design approaches, in which the observers are
usually designed for the estimation of unmeasurable variables, the objective of using
a diagnostic observer is to re-construct measured variable. This difference, being ob-
servable by III condition (5.33), also motivated studies on characteristic properties
of the special form of Luenberger conditions given by (5.31)—(5.32), (5.39).

5.5.2 Characterization of Solutions

In this subsection, a characterization of the solutions of Luenberger equations (5.31),
(5.32) and (5.39) will be derived. Some results will be used in the sequel and help
us get an insight into the structure of observer-based residual generators. We shall
concentrate ourselves on the following topics:

e existence conditions
e minimum system order and
e parameterization of solutions.

Without loss of generality, we first make the following assumptions:
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e the pair (C, A) is given in the canonical observer form, that is,

Al o A
A=| Colermr, Cc=[C C|eR™"
_Aml Amm
B 0 0 0 &’i" 7]
1 0 O 0 ay
_ 1 0 -~ 0 ay
Aii=1|. . .o . ) eRO*, i=1,...,m
0 0 1 0 a_
L 0 0 0 1 a |
[0 ... 0 g,if_
A,'j: Do L EeERYY mz=i>j, j=1,....m—1
0 --- 0 ‘_"i’j..f
0 ... 0 5?'
Ay=|: o p RO mzjsii=1 . m—1
L0 -~ 0 sz,{_
Ci=[0 -+ 0 &|eR™%, i=1,..m
& =[0 - 0 1 Gip1 - Gm] €eR™, i=1,....m
where o1,...,0, are the observability indices satisfying oy,...,0, > 1,

> /L, 0i =n. We denote the minimum and maximum observability indices with
Omin = Min; 0; and omax = Max; o; respectively

o the residual is a scalar variable, that is, r € R, and thus Q, V, W will in the
following be replaced by ¢, v, w, respectively

e matrices G, w take the following form

0 0 0
1 0 0 g1
G=[G, g]. G,= S erRETD g=| 1 | RS
0 1 0 8s
0 1
(5.40)
w=[0 -+ 0 1]eR". (5.41)

Note that (5.40)—(5.41) represents the observability canonical normal of the
residual generator

e=Ge, r=we.



84 5 Basic Residual Generation Methods

It is well known that by a suitable regular state transformation every observable pair
can be transformed into the form (5.40)—(5.41). Therefore, the last assumption loses
no generality.

To begin with our study, we split A into two parts

A=A,+L,C, A,=diag(A,1,...,Aom) (5.42)
[0 0 0 --- 0
1 0 0 --- 0
Ai=]0 1 0 - Ofepoixa =1 . . m L,CeR™
| 0 0 1 0
0 ... 0 51;1 0O --- 0 5,}2 R ) T ¢ gl%m'
0O --- 0 51(1”1 0O --- 0 551712 R T ¢ &;’1”
L0C: . . . . . . . . . .
0 --- 0 5'1"1 0 --- 0 gl?ﬂ e 0 - 0 apm
0 -~ 0 &Z’ml 0O --- 0 5131”‘2 e 0 e 0 arm

The pair (C, A,) is of an interesting property that is described by Lemma 5.1 and
will play an important role in the following study.

Lemma 5.1 Equation

PoC + p1CAy+ -+ piCAl + p,CAS =0, 5>0 (5.43)
holds if and only if
piCA =0, i=0,...,s. (5.44)
Furthermore, vectors p;,i =0,...,s, satisfy

pi=0, i=0,....0mn—1;  piCA,=0. i=0min.....0max—1 (5.45)
and pji, i > omax, are arbitrarily selectable.
Proof Firstly, note that AZ =0, i > omax, hence we have

ijA£=O, forall p;, j > omax and so
PoC+piCAy+---+ p;CAy =0 = p,C+piCA,+---+ pICA, =0

with / — {Gmax —1 fors > omax

for s < omax.



5.5 Diagnostic Observer Scheme 85

We now prove (5.44) as well as (5.45). To this end, we utilize the following fact:
for a row vector ¢g(#£0) =[q1 -+ gm ] € R™ we have

qCAL=[q1 -+ qu]. j=0
with the row vector g; € R satisfying

forj>o;, ¢ =0, and

forj <oi, g=[0 -+ 0 g& 0 --- 0]

where the entry ge; lies in the (o; — j)th place. Thus, the nonzero entries of two row

vectors p;C Aé and p;C A}, i # j, are in different places. This ensures that (5.43)
holds if and only if

p;CAL =0, j=0,...1

Note that rank(CA{;) =rank(C) =m, j =0, ...,omin — 1. Hence, we finally have:
for j =0,...,0min— 1

piCA,=0 < p;=0.
The lemma is thus proven. g
‘We now consider (5.32) and rewrite it into
TA,—GT=LC, L=L-TL, A,=A-L,C

and furthermore

ToAo| 7] _[Ls ToAo] .= [Ls
L]t V][] = [d]-em=[T]ere

(5.46)
where
_ n _ l_l
_ TA  _ . r o L_v roo_
T_I:tvi|, s=1 |, L_|:lé:|, Li=|
ts—1 Iy
Writing G, as
0O --- 0
1 0 --- 0
G, = |:C(;)1 (1)i| Gi=|: . . :|eREDxED
0 1 0
0 0 1
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and considering the last row of (5.46) result in
tsAg —t1 =L[,C+ gty &= 11 =134, — (I,C + gyty). (5.47)
Repeating this procedure leads to
ts—2 =1 1Ay — (ls_1C + gs_11y)
= 1,45 — (,-1C +1,CAg) — (g5—11s + 85t Ap)

=134, — (I3C + gaty) (5.48)
= 1,452 — (BC+ -+ CAS) — (g3t + -+ + gst,AST)
11 =104, — (LC + gaty)
= 1,AS = (hC + -+ ,CAS?) — (gaty + - - + g51,A572).
Finally, from the first row of (5.46) we have
1A, =10C+ gits. (5.49)

(5.47)—(5.49) give a kind of characterization of all solutions of (5.32), based on
which we are going to derive the existence condition of residual generators.
To this end, we first consider (5.39). Since v # 0, it is evident that the equation

T
wl —vC=0 < [w -] [c] =0
is true if and only if the last row of matrix T linearly depends on the rows of C.
Based on this fact, the following existence condition can be derived.

Remark 5.4 1t is worth pointing out that the above fact is contrary to the existence
condition of a Luenberger type state observer which requires the linear indepen-
dence of the rows of 7' from the ones of C. The reason for this is that state ob-
servers and observer-based residual generators are used for different purposes: state
observers are used for the estimation of unmeasurable state variables, while the
observers for the residual generation are used for the estimation of the output vari-
ables.

Theorem 5.4 (5.32) and (5.39) are solvable if and only if
S > Omin- (5.50)

Proof Here, we only prove the necessity. The sufficiency will be provided below in
form of an algorithm. The fact that the last row of matrix T is linearly dependent on
the rows of C can be expressed by

ts = v, C
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for some v # 0. This leads to

fs—1 =154 — (I_AC + gsts) = V;CAp — (l_sc + 8sls)

1 =0,CAS — (RC+ -+ ,CAS?) — (gaty + -+ + g1, AST2).
Substituting #; into (5.49) gives
5,CAS — (LC+0LCA,+ -+, CAS ) = gity + gats Ap + -+ + gst, AL
and further
U5CAS — (I 4 g195)C — - — (Iy + g5 05)CAS = 0.
Following Lemma 5.1, we know that the above equation holds only if
S = Omin-

Thus, the necessity is proven. O
Based on this theorem, we can immediately claim the following corollary.

Corollary 5.1 Given system G,(s) = C(sI — A)~'B + D, the minimal order of
residual generator (5.37)—(5.38) is Omin-

We now derive an algorithm for the solution of (5.31), (5.32) and (5.39), which
also serves as the proof of the sufficiency of Theorem 5.4.
We begin with the following assumption

ty=v,C, v;#0
and suppose § > opin. According to (5.47)—(5.48) we have

ts_1 = v,CA, — (Iy + g5 05)C (5.51)

t=0,CAS — (L +20,)C — - — (Iy + g 8,)CAS2. (5.52)
Substituting #; into (5.49) yields
U,CAS — (I; 4 g195)C — (I + g20)C Ay — - — (Iy + gs05) CAS™ = 0. (5.53)
Following Lemma 5.1, (5.53) is solvable if and only if

U,CAS =0, 0;,#0 (5.54)
(s + g0)CAS =0, ..., (o t1 + Zopyy1105)CATMn =0 (5.55)

lomin + 8omin0s =0, ..., 114810, =0 (5.56)
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and furthermore, since s > op;p, (5.54)—(5.56) are solvable. In order to simplify the
notation, we introduce vectors v;, i = Omin, --.,S — 1, defined by

i =liy1 + 8105, (ip1 + 8ip105)CAL =0.
With the aid of these results, the following theorem becomes evident.

Theorem 5.5 Given s > omin, then matrices L, T, v, w defined by

0 0 Vo oo Us | [ C 7]
0 e Vg v, 0 CA,
0 by, - By - O C A% Oomin=1
T= o e 0 .. 0 C ASOmin (5.57)
Us—1  Us 0 o --- 0 CAsS2
| Vs 0 0 0 - 0] L CAzfl A
i —81s ]
_g21_)s
L=L+TL, L=| _ ~Somal _ (5.58)
“Vomin — 80min+1Vs
—Us—2 — gs—1Vs
—Vg—1 — &sUs
w:[O - 0 1], V=7 (5.59)
solve (5.32) and (5.33) for all g1, g2, ..., g that ensure the stability of G, where
Vomax—15 - - - » Vo, @F€ the solution of the following equations
Vo1 CAI =t =0 g, CA%min =( (5.60)
Vomax» - - - » Us are arbitrarily selectable and vg # 0.

The proof follows directly from (5.51)—(5.56) as well as Lemma 5.1.

Together with (5.60), Theorem 5.5 provides us with an algorithm for the solution
of Luenberger equations for the residual generator design. We see that the solution of
(5.32) and (5.39) is reduced to the solutions of equations given by (5.60). From oypax
up, increasing the order s does not lead to an increase in computation. In fact, once
(5.60) are solved for Vg, —1, . .., Ugy,,» We are able to design residual generators of
arbitrary order without additional computation.

From the above algorithm, we know that the solution for (5.32) and (5.39) is
usually not unique, since the solutions of equations given by (5.60) is not unique
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(see also below) and, if s > omax, vectors v;, i = Omax, - - -, S, are also arbitrarily
selectable. It is just this degree of freedom that can be utilized for designing FDI
systems. This also motivates the study on the parameterization of solutions, which
builds the basis of a successful optimization.

For our purpose, we first rearrange the matrix 7' given by (5.57) as a row vector:

n
T _ : new arrﬂgement [ | ts ] = i\
tg
then we have, following Theorem 5.5,
f = [l_)o'min ‘l_)o-min‘F1 e l_)s ] Q
CAgmn—t ... C 0 .0
0= C Agmin e CA, C
: g : . 0
CA;V)—I . CA‘:')*Umin CA;*‘Tmin*1 C

Let us introduce the notation

Nbasis = diag(Nami,,, cees Ncrmax—l, Imxm, ) Imxm)

where N; € R(m—mi)xm s 1 = Omin, - -, Omax — 1, stands for the basis matrix of left
null space of matrix C A} with

m; =rank(CA)).
It is evident that any vector [ Vs, ;, Vopm,4+1 - Us] can be written as
[ﬁomin ﬁamjn+1 t ﬁs ] = 1_)Nbasis
where v # 0 is a vector of appropriate dimension. This gives the following theorem.

Theorem 5.6 Given s > omin, then matrix T that solves (5.32) can be parameter-
ized by

CAgmn=1 ... C 0 e 0
Omin . .
f = UNpasis CAo CAo ¢ (5.61)
: " : " 0
CAS™' ... cAyomn cAyomnT! c

The proof is evident and therefore omitted.
It follows from Theorems 5.5 and 5.6 that

e for every solution of (5.32), we are able to find a vector v # O such that this
solution can be brought into the form given by (5.61)
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e on the other hand, given a vector v # 0 we have a T and further a solution
for (5.32).

In this sense, the vector v # 0 is called the parameterization vector. Note that

rank(Npqsis) = number of the rows of Npggis

Omax—1
=m(s — Omax + 1) + Z (m —m;)
i=0min
<m(s + 1 — omin) = number of the columns of Npgis (5.62)
and moreover
CAgmn=1 .. C 0 e 0
Omin .
rank CA, CA, C
: . : : 0
cas~t ... cAy o cayomn! c
=m(s + 1 — omin) = number of the rows. (5.63)

Thus, we have the following corollary.

Corollary 5.2 (5.32) has m(s —omax + 1) + Z?’:“?m_ml (m —m;) linearly independent
solutions.

Remark 5.5 If s < omax, the number of the linearly independent solutions is given
by 2:A;‘:Umin (m - mi).

Remember that at the beginning of this sub-section we have made the assumption
that the observable pair (C, A) is presented in the canonical form. This assumption
can be removed by noting the fact that the results given Theorems 5.5 and 5.6 are
all expressed in terms of the observability indices, matrices A,, CAZ. It is known
from the linear control theory that the observability indices, matrix A, are structural
characteristics of a system under consideration that are invariant to a regular state
transformation. Moreover, for any regular state transformation, say Ts;, we have

TA-GT=LC <= TT,T,;'ATy;—GTTy;=LCTy
WC—wT =0 <«<— vCTy —wlTy=0
H=TB—-LD <<= H=TT,T;'B-LD
that is, the solutions G, H, L, ¢, v, w and so that the construction of the residual
generator are invariant to the state transformation T;. This implies that the achieved

results hold for every observable pair. In the next sub-section, we are going to dis-
cuss this point in more details.
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5.5.3 A Numerical Approach

Based on the result achieved in the last sub-section, we now present an approach to
solving Luenberger equations (5.31)—(5.32) and (5.39).

We first consider Theorem 5.5, in which a solution is provided on the assumption
of available A, and L,,. Although A, and L, can be determined by (a) transforming
(C, A) into observer canonical form (b) solving equation L,C = A — A, for L,,
the required calculation is involved and in many cases too difficult to be managed
without a suitable CAD program. For this reason, further study is, on account of
Theorem 5.5, carried out aiming at deriving an explicit solution similar to the one
given by Theorem 5.5 but expressed in terms of system matrices A, C.

For our purpose, the following lemma is needed.

Lemma 5.2 Given matrices A,, B, C, E, F and L, with appropriate dimensions,
then we have fori =1,...,s

F T B I 0 0 e 0 F
CE —CLy 1 0 0 CE
CALE | _ | —CA,Ly —CLy 1 0] CAE | (5.64)
CAIE| | -CAiLy —CA"'Ly .-+ —CLy I||CALE
E=E—-L,F,Ay=A,+L,C
Cc B I 0 . 0 c
C,.AO _ _cL, It : C(A(,i|—L0C) 5:65)
. . : .. .. 0 . )
1 . L
CAO_ __CAZ_ILU —CLU I C(A0+L0C)
The proof is straightforward and thus omitted.
Let us introduce matrix H; defined by
—CAJm L, .. —CL, I 0 - 0
—CAg™L, --- —CA,L, —CL, I
H| =
—CAS 'L, - —CAY O™ L, —CAY ™ 'L, ... —CL, 1
Note that
C CAgmin
CA CAgmin"rl
H, . =

CA CAS
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whose proof can readily be obtained by using equality (5.65). It turns out

oo
CAOmm C
Omin+1
_ B B CAomm _ CA
[Ugmin UO’min"l‘1 o Uy ] . = Vs H] . = O
CA} CA*
where Vg, Voin+1, - - - » Us satisfy (5.60) and v, is some nonzero vector. We now
define a new vector
Vs = [vs,() Us,1 =+ Usgs ] = U5 Hj

and then apply (5.65) to (5.57)—(5.58). As a result, we obtain

_ - Cc
Us,1 VUs2 +++ Usgs—1 VUss CA Us,0
Vg2 =00 e Vs, s 0 Vs, 1
T = , L=- . — 8Vs,s
. . . . . CAS_Z .
vy 0 e e 0 | g Vss1
_ - c 7 _
Us,1 VUs2 ++ Usgs—1 Uss CA Vs,0
Vs,2 Us,s 0 Vs, 1
H= . . . . . B+ ) D+ gvs D
. . . . . CAS_2 .
v 0 ... ... 0 Ve o
L Us,s a _CAS_I i L Us,s—1
_ D _
Vs,0 + &1Vs,s Us,1 VUs2 +++ Uss—1 VUss CB
Vs, 1+ 82Vs,s Us2 =00 ot Us,s 0 CAB
| Uss—1+8sUss Uss 0 oo e 0 | CA™’B
| CASTIB |

V= U, q=vD =v,D.

We are now in a position to remove the assumption, on which Theorem 5.5 is de-
rived. To this end, we suppose that (C, A) is given in the observer canonical form
and the system under consideration is given by PAP~!, CP~!, PB with P denot-
ing any regular state transformation. Note that

TA-GT=LC <<= TP 'PAP'—GTP '=LCP™! (5.66)
H=TB—LD <<= H=TP 'PB—LD (5.67)

WC—wl =0 <= vCP '—wTP'=0 (5.68)



5.5 Diagnostic Observer Scheme 93

cpl
Us, 1 Us2 0 VUss—1  Usys cPlpap-!
vS,Z “e. e US,X 0 1
) =7P7 ! (5.69)
v O 0 :
cpP~'(pAp~ly~1p~!
C cp!
CA cplpap!
| L =0 = . =0. (5.70)
CA’ CP(PAP™)

We finally have the following theorem.

Theorem 5.7 Given system model Gy, (s) = C(sI — A)~'B + D and suppose that
§ > Omin and

Us . =0, v = [Us,() Us,1 =+ Usys ] (5.71)
CA*

then matrices L, T, H, q, v, w defined by

C
Vg1 Vg2 -+ VUsgs—1 VUss CA
U‘Y,Z vS,S O :
T = . ) ) . . ) (5.72)
Us,s 0 0 CA's72
CAs—l
Us,0
Us,1
L=— . — 8Us.s» w:[O - 0 1], v=u55 (5.73)
Vs, s—1
_ D _
Vg0t &1Vs,s Us,1 VUs2 -+ Usgs—1 Uss CB
H Vs, 1 +.g2vs,s US',Z e Us;,s O CAB
q = : : IR : . . (5.74)
Us,s—1 + 8sVs,s  Us,s 0 T 0 0 CAs.—ZB
Vs, s 0 0 0 0 _CASilB_
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solve the Luenberger equations (5.31)—(5.32) and (5.39), where vector g should be
so chosen that the matrix G is stable.

It is clear that once the system matrices are given we are able to calculate the
solution of Luenberger equations (5.31)—(5.32) and (5.39) using (5.72)-(5.73). To
this end, we provide the following algorithm.

Algorithm 5.1 (Solution of Luenberger equations (5.31)—(5.32) and (5.39))

S1: Set s > omin

S2: Solve (5.71) for vs,0, ..., Vs,s

S3: Select g such that G given in (5.40) is stable

S4: Calculate L, T, H, q, v, w according to (5.72)—(5.74).

We see that the major computation of the above approach consists in solving
(5.71). It reminds us of the so-called parity space approach. In fact, the main ad-
vantage of this approach is, as will be shown in the next sections, its intimate con-
nections to the parity space approach and to parameterization form presented in the
last sub-section, which are useful for such applications like robust FDI, analysis and
optimization of FDI systems.

Example 5.3 Given CSTH with model (3.84). We now design a diagnostic observer
based residual generator using Algorithm 5.1. Below is the design procedure with
the achieved result:

S1: Sets =3
S2: Solve (5.71), which results in

vy =[7.5920 x 107 0.0059 —0.0014 0 1 8.473x1077 0
1.1363 x 1077 —1.0183 x 1072 0 —6.7648 x 10710
1.2239 x 10712 ]

S3: Set
—13.125 0 0 -—13.125
g=| —17.75 = G=|1 0 -=17.75
-7.5 0 1 -7.5

which results in three poles at —1.5, —2.5 and —3.5, respectively
S4: Calculate L, T, H, q, v, w, which gives

—2.7462 x 1077 0.0258
H=| 1.6348 x 1071 —3.0998 x 107
0 3.722 x 1078
—7.592 x 1074 —0.0059 0.0014
L= 0 -1 —8.4728 x 1077

0 —1.1871 x 1077 1.0275 x 10~?
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—2.7462 x 1072 3.8577 x 107 8.4746 x 1077
T=| 1.6348 x 10~ 43839 x 10712 —1.0193 x 10~°
0 —2.6097 x 10~ 1.2239 x 10712

v=[0 —6.7648 x 10710 1.2239 x 107'?]
w= [O 0 1 ] , q=0.
Example 5.4 We now design a minimum order diagnostic observer for the inverted
pendulum system LIP100 that is described in Sect. 3.7.2. It follows from Corol-
lary 5.1 that the minimum order of a DO is the minimum observability index of the
system under consideration. For LIP100 whose model can be found in (3.59), the

minimum observability index is 1. Below is the design procedure for a minimum
order DO:

S1: Sets =1
S2: Solve (5.71), which results in
USI[O 0.0870 0.6552 —0.3272 —0.0006 0.6754]

S3: Select g = —3. Note thatfors =1,G =g = -3

S4: Calculate L, T, H, q, v, w, which gives
H=-4.1433,  L=[-09815 —0.0887 1.3710], ¢=0
w=1, T = [—0.3272 —0.0006 0.6754 O]
v= [—0.3272 —0.0006 0.6754] .

To make an impression on the reader how a residual signal responds to the occur-

rence of a fault, we show in Fig. 5.2 the response of the generated residual signal to
a unit step fault occurred in the sensor measuring the angular position of the inverted

Fig. 5.2 Response of the 0.03
residual signal to a sensor
fault 0.0251

0.02
0.015f

0.01

residual signal

0.005[

_0.005 . . . . .
0 5 10 15 20 25 30
time [s]
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pendulum at 20 s. We can see that due to the initial condition the residual generator
needs two seconds before delivering a zero residual signal in the fault-free situation.
Mathematically, it is described by the requirement (5.16), that is,

lim r(t) =0 forall u(t), x(0).
—>00

In practice, such a time interval is considered as the calibration time and is a part of
a measurement or monitoring process. In this context, in our subsequent study, we
do not take the influence of the initial conditions into account. From Fig. 5.2, we
can further see that the residual signal has a strong response to the fault.

5.5.4 An Algebraic Approach

The original version of the approach presented in this sub-section was published by
Ge and Fang in their pioneering work in the late 1980s. In a modified form, the key
points of this approach are summarized in the following theorem.

Theorem 5.8 Given system model Gy, (s) = C(sI — A" 'B+ D ands > omin, then
matrices L, T, V, W defined by

L=-cG)X, T=YJ (5.75)
v=wrcT(cch), wrch=0 (5.76)

solve the Luenberger equations (5.31)—(5.32) and (5.39), where matrix G should be
chosen stable, X € R**™ is an arbitrary matrix, and

Cy € RUT™MX gnd rank[gv} =n, ccl =0 (5.77)

Y=[X GX - G"'X] (5.78)
c(s) =det(s] — A) =a,s" + an_ls"_1 + - +ais +ag
1 (5.79)
c(G)=a,G" +a,_1G" '+ 4+a1G +apl
anCA" ' +a, |CA" 24+ ...+ a,CA+aC
ayCA" 24+ q, |CA" 3 +... 4+ arC
J = . (5.80)

a,C
Proof Substituting (5.75) into the left side of (5.32) yields

n n
TA—GT =YJA—GYJ = XZa,CA" - Zainxc.

i=1 i=1
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Since
n .
aoC + Za,'CAl =0
i=1

we obtain

n
TA—GT =-aXC— Y a;G'XC=—c(G)XC=LC.

i=1

That (5.75) solves (5.32) is proven. Note VC = WT given by (5.39) means WT
belongs to the range of C, which, considering CK, spans the null-space of C, equiv-
alently implies WT' C 1(, = 0. Furthermore, multiplying the both sides of VC = WT
by CT gives

vecT =wrc?  «— v=wrcT(ccT)
Hence, the theorem is proven. O

It is evident that the design freedom is provided by the arbitrary selection of
matrix X, possible solutions of equation WT C ,{, = 0 that are generally not unique.
We summarize the main results in the following algorithm.

Algorithm 5.2 (Solution of Luenberger Equations by Ge and Fang)

SO: Set X, G

S1: Calculate c(s) =det(sI — A) for ag, ay, ..., a
S2: Calculate L, T according to (5.75)

S3: Solve WT'Cl, =0 for W

S4: Set V subject to (5.76).

Example 5.5 We now design a DO for LIP100 using Algorithm 5.2. To this end,
model (3.59) is used. Below is the design procedure for s = 3:

S0: Set

0.0800 0.0100 0.0600 0 0 —0.0600
X = 0.0300 0.0500 0.0700 |, G=|1 0 -0.1100
0.0400 0.0900 0.0200 0 1 —0.6000

S1: Calculate c(s) =det(sI — A) for ag, ..., as, which results in

as = 1.0, az =2.0510, a, = —21.2571
ay) = —37.7665, ag = 0
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S2: Calculate L, T according to (5.75):

[ —3.0167 —0.0001 3.3422  0.0191
T =] -2.7498 0.0194 —0.0042 0.0001
| —1.5346  0.0011 0.1656  —0.0026

[ —0.0092 —0.0199 —0.0118
L= 28479 0.0020  2.0485
| 1.8291 —-0.0954 2.7117

S3: Solve WT'CY, =0 for W:

0.1000 —33.5522 0
W= 0 10.0000  0.2216
1.0000 0 7.4350

S4: Set V subject to (5.76):

91.9611 —0.6512 0.4766
V=] -27.8384 0.1943 —0.0056
—14.4267 0.0082  4.5736

5.6 Parity Space Approach

In this section, we describe the parity space approach, initiated by Chow and Willsky
in their pioneering work in the early 1980s. Although a state space model is used
for the purpose of residual generation, the so-called parity relation, instead of an
observer, builds the core of this approach. The parity space approach is generally
recognized as one of the important model-based residual generation approaches,
parallel to the observer-based and the parameter estimation schemes.

5.6.1 Construction of Parity Relation Based Residual Generators

A number of different forms of parity space approach have, since the work by Chow
and Willsky, been introduced. We consider in the following only the original one
with a state space model of a linear discrete-time system described by

x(k+1) =Ax(k) + Bu(k) + Eqd(k) + E¢ f (k) (5.81)
y(k) = Cx(k) + Du(k) + Fqd (k) + Fy f (k). (5.82)
Without loss of generality, we also assume that rank(C) = m.

For the purpose of constructing residual generator, we first suppose f (k) =0,
d(k) = 0. Following (5.81)—(5.82), y(k — s), s > 0, can be expressed in terms of
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x(tk—5),u(k—s),and y(k —s + 1) interms of x(k —s), u(k —s + 1), u(k —s) as
follows

vk —s)=Cx(k—s)+ Du(k —s)
yk—s+1)=Cx(k—s+1)+ Dutk—s+1) (5.83)
=CAx(k—s)+ CBu(k—s)+ Du(k —s+1).
Repeating this procedure yields
y(k—s+2)=CA%x(k —s)+ CABu(k —s) + CBu(k —s + 1)
+Dutk—s+2), ..., (5.84)
y(k)=CA*x(k —s) + CA* 'Bu(k — s) + - -- + CBu(k + 1) + Du(k).

Introducing the notations

y(k—s) uk —s)
ylk—s+1) utk —s+1)
yol) = : C k)= : (5.85)
y(k) u(k)
CA cB D .
Ho,s = . 5 Hu,s = . (5‘86)
. : - .. 0
L cA CA*“'B ... CB D
allows us to re-write (5.83)—(5.84) into the following compact form
ys(k) = Ho,sx(k —5)+ Hu,s”s(k)~ (5.87)

Note that (5.87), the so-called parity relation, describes the input and output rela-
tionship in dependence on the past state vector x (k —s). It is expressed in an explicit
form, in which

e y,(k) and u, (k) consist of the temporal and past outputs and inputs, respectively
and are known

e matrices H, s and H), ; are composite of system matrices A, B, C, D and also
known

o the only unknown variable is x (k — s).

The underlying idea of the parity relation based residual generation lies in the
utilization of the fact, known from the linear control theory, that for s > n the fol-
lowing rank condition holds:

rank(H, s) < n < the row number of matrix H, ; = (s + 1)m.
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This ensures that for s > n there exists at least a (row) vector vs (£ 0) € RG+Dm
such that

vsH, s =0. (5.88)
Hence, a parity relation based residual generator is constructed by
r(k) = vy (ys (k) — Hy suy(k)) (5.89)
whose dynamics is governed by, in case of f(k) =0, d(k) =0,
rk) = vy (ys(k) — Hu,sus(k)) =vsH, sx(k—s)=0.
Vectors satisfying (5.88) are called parity vectors, the set of which,
Py ={vs | vsH, s =0} (5.90)

is called the parity space of the sth order.

In order to study the influence of f, d on residual generator (5.89), the as-
sumption that is now removed. Let us repeat procedure (5.83)—(5.84) for f (k) # 0,
d(k) # 0, which gives

ys(k) = Hy sx(k — ) + Hy sus (k) + Hf,sfs(k) + Hy sd; (k)

where
flk—s) Fy o - 0
£ = fk —:s+ 1) o oH, = CEf  Fp : (5.91)
f) CAE, . CEy P
d(k —s) Fy 0O --- 0
dy (k) = a* _:s H) . Hy,= CF”’ .F" a (5.92)
a) CASIE; - CEq I?d
Constructing a residual generator according to (5.89) finally results in
re(k) = vg(Hys fs (k) + Hy sds(K)),  vs € Py. (5.93)

We see that the design parameter of the parity relation based residual generator is the
parity vector whose selection has decisive impact on the performance of the residual
generator.

Remark 5.6 One of the significant properties of parity relation based residual gen-
erators, also widely viewed as the main advantage over the observer-based ap-
proaches, is that the design can be carried out in a straightforward manner. In fact,
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it only deals with solutions of linear equations or linear optimization problems. In
against, the implementation form (5.89) is surely not ideal for an on-line realization,
since it is presented in an explicit form, and thus not only the temporal but also the
past measurement and input data are needed and have to be recorded.

Remark 5.7 The requirement on the past measurement and input data is one of
the reasons why the parity space approach is mainly applied to the discrete-time
dynamic systems.

5.6.2 Characterization of Parity Space

Due to its simple form as a solution of (5.88) a characterization of the parity space
seems unnecessary. However, some essential questions are open:

e What is the minimum order of a parity space?
Remember that s > n presents a sufficient condition for (5.88). This implies that
the order of the designed residual generator is at least as high as the one of the
system under consideration. Should it be? Dose there exist a lower order residual
generator?

e How to parameterize the parity space for a given s?
As will be shown in the forthcoming chapters, parameterization of the parity
space plays an important role in optimization of parity relation based FDI sys-
tems.

e How to select the order of the parity space?

o Are there relationships between the parity space approach and the observer-based
approaches?

Finding out suitable answers to these questions motivates a study on the characteri-
zation of parity space.
To begin with, we introduce the following notation for vy

mo
vs=[vos vis o ves]. vig€R™, i=0,....s.

Notice that (5.88) is identical with (5.71) given in Theorem 5.7, which is neces-
sary and sufficient for solving Luenberger equations (5.31)—(5.32) and (5.39). This
relationship reveals the following theorems.

Theorem 5.9 The minimum order of the parity space is omin.

Theorem 5.10 Given s > oy, then vy =[vos -+ Vs—15 Vss] € Py can be writ-
ten as

Vg = l_}Hl’ l_} = [ﬁgmin ﬁo’min"‘1 e l_)s_l EY]
where

i, €Qj, 0;={q1qCA} =0}, omn<j<s (5.94)
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—cagm'L, .. —CL, 1 0o - 0
—~CAJ™L, -+ —CAoL, ~CL, I
H| =
: : : . . 0
—CAS 'L, - —CA ™ML, —CA ™ 'L, ... —CL, I

Ao is defined in (5.42).
Theorem 5.11 Assume that s > omin and let

rank(CA(j;):mj, NjCA£=0, J = Omin,---»S-
Then the base matrix Qpase.s 0f the parity space Py can be described by

Obase,s = abase,s‘Hla abase,s =diag(Noypins - - - » Nomax—15 Nogaxs -+ +» Ns)
Namax =N5m3x+1 ==N? =Im><m (595)

and the dimension of the parity space Py is given by

Zf:gmm (m —m;), Omin <5 < Omax

dim(P.) = -
im(Ps) m(s —omax + 1) + Zfi‘?fminl (m—m;), §> Omax.

(5.96)

Theorem 5.10 gives another way to express the parity vectors defined by (5.88). It
shows that all parity vectors vy can be characterized by vectors v}, j = omin, - .-, 8,
which belong to the subspaces Q ; defined by (5.94). In other words, the selection of

parity vectors only depends on the solution of equations v;C A} =0, omin < j <s.
Theorem 5.11 shows that the degree of freedom for the selection of a parity vector
is the sum of the dimensions of subspaces Q;, j = Omin, - .., S.
The results presented in Theorems 5.9-5.11 have not only answered the questions
concerning the structure of the parity space but also shown an intimate relationships
between the observer-based and the parity relation based approaches.

5.6.3 Examples

Example 5.6 Consider nominal system model

b+ by_1z" " 4 bz +bou

2)- 5.97
't ap 12" aiz+ag © 697

(@) =

A trivial way to construct a parity space based residual generator for (5.97) is (a) to
rewrite the system into its minimum state space realization form and (b) to solve
(5.88) for vy design the residual generator and finally (c) to construct the residual
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generator according to (5.89). On the other side, it follows from Cayley—Hamilton
theorem that

A" +ay A bajAtagl =0 = [ag - ap-y 1] .| =0
CA"
where A, c¢ denote the system matrices of the minimum state space realization of
Gy, (s). That means
vs=[a0 -+ a1 1] (5.98)

is a parity space vector of system (5.97). To construct the residual generator based
on vy given by (5.98), (5.89) is used, which yields

r(k) = vsys (k) — vs Hy sus (k)
=yk)+---+arytk—s+1)+aoytk —s) — v Hy sus (k).
It follows from (5.97) that vy H,, ; should satisty
vsHys=[bo -+ ba-1 bn].
As a result, the residual generator is given by
r(ky=[ao -+ an-1 1]ysk)—=[bo -+ but bn]us(k). (5.99)

It is interesting to note that residual generator (5.99) can be directly derived from
the nominal transfer function without a state space realization. In fact, (5.99) can
be instinctively achieved by moving the characteristic polynomial z" + a,_1z" ' +
-+ 4+ a1z + ap to the left side of (5.97). Study on this example will be continued in
the next section, which will show an interesting application of this result.

Example 5.7 We now design a PRRG for the inverted pendulum system LIP100.
For our purpose, we set s =4 and compute a parity vector using matrices A and C
given in discrete time model (3.60), which leads to

vS:[vS’o Us,1 VUs2 Us3 v5’4], vs’():[—o.3717 0.0606 —0.0423]
vs,1 =[0.7175 0.1338 0.0038], vs2=[—0.1150 —0.1324 0.0034 ]
vs3=[—0.1152 —0.3999 0.0040], vy =[—-0.1155 03260 0.0056].

5.7 Interconnections, Comparison and Some Remarks

In the 1990s, study on interconnections among the residual generation approaches
has increasingly received attention. In this section, we focus our study on the inter-
connections between the design parameters as well as the comparison of dynamics
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of the different types of residual generators presented in the last sections. We shall
also make some remarks on the implementation and design forms of these residual
generation approaches.

5.7.1 Parity Space Approach and Diagnostic Observer

We first study the interconnections between the design parameters of the parity
space and diagnostic observer approaches, that is, interconnections between L, T,
H, g, v, w and parity vector vg. The following two theorems give an explicit ex-
pression for these connections.

Theorem 5.12 Given system model (5.81)—(5.82) and a parity vector vy =

[vs.0 vs,1 -+ Vs, then matrices L, T, H, q, v, w defined by
- C7
Us,1 VUs2 -+ Usgs—1 Uss cA
Us,2 e e Us,s 0 :
o | e . (5.100)
ey 0 e e 0 CA'S_Z
CAX71
_ D -
Us,0 + g1Vs,s Us,1 VUs2 -+ Ugs—1 Uz),s CB
H Us,1 + &2Vs,s Vg2 =0 -r¢ Vg, s CAB
|:qi|: : Do : : . (5.101)
Vs s—1 + &sVs,s  Us,s 0 ce 0 0 CAS.—ZB
vy N ity
V5,0
Vs, 1
L=-— . — 8Vs.s, w:[O - 0 1], V=g (5.102)
Us,s—1

solve the Luenberger equations (5.31)—(5.32), (5.39), where matrix G is given in the
form of (5.40) with g ensuring the stability of matrix G.

Theorem 5.13 Given system model (5.81)—(5.82) and observer-based residual gen-
erator (5.37)—(5.38) with matrices L, T, v, w solving the Luenberger equations
(5.31)—(5.32), (5.39) and G satisfying (5.40), then vector vy =[Vs,0 Vs,1 *** Us,s]



5.7 Interconnections, Comparison and Some Remarks 105

with

V5,0
Vs, 1
Us,s =V, . =—L—gv

Vg, s—1

belongs to the parity space P;.

These two theorems are in fact a reformulation of Theorem 5.7 and the proof is
thus omitted.

It is interesting to notice the relationship between vy H, s and H, g as defined in
(5.89) and in (5.37)—(5.38), respectively. Suppose that g = 0, then

CB D :
vsHu,S:[vs,O Vs, 1 - Us,s] .
: . 0
cAS~'B ... CB D
= [hv,O hv,l hv,s]

Us,0 UVUs,1 -+  Uss D hv,O
H| |TB—-LD| _ Us, 1 =0 Usgs 0 CB B Ry
q N Us,sD N : . : : N
Vs 0 - 0 cAS~'B hy.s

(5.103)
That means we can determine H, ¢, as far as vg H, s is known, by just rearranging
row vector vgH, s into a column vector without any additional computation, and
vice versa.

Theorems 5.12-5.13 reveal a one-to-one mapping between the design parame-
ters of observer and parity relation based residual generators. While Theorem 5.12
implies that for a given parity vector there exists a set of corresponding observer-
based residual generators with g being a parameter vector, Theorem 5.13 shows
how to calculate the corresponding parity vector when an observer-based residual
generator is provided.

Now, questions may arise: Is there a difference between the residuals delivered
respectively, by a diagnostic observer and its corresponding parity relation based
residual generator? Under which conditions can we get two identical residuals de-
livered respectively by these two types of residual generators? To answer these ques-
tions, we bring the DO

2(k+1)=Gz(k) + Hu(k) + Ly(k), r(k) =vy(k) — wz(k) — qu(k)
into a similar form like the parity relation based residual generator given by (5.89)

r(k) = vy(k) — qu(k) — wz(k)
= vy (k) — qu(k) — w(Gz(k — 1) + Hu(k — 1) + Ly(k — 1))
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=vy(k) — qu(k) —wG*z(k —s) —wHu(k — 1) — - -+
—wG*  "Huk —s) —wLytk—1) — --- —wG* 'Ly(k — 5).

Recalling (5.72)—(5.73) in Theorem 5.7 and noting that

wG'=[0 -~ 0 1 wg - wGlg]
it turns out
Us,0
. i1 Us, 1
wG'L=—[0 -+ 0 1 wg -+ wGlg] . + gUs s
Vg, s—1
_ 0 _
0
Z[UYO Us,1 =+ Usis—1 UYY] s
o ’ ’ o wWg I xm
wGi_lgImxm
| wG'glnyxm |
wG'H=wG(TB-LD)=[0 --- 0 1 wg --- wG~lg]
- -
Us,1 Us2 -+ Uss—1 Uss caA Us,0
Vg e Us.s 0 Us,1
B+ . D+ gvs s D
UA‘,S O e e O CAS—Z vS,S*l
cAs!
_ 0 _
D 0O ... 0 :

. 0
=[vs0 vs1 -+ v Vs,s | cB D . T, xke,
= 5,0 s,1 s,5—1 S, : . 0 wglkuxku

CA*'B ... CB D o
wG”lgIkuxku
L wG' gl xk, |

which finally results in

r(k) = —wGz(k — 5) 4 vs(Iysys (k) — Hp 5 Lysus (k)) (5.104)
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where
B Luxm 0 ... 0
I_vv — wg L xm :
: 0
_wcs_lglmxm o wWglhnxm  Imxm
i, xk, 0 .. 0
I_MY = wg[kuXku . .
: : : 0
L wG ek, welkyxky Ik xk

Comparing (5.104) with (5.89) evidently shows the differences between these two
types of residual generators:

e in against to the parity relation based residual generators, the DO does not
possess the s-step dead-beat property, that is, the residual r(k) depends on
2tk —s),...,2(0),if g #0

e the construction of the DO depends on the selection g, and in this sense, we can
also say that the DO possesses more degree of design freedom.

On the other hand, setting g = 0 leads to

wG* =0, Lys = In(s+ 1) xm(s+1)s Tus = T, (s41) xhy (s4-1) -

Thus, under condition g = 0 the both types of residual generators are identical. It is
interesting to note that in this case

Us,0

I Us,1

[v}= | (5.105)
Vg, s—1
Vs, s

Remember that a residual signal is originally defined as the difference between the
measurement or a combination of the measurements and its estimation. This can,
however, not be directly recognized from the definition of the parity relation based
residual signal, (5.89). The above comparison study reveals that

r(k) = vy (ys(k) - Hu,s“s(k))
can be equivalently written as
2(k+1)=Gz(k) + Hu(k) + Ly(k), r(k) =vy(k) — wz(k) — qu(k).

It is straightforward to demonstrate that wz(k) + qu(k) is in fact an estimate for
vy (k). Thus, a parity relation based residual signal can also be interpreted as a com-
parison between vy(k) = v, sy (k) and its estimation.
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5.7.2 Diagnostic Observer and Residual Generator of General
Form

Our next task is to find out the relationships between the design parameters of the
diagnostic observer and the ones given by the general residual generator

r(s) = R(s)(My(5)y(s) — Nu(s)u(s)) (5.106)

whose design parameters are observer matrix L and post-filter R(s). We study two
cases: s <nand s > n.

Firstly, s <n:

We only need to demonstrate that for s < n the diagnostic observer (5.37)—(5.38)
satisfying (5.31)—(5.32), (5.39) can be equivalently written into form (5.106). Let us
define

T* = [TT] } e RV, T, € R=9xn, rank(7*) =n (5.107)

TA—GTi=LC., G eR"*0™ sstable,  G*= [g GOI}
(5.108)

H*=T*B—L*D e R"*, L*:[li}, Wr=[W 0]eR™"
(5.109)

and extend (5.32) and (5.39) as follows

TA-GT=LC = T*A-G*T*=L*C (5.110)
VC-WT =0 = VC-W*T*"=0 (5.111)
H=TB—-LD = H*=T*B-L*D. (5.112)

Note that choosing, for instance, 77 as a composite of the eigenvectors of A — L,C
and L| = T1 L, guarantees the existence of (5.108), where L, denotes some matrix
that ensures the stability of matrix A — L,C. Since

W(sI —G)~ ' (Hu(s) + Ly(s))
=W*(sI = G*) ™' (H*u(s) + L*y(s))
= WAT*(sI — A+ T*7'L*C) ' T (H*u(s) + L*y(5))
=VC(sI —A+T*'L*C) " ((B = T* 'L*D)u(s) + T* ' L*y(5))
the residual generator

r(s) = Vy(s) + Qu(s) = W(sI — G) ™} (Hu(s) + Ly(s))
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can be equivalently written as
r(s) = V(Mu()y(s) = Nu(9)u(s))
with
My(s)=1-C(sI —A+T*'L*C)~'7*" 'L~ (5.113)
Nu$)=D+C(s —A+T*'L*C) " (B—T*7'L*D).  (5.114)
We thus have the following theorem.

Theorem 5.14 Every diagnostic observer (5.37)—(5.38) of order s < n can be con-
sidered as a composite of a fault detection filter and post-filter V .

Remark 5.8 Theorem 5.14 implies that the performance of any diagnostic observer
(5.37)—(5.38) of order s < n can be delivered by an FDF together with an algebraic
post-filter.

Now s > n:

We first demonstrate that for s > n the diagnostic observer (5.37)—(5.38) satisfy-
ing (5.31)—(5.32), (5.39) can be equivalently written into form (5.106). To this end,
we introduce following matrices

T*=[T, T]eR™, T,eR™C™ rank(T*)=s (5.115)
_ (s—n)x(s—n) % Ar 0
T,A, — GT, =0, AreR is stable, A" = 0 A
(5.116)
B*:[Z}GR”"“, c*=[0 Cler™® (5.117)
L*=T*1L=[il] Ly e R6—mxm, Ly € R"™™ (5.118)
2
and extend (5.32) and (5.39) to
TA-GT=LC = T*A*T* '—G=LC*T*"! (5.119)
VC-WI=0 = VC'—=WT*+[WT, 0]=0 (5.120)
H=TB—-LD = H=T*B*—LD. (5.121)

Since G is stable, there does exist T, satisfying (5.116). Applying (5.115)—(5.118)
to the DO

r(s) = Vy(s) + Qu(s) = W(sI — G) ™} (Hu(s) + Ly(s))
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results in
W(sI —G)~'(Hu(s) + Ly(s))
= WT*(sI — A* + L*C*) "' T* " (Hu(s) + Ly(s))
—[WT, VC](sI —A*+L*C*)”'((B* — L*D)u(s) + L*y(s))
and furthermore
r()=V(I —C(sI —A+ L) 'La)y(s)
—WT,(sI — A) 'Li(I = C(sI — A+ LaC) ' Lo)y(s)
+ WTo(sI — A) ' Li(D+ C(sI — A+ LoC) "' (B — LaD))uc(s)
—V(C(sI = A+ L,C)""(B — LyD) + D)u(s) (5.122)

which, by setting

My(s)=1—C(sI—A+L,C)"'L, (5.123)
Nu(s) =D+ C(sI — A+ L,C)~' (B — L,D) (5.124)
R(s)=V —WT,(sI — A)"'L; (5.125)

finally gives

r(s) =Vy(s)+ Qu(s) — W(sI — G)_l(Hu(s) + Ly(s))
= R(5) (M ()y(s) — Nu(s)u(s))- (5.126)

We see that for s > n the DO (5.37)—(5.38) can be equivalently written into form
(5.106), in which the post-filter is a dynamic system.

Solve equation
T, | Ls—nyx(s—n) 0
[T‘}[TO T]_[ 0 Tuxn

for T,, T, T, then we obtain
L=T,L1+TL, =— Ly=T,L, L,=T"L.
The following theorem is thus proven.

Theorem 5.15 Given diagnostic observer (5.37)—(5.38) of order s > n with G, L,
T, V, W solving the Luenberger equations (5.31)—(5.32) and (5.39), then it can be
equivalently written into

r(s) = R(s)(Mu(5)y(s) — Nu(s)u(s)) (5.127)

My(s)=1—-C(sI—A+T LC)”"'T™L (5.128)
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Nu(s)=D+C(sI—A+T LC)"'(B—T"LD) (5.129)

R(s)=V —WT,(sI —A,)"'T, L. (5.130)

We are now going to show that for a given residual generator of form (5.106) we

are able to find a corresponding diagnostic observer (5.37)—(5.38). For this purpose,
we denote the state space realization of R(s) with D, + C,-(s] — Ar)_l B, . Since

-1
Crlsl = A7 By Mu(s) = [0 Cr](“_[;Lc f]) [_BL}

-1
Cr(sT— A" B, Nu(s) = [0 Cr](“‘[;% /SD [BBLD}

DrMu(s) =D, —D,C(s] — AL)ilL
D,N,(s)=D,D + D,C(sI — AL) "By

it is reasonable to define

A-LC 0 . L
G=|: B,C } L:[ ] wW=[D,C C,] (5131)

A, -B,
V=D,  H= _BgrlL)D] 0=-D,D. (5.132)
Note that
[(I)]A—G[(I):ziC, W[é}:VC (5.133)
H= [é}B—ZD, Q=-VD (5.134)

ensure that residual generator
r(s) =Vy(s) + Qu(s) — W(sl — G)_I(Hu(s) + Zy(s))

satisfies Luenberger conditions (5.31)—(5.32), (5.39).
The discussion on the possible applications of the interconnections revealed in
this sub-section will be continued in the next sub-section.

5.7.3 Applications of the Interconnections and Some Remarks

In literature, parity relation based residual generators are often referred to as open-
loop structured, while the observer-based residual generators as closed-loop struc-
tured. We would like to call reader’s attention that the both schemes have the iden-
tical dynamics (under the condition that the eigenvalues are zero), also regarding
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to the unknown inputs and faults, as will be shown in the sequel. From the control
theoretical viewpoint, the observer-based residual generators are, thanks to their
closed-loop configuration, less sensitive to the uncertainties in system parameters
than the parity relation based residual generators.

A further result achieved by the above study indicates that the selection of a parity
space vector is equivalent with the selection of the observer gain matrix, the feed-
back matrix (i.e., feedback of system output y) of an s-step dead-beat observer. In
other words, all design approaches for the parity relation based residual generation
can be used for designing observer-based residual generators, and vice versa.

What is then the primal difference between the parity relation based and the
observer-based residual generators? The answer can be found by taking a look at
the implementation forms of the both types of residual generators: the implemen-
tation of the parity relation based residual generator is realized in a non-recursive
form, while the observer-based residual generator represents a recursive form. From
the system theoretical viewpoint, the parity relation based residual generator is an
FIR (finite impulse response) filter, while the observer-based one is an IIR (infinite
impulse response) filter.

A similar fact can also be observed by the observer-based approaches. Under
certain conditions the design parameters of a residual generator can be equivalently
converted to the ones of another type of residual generator, also the same perfor-
mance can be reached by different residual generators.

This observation makes it clear that designing a residual generator can be carried
out independent of the implementation form adopted later. We can use, for instance,
the parity space approach for the residual generator design, then transform the pa-
rameters achieved to the parameters needed for the construction of a diagnostic
observer and finally realize the diagnostic observer for the on-line implementation.
The decision for a certain type of design form and implementation form should be
made on account of

e the requirements on the on-line implementation

e which approach can be readily used to design a residual generator that fulfills the
performance requirements on the FDI system

e and of course, in many practical cases, the available design tools and designer’s
knowledge of design approaches.

Recall that the parity space based system design is characterized by its simple
mathematical handling. It only deals with matrix- and vector-valued operations.
This fact attracts attention from industry for the application of parity space based
methods. Moreover, the one-to-one mapping between the parity space approach
and the observer-based approach described in Theorems 5.12 and 5.13 allows an
observer-based residual generator construction for a given a parity vector. Based on
this result, a strategy called parity space design, observer-based implementation has
been developed, which makes use of the computational advantage of parity space
approaches for the system design (selection of a parity vector or matrix) and then
realizes the solution in the observer form to ensure a numerically stable and less con-
suming on-line computation. This strategy has been for instance successfully used
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Table 5.1 Comparison of different residual generation schemes

Type FDF PRRG DO

Order s=n s<n s>n s<n s>n
Design parameters v, L Vg Vg G,L,v,w G,L,v,w
Design freedom v, L Vg Vg v, G v, G
Solution form LTI algebra algebra LTI or algebra LTI or algebra
Implement. form recursive  non-recurs.  NON-recurs. recursive recursive
Dynamics OEE+v OEE+v OEE + R(s) OEE+v OEE + R(s)

in the sensor fault detection in vehicles and highly evaluated by engineers in indus-
try. It is worth mentioning that the strategy of parity space design, observer-based
implementation can also be applied to continuous-time systems.

Table 5.1 summarizes some of important properties of the residual generators
described in this section, which may be useful for the selection of design and imple-
mentation forms. In this table,

e “solution form” implies the required knowledge and methods for solving the re-
lated design problems. LTI stands for the needed knowledge of linear system
theory, while algebra means for the solution only algebraic computation, in most
cases solution of linear equations, is needed

e “dynamics” is referred to the dynamics of LTI residual generator (5.23). OEE + v
implies a composite of output estimation error and an algebraic post-filter, OEE +
R(s) a composite of output estimation error and a dynamic post-filter.

5.7.4 Examples

Example 5.8 We now extend the results achieved in Example 5.6 to the construc-
tion of an observer-based residual generator. Suppose that (5.97) is a discrete-time
system. It follows from Theorem 5.12 and (5.103) that

2(k+1)=Gz(k) + Hu(k) + Ly(k), r(k) =vy(k) — wz(k) — qu(k)

with
0 0 0 ) ao
1 0 0 0 ai
G = 1, H=TB—-LD=| : |, L=—
0 1 0 bn-1 ap—1
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builds a residual generator. If we are interesting in achieving a residual generator
whose dynamics is governed by

Cls)=z2"+gu12" '+ +gi1z+g0
then the observer gain matrix L should be extended to

ao 80

an—1 8n—1

Note that in this case the above achieved results can also be used for continuous-time
systems.

In summary, we have some interesting conclusions:

e given a transfer function, we are able to design a parity space based residual gen-
erator without any involved computation and knowledge of state space realization

o the designed residual generator can be extended to the observer-based one. Once
again, no involved computation is needed for this purpose

e the observer-based form can be applied both for discrete and continuous time
systems.

‘We would like to mention that the above achieved results can also be extended to
MIMO systems.

Example 5.9 We now apply the above result to the residual generator design for our
benchmark DC motor DR300 given in Sect. 3.7.1. It follows from (3.52) that

bo
3+ ars? +ays +agp

ap =234.0136, a; =6857.1, ap=>5442.2, by=47619

Gyu (s) =

which yields
vsz[ao a, ax 1]. (5.135)
Now, we design an observer-based residual generator of the form
z=Gz+Hu+ Ly, r=vy—wzi—qu (5.136)

without the knowledge of the state space representation of the system. To this end,
using Theorem 5.12 and (5.103) with v, given in (5.135) results in

0 0 g bo ap 81
G=|10 g, H=]0], L=—|a1|—| &
0 1 g3 0 a g3
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q =0, v=1, w:[O 0 1].

To ensure a good dynamic behavior, the eigenvalues of matrix G are set to be
—10, —10, —10, which leads to

g1 —1000
g | =1 —300
83 -30
and further
4442.2
L=—] 6557.1
204

5.8 Notes and References

Analytical redundancy and residual signal are two strongly relevant concepts. In the
context of process monitoring and fault diagnosis, as addressed in this book, they
can be viewed as equivalent. The analytical redundancy is referred to the model-
based re-construction of the process output (measurement) and thus can be used
as soft-sensor. On the basis of analytical redundancy, residual signal can be built,
and vice versa. From the system theoretical viewpoint, this means that the core of
residual generation consists in the output estimation.

The general form and parameterization of all LTI stable residual generators were
first derived and introduced by Ding and Frank [47]. The FDF scheme was proposed
by Beard [13] and Jones [104]. Their work is widely recognized as marking the be-
ginning of the model-based FDI theory and technique. Both FDF and DO techniques
have been developed on the basis of linear observer theory, to which O’Reilly’s book
[136] gives an excellent introduction.

The parameterization of LTI residual generators plays an important role in the
subsequent study. It is helpfully to keep in mind that

e any residual generator is a dynamic system with the process input « and output y
as its inputs and the residual signal r as its output

e independent of its order (reduced or higher order) and its form (a single system
or a bank of sub-systems), any residual generator can be expressed and parame-
terized in term of the general form (5.23).

Only few references concerned characterization of DO and parity space ap-
proaches can be found in the literature. For this reason, an extensive and systematic
study on this topic has been included in this chapter. The most significant results are

e the necessary and sufficient condition for solving Luenberger equations (5.31)—
(5.32), (5.39) and its expression in terms of the solution of parity equation (5.88)

e the one-to-one mapping between the parity space and the solutions of the Luen-
berger equations
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e the minimum order of diagnostic observers and parity vectors and
e the characterization of the solutions of the Luenberger equations and the parity
space.

Some of these results are achieved based on the work by Ding et al. [35] (on DO)
and [54] (on the parity space approach). They will also be used in the forthcoming
chapters.

The original versions of numerical approaches proposed by Ge and Fang as well
as Ding at al. have been published in [73] and [35], respectively.

Accompanied with the establishment of the framework of the model-based fault
detection approaches, comparison among different model-based residual generation
schemes has increasingly received attention. Most of studies have been devoted to
the interconnections between FDF, DO on the one hand and parity space approaches
on the other hand, see for instance, the significant work by Wiinnenberg [183]. Only
a few of them have been dedicated to the comparison between DO and factorization
or frequency approach. A part of the results described in the last section of this
chapter was achieved by Ding and his co-worker [51].

An interesting application of the comparison study is the strategy of parity space
design, observer-based implementation, which can be applied both for discrete- and
continuous-time systems and allows an easy design of observer-based residual gen-
erators. In [155], an application of this strategy in practice has been reported. It is
worth emphasizing that this strategy also enables an observer-based residual gener-
ator design based on the system transfer function, instead of the state space repre-
sentation, as demonstrated in Example 5.9.

A further interesting application of the one-to-one mapping between the par-
ity space and the solutions of the Luenberger equations is the so-called data-
driven design of observer-based fault detection systems, which enables designing
an observer-based residual generator using the recorded process data [44].



Chapter 6

Perfect Unknown Input Decoupling

In this chapter, we address issues of generating residual signals which are decoupled
from disturbances (unknown inputs). In this context, such a residual generator acts
as a fault indicator. It is often called unknown input residual generator. Figure 6.1
sketches the objective of this chapter schematically.

6.1 Problem Formulation

Consider system model (3.31) and its minimal state space realization (3.32)—(3.33).
It is straightforward that applying a residual generator of the general form (5.23) to

(3.31) yields

r(s) = R(s)My(s)(Gya(s)d(s) + Gyf(s) £ (). (6.1)

disturbances ————»

actuators

% faults

input

% faults

process
(plant)

sensors

l&———— disturbances

% faults

output
observer

output
estimate

post-

» output

AN

unknown input residual generator

filter

Fig. 6.1 Residual generation with unknown input decoupling

resjdual signal {¢ 0= faultalarm

fault indicator (=0= fault free
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Remember that for the state space realization (3.32)—(3.33), residual generator
(5.23) can be realized as a composition of a state observer and a post-filter,

R=AR+Bu+L(y—Ci—Du),  r(s)=R(s)(y(s)—Ci(s) — Du(s)).
It turns out, by setting e = x — X,
é=(A—LC)e+ (Eq— LFg)d+ (Ef — LFy)f
r(s) = R(s)(Ce(s) + Fad(s) + Fy f (5))
which can be rewritten into, by noting Lemma 3.1,
r(s) = R(s)(N7(s) £ (5) + Na(s)d(s)) (6.2)
Nf(s)=C(sI —A+LC) " (Ey — LFy) + Fy
Ny(s)=C(sI —A+LC) " (E;— LF;) + Fy

with an LCF of G y(s) = 1\7;1 ()N (s) and Gya(s) = My (s)Ny(s). Itis interest-
ing to notice that

M, (s) = My(s)=Ms(s)=1—C(sI —A+LC)"'L.
Hence, we assume in our subsequent study, without loss of generality, that
My(5)Gya(s),  Mu($)Gyr(s) € RHoo.

For the fault detection purpose, an ideal residual generation would be a residual
signal that only depends on the faults to be detected and is simultaneously inde-
pendent of disturbances. It follows from (6.1) that this is the case for all possible
disturbances and faults if and only if

R(s)My(s)Gyr(s) #0 and R(s)M,(5)Gyq(s) = 0. (6.3)

Finding a residual generator which satisfies condition (6.3) is one of the mostly
studied topics in the FDI area and is known as, among a number of expressions,
perfect unknown input decoupling.

Definition 6.1 Given system (3.31). Residual generator (5.23) is called perfectly
decoupled from the unknown input d if condition (6.3) is satisfied. The design
of such a residual generator is called perfect unknown input decoupling problem
(PUIDP).

In the following of this chapter, we shall approach PUIDP. Our main tasks con-
sist in
e study on the solvability of (6.3)
e presentation of a frequency domain approach to PUIDP



6.2 Existence Conditions of PUIDP 119
e design of unknown input fault detection filter (UIFDF)

e design of unknown input diagnostic observer (UIDO) and
e design of unknown input parity relation based residual generator.

6.2 Existence Conditions of PUIDP

In this section, we study

e under which conditions (6.3) is solvable and
e how to check those existence conditions.

6.2.1 A General Existence Condition

We begin with a re-formulation of (6.3) as

R(Mu(5)[Gyp(s) Gya(s)]=[4a 0] (6.4)
with A #£ 0 as some RH o transfer matrix. Since

rank(ﬁu (s)) =m
and R(s) is arbitrarily selectable in R'H o, the following theorem is obvious.
Theorem 6.1 Given system (3.31), then there exists a residual generator
r(s) = R(s)(Mu(5)y(s) = Nu(s)u(s))

such that (6.3) holds if and only if

rank[Gyf(s) Gyd(s)] > rank(Gyd(s)). (6.5)
Proof If (6.5) holds, then there exists a R(s) such that

R(s)My(s)Gya(s) =0 and R(s)M,(s)Gyy(s) #O.

This proves the sufficiency. Suppose that (6.5) does not hold, that is,

rank [ Gyr(s)  Gya(s) | =rank(Gq(s)).

As a result, for all possible R (S)Mu (s) one can always find a transfer matrix 7 (s)
such that

R()My(5)G y (s) = R(s)My, (5)Gya ()T (s).
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Thus, R(s)[\?u (8)Gya(s) =0 would lead to
R(s)My(5)G 17 (s) =0

that is, (6.3) can never be satisfied. This proves that condition (6.5) is necessary
for (6.3). O

The geometric interpretation of (6.5) is that the subspace spanned by G ¢ (s) is
different from the subspace spanned by G4 (s), thatis, Im(Gr(s)) Z Im(G4(s)).
Note that

rank [Gyf(s) Gyd(s)] <m
(6.5) also means
rank(Gyd(s)) < m.

In other words, the subspace spanned by Gyq(s) should be smaller than the m-
dimensional measurement space. From the viewpoint of system structure, this can
be understood as: the number of the unknown inputs that have influence on y(s)
(output controllability) or equivalently that are observable from y(s) (input observ-
ability) should be smaller than the number of sensors. For the purpose of residual
generation, those unknown inputs that have no influence on the measurements and
those measurements that are decoupled from the faults are of no interest. Bering it
in mind, below we continue our study on the assumption

kg <m, rtank[Gyr(s) Gya(s)]=m. (6.6)

Although (6.5) sounds compact, simple and has a logic physical interpretation, its
check, due to the rank computation of the involved transfer matrices, may become
difficult. This motivates the derivation of alternative check conditions which are
equivalent to (6.5) but may require less special mathematical computation or knowl-
edge.

Example 6.1 Consider the inverted pendulum system LIP100 described in

Sect. 3.7.2. Suppose that we are interested in achieving a perfect decoupling from
the friction d. It is easy to find out

rank [ Gyr(s)  Gya(s) ] =3 > rank(Gyq(s)) = 1.

Thus, following Theorem 6.1, for this system the PUIDP is solvable.

6.2.2 A Check Condition via Rosenbrock System Matrix

We now consider minimal state space realization (3.32)—(3.33), that is, Gr(s) =
(A,Ef,C,Fy), Gya(s) = (A, Eq, C, Fg). Let us do the following calculation
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[A—sl Ed][(sl—A)—l (SI—A)_IEd]
C Fy 0 Ikdxkd

_ _In><n 0
Tl CcisI—-A)" CcG6I-ATE;+ Fy

|:A—s1 Ef Eg

(sI—A)"" I-ATE; (sI-A)7'E,
c Fy Fd}

0 T ke 0
0 0 Ikdxkd

_ _Inxn 0 0
TlCGI—A)" CI-A)TEf+Fp CGI—A)T'Eq+ Fy

from which we immediately know

rank A—sl Eq] = rank [ i 0
C Fi| TTC6I-A)T" Gyals)
=n+rank(C(s] — A) ' E; + Fy) (6.7)
A—sl E; Eq]_ [ —Iixn 0 0
rank[ c Fr F T c6r—A) Gyl Gyd(s)}
=n+ rank[Gyf(s) Gyd(s)] . (6.8)

Thus, we have the following theorem.

Theorem 6.2 Given Gys(s) = C(sI — A)'E; + Fy and Gyu(s) = C(sI —
A)"VE  + Fy, then (6.3) holds if and only if
A—sl E4 A—sl Ey Ey4
rank[ C Fdi| <rank|: C Fy Fd] <n-+m. (6.9)

Given a transfer matrix G(s) = C(sI — A)~! 4+ D, matrix
A—-sl B
C D
is called Rosenbrock system matrix of G(s). Due to the importance of the concept
Rosenbrock system matrix in linear system theory, there exist a number of algo-
rithms and CAD programs for the computation related to properties of a Rosenbrock
system matrix. This is in fact one of the advantages of check condition (6.9) over the
one given by (6.5). Nevertheless, keep it in mind that a computation with operator s
is still needed.

A check of existence condition (6.9) can be carried out following the algorithm
given below.
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Algorithm 6.1 (Solvability check of PUIDP via Rosenbrock system matrix)
S1: Calculate

A—sl Ey Ey4 A—sl E4
rank|: c Fy Fd:|’ rank|: c Fd:|

S2: Check (6.9). The PUIDP is solvable if it holds, otherwise unsolvable.

Example 6.2 Given CSTH with model (3.87) and suppose that the model uncer-
tainty is zero and additive faults are considered. We now check the solvability of the
PUIDP. To this end, Algorithm 6.1 is applied, which leads to

S1: Compute

A—sl E;y Egq| A—sl Eg|
rank[ c Fy Fdi|_6, rank|: C Fdi|—5

S2: Check

A—sl Eyf Ey4 A—sl Ey
rank|: c Fy Fdi|>rank|: c Fdi|'

Thus, the PUIDP is solvable.

6.2.3 An Algebraic Check Condition

As mentioned in the last chapter, the parity space approach provides us with a design
form of residual generators, which is expressed in terms of an algebraic equation,

r(k) = vy (Hf,sfv(k) + Hd,sds (k))a vy € Py, (6.10)

From (6.10), we immediately see that a parity relation based residual generator de-
livers a residual decoupled from the unknown input ds (k) if and only if there exists
a parity vector such that

UsHps #0 and vsHys =0. 6.11)

Taking into account the definition of parity vectors, (6.11) can be equivalently
rewritten into

Us[Hf,s H, s Hd,s]z[A 0 0]

with vector A # 0, from which it becomes clear that residual (k) is decoupled from
ds (k) if and only if

rank[nys H, s Hd,s]>rank[Hoys Hd,s]. (6.12)
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Comparing (6.12) with (6.9) or (6.5) evidently shows the major advantage of the
check condition (6.12), namely the needed computation only concerns determining
matrix rank, which can be done using a standard mathematical program.

Remember that a diagnostic observer can also be brought into a similar form like
a parity relation based residual generator, as demonstrated in the last chapter. It is
reasonable to prove the applicability of condition (6.12) to the design of diagnostic
observers decoupled from the unknown inputs.

We begin with transforming the design form of diagnostic observer

e(k+1)=Ge(k) + (TEy — LFy) f(k) +(TEy — LFg)d(k) (6.13)
r(k)y =we(k) +vFy f (k) +vFyd(k) (6.14)
into a non-recursive form using the similar computation procedure like the one given

in Theorem 5.7, in which H = TB — LD is replaced by TE; — LF,; as well as
TEy— LFy. It turns out

r(@) =wG’z " e(2) + vs(H sl ps f5(2) + Haslasds () (6.15)
where
Usz[vs,o L2 B vS,S]EPSW w:[O 0 1]
Tpcky 0 o 0
I-fs — wglk.kaf
: . (0]
wGS_lgkaka ngkkaf kaxkf

Ikdxkd o tee o

fm| W8Tk :

: (0]

wGs_lgIkkad te ngkdxkd Ikdxkd

f@z™ d(x)z™"

f(2) = L d@= L

f@z~ d(z)z”

f@) d(z)

We immediately see that choosing v, satisfying (6.11) yields
r(@) =wG 2z e(z) + vy Hysl fs f5(2)

that is, the residual signal is decoupled from the unknown input.
We have seen that (6.11) is a sufficient condition for the construction of a di-
agnostic observer decoupled from the unknown input. Moreover, (6.15) shows the
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dependence of the residual dynamics on g. Does the selection of g influence the
solvability of PUIDP? Is (6.11) also a necessary condition? A clear answer to these

questions will be given by the following study.
Note that

wGs~!

thus, a decoupling from d only becomes possible if

TEf—LFs#0 or vFy#0
TE;—LF;=0 and vF;=0.

Remember that (Theorem 5.7)

Us,0
L=-— . — 8Vs.s
Vg,s—1

(6.16)—(6.17) can be rewritten into
I g T vy Ef Eq| |A1 O
0 1 0 v Fr Fy Ay O

T v |[Ef Eq] _[4s 0
- [0 WIE R

where
Us,0
_ Us,1
Vg1 = ) , A3 #0 or A4 #0.
Vs, s—1
Since
- C 7
Usg,l VUs2 -+ Ugsg—1 Uss CA
v v 0
T — 5,2 s,
vss 0 .- 0 CAS—2
CLAX*I

(6.16)
(6.17)

(6.18)
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(6.18) is, after an arrangement of matrix 7 into a vector, equivalent to
vsHys=0 and viHps#0, vs€ Py,

It is evident that the solvability of the above equations is independent of the choice
of g and so the eigenvalues of G.
We have proven the following theorem.

Theorem 6.3 Given Gyf(z) = C(zI — A)'Ef + Fy and Gyy(z) = C(zl —
A)"YE; + Fy, then a diagnostic observer of order s delivers a residual decoupled
from the unknown input if and only (6.11) or equivalently (6.12) holds. Furthermore,
the eigenvalues of the diagnostic observer are arbitrarily assignable.

An important message of Theorem 6.3 is that

o the parity relation based residual generator and the diagnostic observer have the
same solvability conditions for the PUIDP and furthermore

e upon account of the discussion on the relationships between the different types of
residual generators, the algebraic check conditions expressed in terms of (6.11)
or equivalently (6.12) are applicable for all kinds of residual generators.

We now summarize the main results of this subsection into an algorithm.

Algorithm 6.2 (An algebraic check of the solvability of PUIDP)

S1: Form H, 5, Hy 5, Hy s
S2: Check (6.12). If it holds for some s, the PUIDP is solvable.

Example 6.3 We consider again CSTH with model (3.87) and suppose that additive
faults are considered. We now check the solvability of the PUIDP by means of
Algorithm 6.2. We have first formed H, s, Hy,y and Hy s for s =0, 1, 2 respectively.
In the second step,

rank[Hf,S H, s Hd,s], rank[H,,’s Hd,s]
have been computed for different values of s. The results are: for s =0
rank[Hf,s H, s Hd,5]=3=rank[Hg,s Hd,s]
fors=1
rank[Hﬁs H, s Hd,s]=6>rank[H0,S Hd,s]=5
fors =2
rank [ Hyfs Hos Hag ] =9 > rank [ H,s Hygs ] =17.

Thus, the PUIDP is solvable.
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6.3 A Frequency Domain Approach

The approach presented in this section provides a so-called frequency domain solu-
tion for the residual generator design problem: given general residual generator in
the design form

r(s) = R(s)M, ()(Gya(s)d(s) + Gyr(s) f(s)) €R (6.19)
find such a post-filter R(s) € RH that ensures
R(s)M(s)Gya(s) =0 and  R(s)M,(s)Gyy(s) #O0. (6.20)

In order to illustrate the underlying idea, we first consider a simple case

M(9)G v (5) = [ggji]

with scalar (stable) functions g1 (s), g2(s). Setting
R(s)=[g2(s) —gi(s)]
gives

R($)M,(5)Gya(s) = g2(5)81(s) — g1(5)g2(s) = 0.

We see from this example that the solution is based on a simple multiplication and
an addition of transfer functions. No knowledge of modern control theory, the state
space equations and associated calculations are required.

We now present an algorithm to approach the design problem stated by (6.19)—
(6.20). We suppose m > k; and

rank [ Gyr(s) Gya(s) ] > rank(Gyd (s))
and denote
guls) - Ziky(s)
My($)Gya()=Ga(s)=| + .. 1 |eRHEM
gml(s) gmkd(s)
Algorithm 6.3 (A frequency domain solution)

S1: Set initial matrix 7 (s) = Ly, xm
S2: Startaloop:i=1toi =ky
S2-1: When g;;i(s) =0,
S2-1-1: set k; =i + 1 and check gy, (s) = 0?
S2-1-2: If it is true, set k; = k; 4+ 1 and go back to Step 2-2-1, otherwise
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S2-1-3: set

1 o Hm
Tk, = N

i

_— 1: k#iandk;
’ *=1o: k=iork;

Imi1 - lam
. 0: (k#0)and (k#kjandl#iork#iandl#k;)
M=11: (k%D and (k=k andl =i ork=iandl=k;)

Ga(s) =Ty, Gals), T(s) =T T(s)

S2-2: Startaloop: j =i+ 1to j =m:

[ () o fim(s)
Tij(s) = : . :

L1 () oo+ ()

1: k#jork=jand g;i(s) =0
kk(s) = - ) . -

gii(s): k=jandg;i(s)#0

0: k#landk # jandl =i
i(s) =41 - ) . .

—gji(s): k=jandl=i

Ga(s) =T;j(s)Gals), T(s)=T;j(s)T(s)
S3: Set
R(s) = [O(m—kd)xkd I(m—kd)x(m—kd)] T(s).

To explain how this algorithm works, we make the following remark.

Remark 6.1 All calculations in the above algorithm are multiplications and addi-
tions of two transfer functions, in details

e S2-1 serves as finding g;; (s) # 0 by a row exchange g;; (s) (£ 0).
e After completing S2-2 we have

gii()#0, j=1,....i,  @js)=0, k>j<i.

e When the loop in S2 is finished, we obtain

g11(s)
0 g2(s) A
[T ] [7i®)Gats) = S
ki b 0 0 gk (s)

0 0
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where g;;(s) #0,i =1, ..., kg and A denotes some transfer matrix of no interest.
Since T, and T;;(s) are regular transformations, the above results are ensured.
e Itis clear that

R(s) = [Om—kgyxks  Lom—ka)x(m—ka) | T(S)HTk,- l_[ T;j(s) andso

ki iJ
g11(s)
0 22 A
R(5)Ga(s) = [Opm—kyysks Tim—ka)x(m—ka) ] :
0 t 0 gkdkd(s)
0 0

=0.

We have seen that the above algorithm ensures that the residual generator of the
form

r(s) = R(s)(My(5)y(s) — Nu(s)u(s))

delivers a residual perfectly decoupled from the unknown input d.

6.4 UIFDF Design

The problem to be solved in this section is the design of UIFDF that is formulated
as: given system model

x(t) =Ax(t)+ Bu(t) + Eff(t) + Eqd(t) € R" (6.21)

y(t) = Cx(1) + Du(t) + Fy f(1) € R" (6.22)
and an FDF

X(t) = AZ(t) + Bu(r) + L(y(1) — $(1)) (6.23)

r(t) = v(y(t) — $()), $(1) = CE(t) + Du(r) (6.24)

find L, v such that residual generator (6.23)—(6.24) is stable and
vC(sI—A+LC)'E;=0
v(C(sI —A+LC)YNEf — LFy) + Fy) #0.

We shall present two approaches:

o the eigenstructure assignment approach and
e the geometric approach.
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6.4.1 The Eigenstructure Assignment Approach

Eigenstructure assignment is a powerful approach to the design of linear state space
feedback system, as it can be shown easily that the closed-loop system structure like
(s — A+ LC) depends entirely on the eigenvalues and the left and right eigenvec-
torsof A—LC.

The eigenstructure approach proposed by Patton and co-worker is dedicated to
the solution of equation

vC(sI—A+LC) "E;=0 (6.25)
for L, v. To this end, the following two well-known lemmas are needed.

Lemma 6.1 Suppose matrix A — LC € R™" has eigenvalues \;,i =1, ...,n and
the associated left and right eigenvectors aj € RV, B; € R"*!, then we have

Oll'ﬂjzo, i:l,...,n,j;éi,jzl,...,n.

Lemma 6.2 Suppose matrix A — LC € R™" can be diagonalized by similarity
transformations and has eigenvalues A;, i = 1,...,n and the associated left and
right eigenvectors a; € RV", B; € R"*1, then the resolvent of A — LC can be
expressed by

P Pt

I—A+LC) = )
(s + ) s — A S — Ap

Below are two sufficient conditions for the solution of (6.25).
Theorem 6.4 If there exists a left eigenvector of matrix A — LC, «;, satisfying
o; =vC and o;E;=0
for some v #£ 0, then (6.25) is solvable.

Proof The proof becomes evident by choosing v so that vC = «; and considering
Lemmas 6.1-6.2:

vC(pI—A—}-LC)lEd:a,-( o Eq=0.

o (07 o Pi
:31 1 4t ﬂnn)Ed: 1,31
P =X P—An p—Ai

O

Theorem 6.5 Given E; whose columns are the right eigenvectors of A — LC, then
(6.25) is solvable if there exists a vector v so that for some

vCE; =0.



130 6 Perfect Unknown Input Decoupling

The proof is similar to Theorem 6.4 and is thus omitted.
Upon account of Theorem 6.4, Patton et al. have proposed an algorithm for the
eigenstructure assignment approach.

Algorithm 6.4 (Eigenstructure assignment approach by Patton and Kangethe)

S1: Compute the null space of CE;4, N,i.e. NCE; =0

S2: Determine the eigenstructure of the observer

S3: Compute the observer matrix L using an assignment algorithm
S4: Setv=wN, w #0.

Theorem 6.6 follows directly from Lemmas 6.1-6.2 and provides us with a nec-
essary and sufficient condition.

Theorem 6.6 Suppose that matrix A — LC € R™*" can be diagonalized by simi-
larity transformations and has eigenvalues Li, i = 1, ..., n and the associated left
and right eigenvectors a; € RV, B; € R"™ !, then (6.25) holds if and only if there
exist v, L such that

vCh1a1Eg=0, ..., vCBaEsz=0. (6.26)

Note that (6.26) holds if and only if vC8; =0 or «; E; = 0 and there exists an
index k, 0 < k < n, so that

vCB; =0, i=1,...,k, o, E;=0, i=k+1,...,n.

Let the jth column of Eg4, eq4j, be expressed by

n
eqj =Yy _kijifi
i=1
then we have

aibq=0, i=k+1,....n = k;i=0, i=k+L...n j=1.. ki
k

= ej= kjifi. j=1.....ka.
i=1

This verifies the following theorem.

Theorem 6.7 (6.25) holds if and only if E; can be expressed by
Eq=[p1 -+ BJE*, E*eRM, vC[B1 -+ Be]=0.

From the viewpoint of linear control theory, this means the controllable eigenval-
uesof (A—LC, E;), A1, ..., A, are unobservable by vC. Since v # 0 is arbitrarily
selectable, Theorem 6.7 can be reformulated as the following corollary.
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Corollary 6.1 (6.25) holds if and only if E4 can be expressed by
Eq=[p1 -+ BJE*. E*eR¥%,  rank(C[B1 -+ Bi])<m.

Now, we introduce some well-known definitions and facts from the linear system
theory and the well-established eigenstructure assignment technique:

e z; is called invariant or transmission zero of system (A, E4, C), when

A—zil E4

rank [ C 0

i| < n+min{m, kg}.

e Vectors y; and 6; satisfying

are called state and input direction associated to z;, respectively.
e Observer matrix L defined by

-1

L= : |, wi=piCA— )7

ensures
ai(MI —A+LC)=0, i=1,....n

that is, A; is the eigenvalue of A — LC and v; the left eigenvector.
e Let A, =z;, pi = —0;, a; = y;, then we have

ai(A—X11)—piC=0, oE;=0.

Following algorithm is developed on the basis of Corollary 6.1 and the above-
mentioned facts.

Algorithm 6.5 (An eigenstructure assignment approach)

S1: Determine the invariant zeros of system (A, E4, C) defined by

rank[A_CZf’ Eod} <n+min{m. ky), i=k+1.....n

S2: Solve

A—zl E ,
[vi 9,-][ CZ’ 0"}:0, i=k+1,....n

for y;, 6;
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S3: Set
A =2, pi = —b;, o=y, i=k+1,....n

S4: Define A;, o, pi,i =1, ..., k satisfying

o]
oj=piCA—nD7", i=1,...,k  rank| : |=n
(273
S5: Set
-1
a p1
L:
On Pn
S6: Solve
o1
| Texk
[Bi Bx]= [O(n—k)xk]
Qn
for By, ..., Bk
S7: If
rank(C[,B1 ﬂk])<m
then solve
vC[ﬂ1 ﬁk]:o
for v.

Note that the condition that there exists a vector v so that vC E; = 0 can equiva-
lently be reformulated as the solution of equations

vC =wT, TE; =0, Te Rn—ka)xn

Furthermore, the requirement that the rows of T are the left eigenvectors of matrix
A — LC leads to

M1 00
TA-T| o .. o |=TLC.
0 0 A

This verifies that Luenberger conditions (5.31)—(5.33) are necessary for the use of
the eigenstructure assignment approach provided above.
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6.4.2 Geometric Approach

The so-called geometric approach is one of the fields in the control theory, where
elegant tools for the design and synthesis of control systems are available. On the
other hand, the application of the geometric approach requires a profound mathe-
matical knowledge.

The pioneering work of approaching the design and synthesis of FDF by geo-
metric approach was done by Massoumnia, in which an elegant solution to the FDF
design has been derived. In this subsection, we shall briefly describe the geometric
approach to the FDF design without elaborate handling of its mathematical back-
ground.

The core of the geometric approach is the search for an observer matrix L that
makes (A — LC, E4, C) maximally uncontrollable by d. It is the dual form of the
geometric solution to the disturbance decoupling (control) problem (DDP) by means
of a state feedback controller. Below, we briefly describe an algorithm for this pur-
pose, which is presented as the dual form of the algorithm proposed by Wonham for
the DDP-controller design.

The addressed problem is formulated as follows: given system

X=(A—-LC)x+ Esd, y=Cx (6.27)

find L such that the pair (A — LC, E;) becomes maximally uncontrollable. The ter-
minology maximally uncontrollable is used to express the uncontrollable subspace
with the maximal dimension. We shall also use maximal solution to denote the max-
imally dimensional solution X of an equation M X = 0 (or XM = 0) for a given M.

Algorithm 6.6 (Computation of observer gain L for generating maximally uncon-
trollable subspace)

SO: Setting initial condition: find a maximal solution of
EIVo=0

for Vy
S1: Find a maximal solution of

w;[cT Vvioi]=0, i=12,...

for Wl‘
S2: Find a maximal solution of

ET .
| Vi=0, i=12,...
W,‘A

for V;
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S3: Check
rank(V;) = rank(V;_1).

If no, increase i =i + 1 and go to Step 1, otherwise set V = V;
S4: Find a solution of

ATV = [T V][ﬂ

for (K, P)
S5: Solve
K=L"V

for the observer gain L.

Remark 6.2 Steps SO to S3 are the algebraic version of the algorithm proposed by
Wonham for the computation of the supremal (A, CT)-invariant subspace con-
tained in the null-space of E; As a result, the dual representation of system (6.27)
becomes maximally unobservable.

The following lemma is known in the geometric control framework, based upon
which a UIFDF can be designed.

Lemma 6.3 Suppose L makes (A — LC, Eg) maximally uncontrollable by d, i.e.
(A-=LO)T, EdT) is maximally unobservable. Then by a suitable choice of output
and state bases, V and T, the resulting realization can be described by

_ a0 _[Au An _[Ean . L [a x
T(A-LO)YT —[ 0 A22i|’ TEd—|: 0 i|, C=VCT _|:O €2i|
(6.28)

where the realization (All, E4i, a) is perfectly controllable and X denotes some
matrix.

Remark 6.3 A system (A, B, C) is called perfectly controllable if

A—Al B
VA, |: c O] has full row rank.

Let Lmax be the observer gain that makes (A — LmaxC, Eg) maximally uncon-
trollable by d. When C» # 0, we construct, according to Lemma 6.3, the following
FDF:

21 An =L C X 71
V= - — TB T(L LoV
[ZJ [ . Azz—Lzzcﬂ[zJ+ U T (L + LoV)y

r=[0 w](w-[%‘ é][i]) v #0 (6.29)
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with X =A;p — L12Cyr — L1 X,

TLy= |: 0 L22] (6.30)

gives

&1l _[Au—LinGC X el Eg
[éz]_[ 0 Azz—Lzz@} [62}4_[ 0 }d (©3D

r=[0 vz][col gz} [2] = 0,Chen. 632)

It is evident that residual signal r is perfectly decoupled from d.
It is straightforward to rewrite (6.29) into the original FDF form (6.23)—(6.24)
with

L=Lmx+LoV, v=[0 un]V (6.33)
as well as
£=T"'2.

Below is a summary of the above results in the form of an algorithm.

Algorithm 6.7 (The geometric approach based UIFDF design)

S1: Determine Lpyax that makes (A — LiaxC, E4, C) maximally uncontrollable by
using Algorithm 6.6

S2: Transform (A — LmaxC, Egq, C) into (6.28) by a state (7)) and an output (V)
transformation (controllability and observability decomposition)

S3: Select L satisfying (6.30) and ensuring the stability of A1; — L1;C; and Ay —
Ly Cy

S4: Construct FDF (6.29) or in the original form (6.23)—(6.24) with L, v satisfying
(6.33).

Remember tEat the construction of residual generator (6.29) is based on the as-
sumption that C, # 0. Without proof, we introduce the following necessary and
sufficient condition for C; # 0, which is known from the geometric control the-
ory.

Theorem 6.8 Under the same conditions as given in Lemma 6.3, we have

e C2#0 if and only if rank(C) > rank(E,)
o (A2, () is equivalent to
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T = Ap 0 =
(A2, C2) ~ ( = = €1 O
Axn  Axj [ ]

where (/122 1, Ca1) is perfectly observable, the eigenvalues of matrix A3 are the
invariant zeros of (A, Eg4, C) and they are unobservable.

An immediate result of the above theorem is the following corollary.

Corollary 6.2 Given system model
Y($) = Gyu(s)uls) + Gya(s)d(s)

with Gy, (s) = (A, B, C) and Gyi(s) = (A, Eq, C), then there exists an FDF that
is decoupled from d if and only

A—sl Ey
rank[ C Oi|<n+m

and Gyq(s) = (A, Eq, C) has no unstable invariant zero.

We know from Theorem 6.8 that there exists an observer matrix L such that
(A—LC, Eg4, C) can be brought into (6.28) with C, # 0 if and only if

A—sl E,

rank |: C 0

:|<n—|—m.

Moreover, if

A—sl E4 A—sl Ef Ey
rank|: c O}<rank[ c 0 O}Sn—i—m

then by suitably choosing output and state bases, V and T, the resulting realization
can be described by equations of the form

_ A A — _ C, X
_ 1_[An A _ _[C X
T(A—-LOYT ' = |: 0 A22i| s C=VCT |: 0 C2:|
_ Edl _ Efl
TEd—|:O], TEf—|:Ef2

where E r2 # 0. As aresult, constructing an FDF according to (6.29) yields
é A — L1 X e Eq Eg
.| = - — d —
[62] [ 0 Azz—LzzCz}[ez]Jr[ 0 } +|:Ef2 !

=i el[§ 2)[4)

—  r(5) = 00T — An + LnCa) 'Efaf(s)
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i.e. a fault detection is achievable. Recall Corollary 6.2, we have

Corollary 6.3 Given system model

V() = Gyu($)uls) + Gyr(s) f(s) + Gya(s)d(s)

with Gy, (s) = (A, B,C), Gys(s) = (A, Ef,C) and Gyy(s) = (A, Eq4, C), then
there exists an FDF that solves PUIDP if

A—sl Eg A—sl Ef Ey
rank|: c O:|<rank|: c 0 0:|§n+m (6.34)

and the invariant zeros of Gyq(s) are stable.

It is interesting to notice the fact that, if there exists a UIFDF, then we are also
able to construct a reduced order residual generator decoupled from d. To this end,
we consider FDF (6.29). Instead of constructing a full order observer, we now define
the subsystem regarding to z7, that is,

22 = (A2 — L2C2)z2 + ToBu + Ta(Lmax + LoV)y
_ (6.35)
r=v(Vay — C222)

reln] ve=[i]

It is evident that (6.35) is a reduced order residual generator which is decoupled
from d.

Recall that residual generator (6.29) becomes unstable if system (A, E4, C) has
unstable invariant zeros. This problem can be solved by constructing a reduced order
residual generator. Without loss of generality, suppose that after applying Algorithm
6.7 (Aaz, Cy) is of the form

with

T Ani 0 = =
Ap=|": - , Cr=(Cy O 6.36
2 [Azzz Azzs} 2=[Cr 0] (636)

as described in Theorem 6.8, that is,

A A Al
TA-LOT'=| 0 Ay 0
0 Axxp Az |
L (6.37)
= En
— _ i X1 Xy
=veT ' = Z TE; =
c=vc |: 0 Cy O ]’ d 8
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Corresponding to the decomposition given in (6.37), we now further split z>, Lo

and 75 into
221 Looy Ty
= , Ly = , =
2 I:Z221| = |:L222] 2 [Tzz}

and construct the following residual generator

221 = (A1 — L121C21)221 + To1 Bu + Toy (Linax + LoV)y
N (6.38)
r=uv(Vay — Co1221).

It is straightforward to prove that for ex; = To1x — 221
é21 = (A1 — Li21Capenr, r=uCye.
That means residual generator (6.38) is stable and perfectly decoupled from d.

Corollary 6.4 Given system model
Y(8) = Gy (s)u(s) + Gya(s)d(s)
with Gy, (s) = (A, B, C) and Gy4(s) = (A, Eq, C) and suppose that

A—sl Ey4

rank |: c 0

]<n+m.

Then residual generator (6.38) delivers a residual signal decoupled from d.

A very useful by-product of the above discussion is that residual generator (6.38)
can be designed to be of the minimum order and decoupled from d. This will be
handled at the end of this chapter.

Algorithm 6.8 (The geometric approach based design of reduced order residual
generator)

S1: Determine Lpyax that makes (A — LiaxC, E4, C) maximally uncontrollable by
using Algorithm 6.6

S2: Transform (A — LyaxC, Eg4, C) into (6.28) by a state and an output transfor-
mation (controllability and observability decomposition)

S3: Transform (A2, C,) into (6.36) by a state transformation (observability de-
composition)

S4: Select Ly ensuring the stability of A2x; — L2y Cay

S5: Construct residual generator (6.38).

The results achieved in this section can be easily extended to the systems de-
scribed by (3.32)—(3.33) with F; # 0. To this end, we can, as done in the former
chapters, rewrite (3.32)—(3.33) into
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)% A E; Ey X B 0 ) 0 )
d{=[0 0 0 ||d|+|O0]|ut|I[d+|0O]|f (639
f 0 0 0 ||f 0 0 1
X
y=[C F; Ff||d |+ Du. (6.40)
f

Note that

A—sl E; E; 00 ]

0 —sI 0 10 | _ [A—sl Eq Ef
rank 0 0 —sI 01 _rank_ c F Ff:|+kd+kf
C Fg  Fy 0 0
A—sI E; 0] -
rank 0 —sI I | =rank AZ,SI f,di|~|-kd.
C  F; 0 : d
It holds
A—sl E; Ef 00
0 —sI 0 IO
rank 0 0 5] 01 <n+ks+ky+m
C Fy Frp 0 O
A—sl E; Ey
— rank|: c F, Ff:|§n+m
A—sl E; O
rank 0 —sI I | <n+kj+m <+ rank A—sl Eq <n-+m.
C Fy
C F; 0

Recall further the definition of invariant zeros, the results given in Theorem 6.8 and
Corollary 6.2 can be extended to the following corollary.

Corollary 6.5 Given system model (3.32)—(3.33), then there exists an FDF that
ensures a perfect unknown input decoupling if

A—sl E4 A—sl E; Ef
rank|: c Fdi|<rank|: c Fy Ff:|§n+m (6.41)

and the invariant zeros of Gyq(s) = Fy + C(s] — A)LE, are stable.

Example 6.4 We now apply Algorithm 6.7 to the design of a full order UIFDF
for the benchmark system LIP100 described by (3.59). This UIFDF should deliver
residual signals decoupled from the unknown input d. Using Algorithm 6.6, we
obtain
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0 0.0000  —1.9503
Lo —1.0026 —0.0000 —13.7555
max = 0.0091 1.4339 0.1250
0 0 0

It is followed by the computation of the state and output transformation matrices,
which results in

—0.0000 0.0000 —0.0725 0.9974
T— —0.0255 —0.0000 0.9970  0.0725 V=
— 1 —0.9997 -0.0002 —0.0254 —-0.0018 |’ -

0.0002 —1.0000 —0.0000 —0.0000

=)
o = O
S O =

To ensure the desired dynamics, L1 and Ly are selected as follows, from which
Ly is computed

0.7037  1.0000 1.0000
0 0.1903  —0.5547

TLo= 0 0.0143 —1.9641
0  —3.8069 2.0962
Finally, set
[0 0]= 0 —0.500 —1.000
217010 0750  1.500

and based on which v as well as L are determined. Having designed L, v, a residual
generator of the form (6.29) is constructed. In Fig. 6.2, the response of the two
residual signals to different faults is sketched. These faults occurred after the 15th
second. It can be seen that in the fault-free time interval (before the 10th second) the
residual signals are almost zero, although the disturbances are different from zero.
It demonstrates a perfect decoupling.

Fig. 6.2 Response of the 4
residual signals to faults

residual signal

-2+

-3F

4t

-5 I I I
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6.5 UIDO Design

The UIDO design addressed in this section is formulated as: given system model
(3.32)—(3.33) and diagnostic observer

z(t) =Gz(t)+ Hu(t) + Ly(¢) (6.42)
r(t) =vy) —wz(t) —qu(t) (6.43)

that satisfies Luenberger conditions (5.31)—(5.32) and (5.39), and thus whose design
form is described by

et) =Ge(®) +(TE;—LFy) f(t)+ (TEq— LFg)d(1) (6.44)
r(t) =we(t) +vFr f(t) +vFad(t) (6.45)
find G, L, T, v, w such that residual generator (6.42)—(6.43) is stable and

wC(sl —G) " (Ey— LFy) +vF; =0 (6.46)
wC(sI —G)""(Ef — LFy) +vFy #0. (6.47)

6.5.1 An Algebraic Approach

In this subsection, the approach by Ge and Fang to the DO design is extended to the
construction of UIDO. Suppose that

Fg=0, F;=0 and [Eq Ej]|=lixn, ka<m.
Then, there exists an UIDO if and only if
TE;=T |:1kd6<kdi| =0
which is, by denoting the ith column of T with ¢#;, equivalent to
=0, i=1,...,kq.
Based on the method introduced in Chap. 5, Ge and Fang have proposed a recursive
algorithm to the design of a UIDO satisfying (6.46). To this end, they have proven

the following theorem.

Theorem 6.9 Let

=1, o6=|. = . (6.48)
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where T € R*", G € R**S and s is the order of the DO, then

i—1 k

1 d
Ti= ) gVikC @), i=lis (6.49)
k=0 "
noj-l X1
Q=) ajy g"a7'7"  x=|: (6.50)
j=1 k=0 X

provide an equivalent solution with the one given in Theorem 5.8 for the Luenberger
equations, where q denotes the eigenvalue being arbitrarily selectable.

The proof is straightforward and thus omitted. The relevant literature is cited in
Sect. 6.10.

6.5.2 Unknown Input Observer Approach

In the early 1980s, the so-called unknown input observer (UIO) design received
much attention due to its importance in robust state estimation and observer-based
robust control. Consider system model

%) = Ax(t) + Bu(t) + Eqd(t),  y(t) = Cx(1). 6.51)

A UIO is a Luenberger type observer that delivers a state estimation X independent
of unknown input d in the sense that

lim (x(t) — )?(t)) =0 forall u(t), d(t), xo. (6.52)
t—0o0
Making use of x, a residual signal can be constructed as follows

r(t) =y(t) — Cx(t).

This is the way that is widely used to design UIDO, also for the reason that the
technique of designing UIO is well established.

It is worth pointing out that the primary objective of using a UIO is to re-construct
the state variables. It is different from the one of residual generation, where only
measurements have to be re-constructed. In the next subsections, we shall present
some approaches to the design of UIO only for the residual generation purpose.

We now outline the underlying idea of the UIO design technique. It follows from
(6.51) that

y() — CAx(t) — Cu(t) = CEad(t). (6.53)
Assume that

rank(C Ey) =rank(Ey) = kg (6.54)
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then there exists a matrix M, satisfying
M CEg = Ity xk,- (6.55)
Multiplying the both sides of (6.53) by M. gives
Mce()')(t) —CAx(t) — Cu(t)) =d(t).

This means, using y (y(k + 1) for discrete-time systems), an estimation of the state
vector X and the input vector u, the unknown input vector d can be constructed by

d(t) = Mee(3(1) — CAR (1) — Cu(1)).

On account of d, we are able to construct a full order state observer, on the assump-
tion of available y, as follows

$=A%+ Bu+ E4(CEg)""(y — CA% — CBu) + L(y — C%) (6.56)
whose estimation error is evidently governed by
ée=(A—LC—-—E;M.,CA)e, e=x—2X.

In case that there exists an observer matrix L such that matrix A — LC — E;M.,CA
is stabilizable, observer (6.56) satisfies (6.52).

Note that observer (6.56) requires knowledge of y, which may cause troubles
by the on-line implementation. To overcome this difficulty, modification is made.
Introduce a new state vector

2(t) =X(t) — EqMc.y(1)

and a matrix

T=1I-E4M.C. (6.57)

It turns out
t=(TA-LC)z+TBu+ ((TA—LC)EqMcc+ L)y (6.58)
=74+ EqMcy. (6.59)

It is clear that for all d, u, xg
lim (z(t) — Tx(1)) =0, lim (x(1) — 2(1)) =0
—00 —00
and furthermore, setting G = T A — LC and after some calculations, we have

TA—GT=((TA-LC)EqM.+L)C, H=TB.
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This means system (6.58)—(6.59) is a Luenberger type unknown input observer, and
by setting
r=v((I —CEqMc)y —Cz), v#0 (6.60)

we get a UIDO.

Algorithm 6.9 (UIO based residual generation)

S0: Check the existence conditions given in Corollary 6.6. If they are satisfied, go
to the next step, otherwise stop

S1: Compute M., according to (6.55) and further T according to (6.57)

S2: Selection of L that ensures the stability of A — LC — Eg4M..CA

S3: Construct residual generator following (6.58) and (6.60).

It can be seen that the core of UIO technique is the re-construction of the un-
known input d, which requires condition (6.54) or equivalently (6.55). Furthermore,
to ensure the stability of observer (6.56) or equivalently (6.58), the pair (C, T A)
should be observable or at least detectable. In summary, we have the following the-
orem.

Theorem 6.10 Given system model (6.51) and suppose
Condition I
rank(C Eg) =rank(Eg) = kg
Condition II: (C, T A) is detectable, where
T=1—-EsM.C

then there exists a UIO in the sense of (6.52).

Remark 6.4 It can be demonstrated that Conditions I and II are also necessary con-
ditions for the existence of a UIO. It is interesting to notice that matrix 7 is singular.
This can be readily seen by observing the fact

TE;=E;— E;M..CE; =0.
Thus, by a suitable transformation we are able to find a reduced order UIO.

Notice the following equality

AM—A Ef| AM—A Ey 1 0
rank[ C 0i|_rank(|: C 0}[ML’ECA I})

_ M—-A+EfM. .CA Ef| AM—-TA Ey
_rank[ C 0 ] _rank|: C 0l
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This means if (C, T A) is undetectable, then (A, E¢, C) has at least one unstable
transmission zero, that is, there exists at least one X, € C4+ such that

Aol —A Ey

rank |: c 0

]<n+kf

since the fact (C, T A) is undetectable implies there exists at least one A, € RHP

such that
rank |:)\”IC_ A] <n

Hence, Theorem 6.10 can be reformulated as the following corollary.

Corollary 6.6 Given system model (6.51), then there exists a UIO in the sense of
(6.52) if
o rank(CEy) =kg

e (A, Ey,C) has no unstable transmission zero.

In a number of publications, it has been claimed that Conditions I and II stated
in Theorem 6.10 are necessary for the construction of UIDO in the form of (6.58)
and (6.60). It should be pointed out that these two conditions are not equivalent to
the solvability conditions of the PUIDP described at the beginning of this chapter.
To illustrate it, we only need to consider the case

rank(CEy) <rank(Ey) and m > kg

which does not satisfy Condition I in Theorem 6.10. In against, following Theo-
rem 6.1 the PUIDP is solvable in this case, that is, we should be able to find a
residual generator that is decoupled from the unknown input vector d.

We now check a special case: m = kg. Since

M.CE;j=1 <+— CEM,=1 — CT=C(U—-E;M:,C)=0

we claim that (C, T A) is not observable for m = k. In other words, we are able
to construct a UIDO of form (6.58) and (6.60) whose eigenvalues are arbitrarily
assignable only if m > k. Indeed, following (6.60) we have for m = kg

r=v((I — CEqM..)y — Cz) = —vCz.
Multiplying the both sides of (6.58) by C gives
C:=—-CLCz.
Moreover, notice that

tlgxgo(z(t) ~-Tx(1)=0 = Jim C(z(t) = Tx(1)) = Jlim Cz(1) =0.
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Thus, it is evident that for m = k4 the residual r is independent of the fault vector
f(¢) and therefore it cannot be used for the purpose of fault detection.

The above-mentioned two cases reveal that approaching the UIDO design using
the UIO technique may restrict the solvability of the problem. The reason lies in the
fact that UIDO and UIO have different design aims. While a UIO is in fact used to
reconstruct the state variables, the design objective of a UIDO is to reconstruct mea-
surable state variables for the purpose of generating analytical redundancy. The real-
ization of these different aims follows different strategies. By the design of UIO, an
exact estimation of the unknown input is required such that the influence of the un-
known input can totally be compensated. In comparison, an exact compensation of
the unknown input is not necessary by a UIDO. Therefore, the existence conditions
of UIO are, generally speaking, stronger than the ones of UIDO. In the following
subsections, two approaches to the design of UIDO will be presented.

Example 6.5 In this example, we design a UIO for the vehicle lateral dynamic sys-
tem aiming at generating a residual signal decoupled from the (unknown) road bank
angle. As described in Sect. 3.7.4, the linearized model of this system is described
by

%(t) = Ax(t) + Bu(t) + Eqd(t),  3(t) = y(t) — Du(t) = Cx(t)

with the system matrices given in (3.78). For our purpose, Algorithm 6.9 is used.
After checking the existence conditions, which are satisfied, M., T, L and v are
determined, respectively:

M. =[—0.0065 0], L=_[(1) ﬂ T=|:8 0'0?82}, v=[1 1].

Finally, UIO (6.58) is constructed, which delivers a residual signal on account
of (6.60).

6.5.3 A Matrix Pencil Approach to the UIDO Design

Using matrix pencil to approach the design of UIDO was initiated by Wiinnenberg
in the middle 1980s and lately considerably further developed by Hou and Patton.

The core of the matrix pencil approach consists in a transformation of an arbitrary
matrix pencil to its Kronecker canonical form. For the required knowledge of matrix
pencil, the matrix pencil decomposition and Kronecker canonical form, we refer the
reader to the references given at the end of this chapter. We introduce the following
lemma.

Lemma 6.4 An arbitrary matrix pencil —pE + A can be transformed to the Kro-
necker canonical form by a regular transformation, that is, there exist regular con-
stant matrices P and Q such that

P(—sE+A)Q =diag(—sI+Jf,—sJiyy+1,—SE, +A,, —sE.+ A, 0) (6.61)
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where

o —sI + Jy is the finite part of the Kronecker form, Jy contains the Jordan
blocks Jy,

o —sJys + I is the infinite part of the Kronecker form, Jyys contains the Jordan
blocks Jins; with

Jinf, =
1
0

o —sE, + A, is the row part of the Kronecker form. It is a block diagonal matrix
pencil with blocks in the form

—pE, + Ay, :_P[Irixr,' 0]+[0 Ir;xr;]

of the dimension r; x (ri + 1)
o —sE.+ A is the column part of the Kronecker form. It is a block diagonal matrix
pencil with blocks in the form

Ie;ixc; 0
—sE,. +A, =—s SO =
e N T

of the dimension (¢; + 1) X ¢;
e 0 denotes the zero matrix of appropriate dimension.

There exists a number of numerically stable matrix pencil decomposition meth-
ods for the computation of the regular transformation described above, for instance
we can use the one proposed by Van Dooren.

Remark 6.5 Itis evident that Kronecker blocks —sI + J¢, —sJiys + 1, —sE, + A,
have full row rank.

Corresponding to system model (3.32)—(3.33) and the original form of residual
generation, r = y — y, we introduce the following matrix pencil

A—SE:[A_” B0 Ey Ed] (6.62)

C D —I Fy Fy

That means we consider a dynamic system, whose inputs are the process input vec-
tor # and output vector y, and output is difference between the process output y and
its estimate y delivered by the parallel model.

Suppose a regular transformation by P; leads to

P [E"] = [Egd] . rank(Ey) =ky
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and denote

Pl|:—SI+A B 0 Ef Ed:|_|:—SE1+A1 B Ef O:|

C D -1 Fp Fy x A A Eg

where A and x denote constant matrices and matrix pencil of appropriate dimen-
sions, respectively, and their forms and values are not of interest. Then, by a suitable
regular transformation of the form, we obtain

. A—sI B 0 E; E;].
d1ag(P,I)P1|: c b F; Fﬂdlag(g,l)

diag(P, I) [Al —sEr B Ey

9 i|diag(Q, I

A A E4
Ae — SEe 0 E“ Efl 0
= 0 Ac.—sE. Bpp Ep 9 (6.63)
X X A A Ey

where P, Q are regular matrices that transform the matrix pencil A| — s E into its
Kronecker canonical form and the matrix pencil A, — s E, is the composite of finite,
infinite and row parts of the Kronecker form which have full row rank, as stated in
Lemma 6.4. Since it is supposed that

A—sl
rank[ c :|_n

that is, (C, A) is observable, the 0 block in (6.61) disappears.
Due to its special form, matrix pencil A, —s E. can also be equivalently rewritten

into
A, — sl
Co
where A, — sl and C, are diagonal matrices with blocks in the form

—S

Aoi—SIiZ ! ) 5 C(,l'Z[O 1]

Corresponding to it, we denote
~ ~ B E
7 Eel~[p £r]

In conclusion, we have, after carrying out the above-mentioned transformations,

A—-sl B 0 Ey Eg4
C D —I Fy Fy
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A, —sE, 0 B En 0
0 A,—sl B, Ejp O
0 ¢ D, Fn 0 (6.64)
X X A A Eg

From the linear system theory, we know

e (C,, A,) is observable
e denoting the state vector of the sub-system (A,, B,, C,) by x,, then there exists
a matrix 7 such that x, = Tx.

Thus, based on sub-system model

%, = Apx, + B, [ﬂ +Efof.  ro=Coxo+ Dy [ﬂ +Frof (665
we are able to construct a residual generator of the form
2 N u A u
x0=A0x0+Bo[yj| + L, <r0—C0x0—Do|:y:|) (6.66)

r = Cofto+ Dy B } (6.67)

whose dynamics is governed by
eo= (Ao — LoCp)ey + (Efo— LoFyo)f, r==Coeo+ Fyof

with e, = x, — X,.

Naturally, the above-mentioned design scheme for UIDO is realizable only if
certain conditions are satisfied. The theorem given below provides us with a clear
answer to this problem.

Theorem 6.11 The following statements are equivalent:

o There exists a UIDO
e In (6.64), block (A,, By, Cy, D,) exists and

e The following condition holds true

sl —A E4 sI—A Ef Ey4
rank|: _C Fdi|<rank|: _C Fy Fd]fn—f—m.

Due to the requirement on the knowledge of Kronecker canonical form and de-
composition of matrix pencil, we omit the proof of this theorem and refer the in-
terested reader to the references given at the end of this chapter. Nevertheless, we
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can see that the existence condition for a UIDO being designed by the matrix pen-
cil approach described above is identical with the one stated in Theorem 6.2. This
condition, as we have illustrated, is weaker than the one for UIO.

As a summary, the design algorithm for UIDO using the matrix pencil approach
is outlined below.

Algorithm 6.10 (The matrix pencil approach to the design of UIDO)

S1: Decompose the matrix pencil (6.62) into (6.64) by regular transformations
S2: Define UIDO according to (6.66)—(6.67) by choosing L, properly.

6.5.4 A Numerical Approach to the UIDO Design

The approach stated below is in fact a summary of the results presented in
Sects. 5.7.1 and 6.2.3.

Consider system model (3.32)—(3.33). As shown in Sects. 5.7.1 and 6.2.3, resid-
ual generator

z(k+1)=Gz(k) + Hu(k) + Ly(k), r(k) = vy(k) — wz(k) — qu(k) (6.68)

delivers a residual signal r whose dynamics, expressed in the non-recursive form, is
governed by

r(z) = U)Gszise(z) + vg (Hf,sl_fsfs(z) + Hd,sl_dsds(z))

where
0 0 0
1 0 0
G=[G, g]. Go=|: .. - :|eR>6D (6.69)
0 1 O
0 0 1
C
81 CA
g=1| : |, Us . =0, Us = [US,O T Us,s] (6.70)
8 cas
w:[O - 0 l], V= vy, q=vD (6.71)
Vs,0
Vs, 1
H=TB—-LD, L=- . — QU (6.72)
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- C
—Us,l Us,2 VUg,s—1 Us,s CA
T=|"2 Vs O ‘ (6.73)
vss 0 0 CAs?
- _CAs71 ]
ka xk ¢ o e o
I_fs — wg]kf ><kf
: (0]
_wGS_lgkaka wglkkaf kaxkf
Ikd xkq o T o
I_ds — wglkd Xkd
: (0]
_wGS_lgIkkad U)glkdxkd Ikdxkd
[ f()z™* d(2)z™*
o= | d@=|
f@z d(2)z
f@) d(z)
Following Theorem 6.3, under condition
rank[Hf,S H, s Hd,s] > rank[HO,S Hd,s]
we are able to solve equations
vsHyps #0 and vy [Hg,s Hy s ] =0 (6.74)

for vy such that residual generator (6.68) becomes a UIDO, that is, its dynamics

fulfills

ek +1)=Ge(k)+ (TE; — LFy) f (k).

in the recursive form or equivalently

r(k) =we(k) +vFy f(k)

r(2) =wG 2 e(z) + vy Hpsl fs f5(2)

in the non-recursive form.

In summary, we have the following algorithm.

Algorithm 6.11 (The UIDO design approach by Ding et al.)

S1: Solve (6.74) for vy
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S2: Choose g and set G, H, L, q, T, v, w according to (6.69)—(6.72)
S3: Construct residual generator according to (6.68).

Example 6.6 We continue our study in Example 6.3 and now design a UIDO for
CSTH. Remember that we have found out that beginning with s = 1 condition (6.74)
is satisfied. Below, we design a reduced order UIDO (for s = 1) using the above
algorithm.

S1: Solve (6.74) for vy
vs,0 =[—7.5920 x 107*  —0.0059 0.0014]
ve1 =[—1.2119x 107 —1 3.2124 x 10717]
S2: g is chosen to be
g=-1.5
and compute H, L, g, T, v, w, which results in
T=[-38577x 107> —3.8577x 107> 3.2124 x 107"7]
L=[75738 x 107* —1.4940 —0.0014]
H=[-38577x 107 9.7693 x 1077 ]
v=[-12119x 107 —1 32124x107"°], ¢=0, w=1.

S3: Construct residual generator according to (6.68) using the obtained system ma-
trices.

6.6 Unknown Input Parity Space Approach

With the discussion in the last subsection as background, the parity space approach
introduced in the last chapter can be readily extended to solving the PUIDP. Since
the underlying idea and the solution are quite similar to the ones given in the last
subsection, below we just give the algorithm for the realization of the unknown input
parity space approach without additional discussion.

Algorithm 6.12 (The unknown input parity space approach)
S1: Solve
vHps#0 and v [Hoy Has|=0

for vy
S2: Construct residual generator as follows

r(k) = vs (ys(k) - Hu,s”s(k))-
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Note that the application of this algorithm leads to a residual signal decoupled
form d:

r(k) = vs (s (k) — Hy sus (k) = vy Hps fs (k).

6.7 An Alternative Scheme—Null Matrix Approach

Recently, Frisk and Nyberg have proposed an alternative scheme to study residual
generation problems and in particular to solve PUIDP. Below, we briefly introduce
the basic ideas of this scheme.

Consider system model (3.31) and rewrite it into

d(s)

Y©) | _ | Gyals) Gyp(s) Gyuls)
[u(s)}_[ d s o } Z((;)) , 6.75)

Now, we are able to formulate the residual generation problem in an alternative
manner, that is, find a dynamic system R(s) € RH with y and u as its inputs and
residual signal r as its output so that

R(s) [GY7(S) ] u(s) =0 (6.76)
d(s)
— () =R() [Z Ejﬂ = R(s) [Gyg“) G 6) Gy;(s)] )
u(s)
= R(s) [Gyg(s) Gy.é(s)} [fv((i))} . 6.77)
In particular, if there exists a R(s) € RH o such that
-Gyd(s) Gyu(s) _
R(s) 0 " ] =0 (6.78)
then we have
r(s) = R(s) Zgﬂ = R(s) [Gv"{)(“‘)} £(s). (6.79)

Note that solving (6.78) is a problem of finding null matrix of

Gyd(s) Gyu(s)
0 1 )

In this way, solving PUIDP is transformed into a problem of finding a null ma-
trix. Nowadays, there exist a number powerful algorithms and software tools that
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provide us with numerically reliable and computationally efficient solutions for
(6.78).

It is worth mentioning that application of the so-called minimal polynomial basis
method for solving (6.78) leads to a residual generator of the minimum order.

6.8 Discussion

Having addressed the existence conditions and solutions for the PUIDP in the previ-
ous sections, we would like to discuss their interpretation. Generally speaking, the
dimension of the subspace spanned by those residual vectors decoupled from the
unknown input vector is equal to

dim(rg) =m — kg (6.80)

with rg denoting the residual vector decoupled from the unknown input vector. In
fact, this claim follows from (6.78) and (6.79) immediately and means the decou-
pling is achieved on the basis of information delivered by the embedded sensors.
Moreover, remember that after a successful decoupling

ra(s) = R(s) [Gy{)(s)} £ .

with R(s) € RH(o'g —kaxmtka) - Ag a result, the projection of some detectable fault
vectors, that is, f(s) satisfying Gyr(s) f(s) # 0, onto the residual subspace may
become zero, or in other words, the fault detectability may suffer from a unknown
input decoupling. One should keep these two facts in mind by dealing with PUIDP.
In the next chapter, we shall also present an alternative solution.

6.9 Minimum Order Residual Generator

Remember that the minimum order of a parity relation or an observer-based residual
generator is given by the minimum observability index omi,. How can we design a
UIDO or a parity relation based unknown input residual generator of a minimum
order? The answer to this question is of practical interest, since a minimum order
residual generator implies minimal on-line computation.

In Sects. 6.5.1, 6.4.2 and 6.7, we have mentioned that

e the algebraic approach by Ge and Fang
e the geometric approach and
e the minimal polynomial basis method

can be used to construct residual generators of a minimum order. Below, we shall
introduce two approaches in details.
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6.9.1 Minimum Order Residual Generator Design by Geometric
Approach

In this subsection, we propose a design procedure for constructing minimum order
UIFDF based on the results achieved in Sect. 6.4.2.

Assume that the existence condition (6.41) for a UIFDF is satisfied. Then, apply-
ing Algorithm 6.8 leads to an observable pair (521, Azzl) as shown in (6.36). Now,
instead of constructing a residual generator described by (6.38), we reconsider

221 = Ani1221 + Ta1 Bu + To1 Linaxy = A221221 + Bi (6.81)
y = Vay =Caiz21 (6.82)
with
— _ u
B=[TnB TyLmax]. u:|:y].

Suppose that the minimum observability index of the observable pair (Ez 1, A221)
1S 02 min. It is known from Chap. 5 that the minimum order residual generator for
(6.81)—(6.82) is 02, min and we are able to apply Algorithm 5.1 to design a (minimum
order) residual generator with s = 02 min.

To show that 07 mi is also the minimum order of (reduced order) UIFDF, we call
the reader’s attention to the following facts: Given system model (6.27)

e any pair (L, V) that solves the PUIDP leads to
(A—LC,E4,VC)

- Aq %12 Edl c 11 é 12
0 Axnl|’| 0 |’ 0O Cxn
o the subspace spanned by (A11 Edl, c 11) includes the perfect controllable sub-

space (A1, E41, C1) given in Lemma 6.3
e by a suitable selection of a pair (Ll, V1)

(A11 = LiC1, Eq1, ViCry)

~< All,ll %11,12 Edl,l 511,11 @1,12)
0 Aux 'L 0 7L O Ci
where (An,]], Edl,l, 511,11) is perfect controllable.

e Due to the special form of

Alin X 511,22 X
(5= 2% &) 6

with X denoting some block of no interest, it is evident that the minimum order
of the residual generator for the pair (6.83) is not larger than the minimum order
of the residual generator for the pair (A2z, C22)
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o the pair (6.83) is equivalent to the pair (A2, C,) given in Theorem 6.8.

Based on these facts, the following theorem becomes clear.

Theorem 6.12 Given system (6.21)—(6.22) and suppose that the PUIDP is solv-
able. Then, using Algorithms 6.8 and 5.1, a minimum order UIFDF can be con-
structed.

Algorithm 6.13 (The geometric approach based design of minimum order residual
generator)

S1: Apply Algorithm 6.8 to system (6.21)—(6.22) and bring the resulted system into
form (6.81)—(6.82)

S2: Find the minimum observability index 02 min and set s = 02 min

S3: Using Algorithm 5.1 to construct a minimum order residual generator.

Example 6.7 We now apply Algorithm 6.13 to design a minimum order UIDO for
the benchmark system LIP100. For this purpose, we continue our study in Exam-
ple 6.4, from which we can find out

02 min = 1

and thus set s = 1. It follows the determination of the observer gain that is set to
be —1.0 and the other system matrices (parameters). Figure 6.3 gives the response
of the residual signal to different (simulated) sensor faults which have occurred at
t = 15 s and 25 s, respectively. Note that the residual signal is totally decoupled
from the disturbance.

Fig. 6.3 Response of the 2
residual signal generated by a
minimum order UIDO
15+
© 1k
=3
2]
s
3
¢ o5f
ok
-05

5 10 15 20 25 30
time [s]



6.9 Minimum Order Residual Generator 157

6.9.2 An Alternative Solution

A natural way to approach the reach for a minimum order residual generator is a
repeated use of Algorithm 6.12 or 6.11 by increasing s step by step. This implies,
however, equation

vHps#0 and vs[Hoy Has]|=0 (6.84)

should be repeatedly solved, which, for a large s, results in an involved computation
and may also lead to some numerical problems, for instance H, s, Hy s may become
ill-conditioned. Below is an approach that offers a solution to this problem.

Recall that a parity vector can be parametrized by

Vs = Wy Qbase,s’ wy # 0, Qbase,s = diag(Namm, ceey Nomax—la Namax» ..., Ny)
NiCA! =0, i=1,...,0max-1, N

Omax

= Namax-i-l == Ns = 1m><m
and further vy Hy § by

Vs Hy s = Wy Opase,s Ha s

with A,, L, as defined in (5.42). Note that the elements of matrix A, are either
one or zero, hence computation of high power of A, is not critical. Moreover, for
§ > omax We have AS = 0. Taking into account these facts, the following algorithm
is developed, which can be used to determine the minimum order parity vector that
ensures a residual generation decoupled from the unknown inputs.

Algorithm 6.14 (Calculation of minimum order parity vector)

S1: Transform (C, A) into its observer canonical form and determine the observ-
ability indices and matrices A,, L,
S2: Set initial conditions

~

s =0min, Has=[Has Fal. Hys = [CAS'E;, --- CE4]
P = Bruses = Msgnans Nognag CA =0
S3: Solve
Wy Poﬁd’s =0.
If it is solvable, then set
vy =ws Py Hy s

and end
S4: If s = oin + Omax, NO solution and end
S5: If s < oppax — 1, set

_ Hys—1 O ~ — _
S:S—|—1, Hd,S: ,.L{:A ! s Hd,s:[CAUS_lEd CEd]
Hys Fy
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S6:

S7:

S8:

P, = diag(@hase,s—l ,Ng), N CAf; =0

and go to S3
If s = omax — 1, set

T ﬁd, -1 O ~ = —
s=s+1, Hd,s=[ﬁis Fd]’ Hys=[CA,S'E; -+ CE,]

P, = diag(ébase,s—la Imxm)

and go to S3
Form the first k; columns of H; ¢ as a new matrix Hy g, remove them from
H, s and define the rest of H;  as new Hy g, that is,

Hyys=Haskg+1,0)

where « denotes the column number of the old I?d, s and I?d, sltkq + 1, @) the
columns from the k; + 1 to the last one

Set
_ His—1 O ~ _ _
S:S+1, Hd,Sz ,‘f’_:s ! s Hd’S:[CAOUmaX—lEd CEd]
Hys  Fy
and solve
Plﬁd’s=0

for P; and set
Py, = diag(Pl Qbase,s—l s Lsem)
and go to S3.

The purpose of Algorithm 6.14 is to solve

Ug [Ho,s Hd,s] =0

for vy with the minimum order. The underlying ideas behind it are

to do it iteratively,
to utilize the facts
— for s = omax, CA}, =0 and so for P #0

CA,E, CA,E,
P =0 = diag(P1, Lpuxm) =0
CA, Ey CA, Ey
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where
CA, Ey
Py =0
CAgS—lEd

— given matrices Q1, Q> of appropriate dimensions the solvability of the follow-
ing two equations

P[O1 02]=0
and
P1P,0s=0, P,01=0
are identical, moreover P = P P;.

In comparison with a direct solution of (6.84), Algorithm 6.14 has the following
advantages:

e The highest power of A, is limited to opax — 1
e The maximally dimensional linear equation to be solved is

Fy 0 0
E, F,
ws Py C_ d d =0
: _ . K 0
CA, ™ YE, ... CE; Fy

which is the case for s = omax + omin and whose dimension is not larger than
m(Omax + 1) X kg(omax + 1). Note that in the same case a direct solution of (6.84)
implies

C Fy 0 0
CA CEy Fy . :

Vs =0
CAUmax‘HTmin CAUmax"l‘Umin_l Ed . CEd Fd

whose dimension amounts to
M (Omax + Omin + 1) X (I’l + kq(Omax + Omin + 1))
It is worth to mention that the one-to-one mapping between the parity vector and

DO design also allows applying Algorithm 6.14 for the design of minimum order
UIDO.
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6.10 Notes and References

Unknown input decoupling has been an attractive research topic in the past two
decades. In this chapter, we have only introduced some representative methods aim-
ing at demonstrating how to approach the relevant issues around this topic.

The existence conditions for the PUIDP, expressed in terms of the rank of transfer
matrices, was first derived by Ding and Frank [47]. Using matrix pencil technique,
Patton and Hou [92] have given a proof of the check condition described by the rank
of Rosenbrock system matrix, which, different from the proof given in Sect. 6.2.2,
requires the knowledge of the matrix pencil technique. The existence conditions
expressed by the rank of parity space matrices H, s, Hq s have been studied by
Chow and Willsky [29], and subsequently by Wiinnenberg [183]. The existence
condition (6.11) and the results described in Sect. 6.2.3 have been lately presented,
for instance by Ding et al. [51].

Concerning the solution of the PUIDP, we have introduced different methods.
Significant contributions to the frequency domain approaches have been made by
Frank with his co-worker [47, 64] and Viswanadham et al. [171]. The eigenstruc-
ture assignment approach presented in Sect. 6.4.1 is a summary of the work by
Patton and his research group [144]. Massoumnia [123] has initiated the application
of the geometric theory to the FDI system design. Considering that the reader with-
out profound knowledge of the advanced control theory may not be familiar with
the geometric control theory, we have adopted a modified form for the description
of this approach. Most of those results can be, in the dual form, found in the books
by Wonham [182] and Kailath [105]. Algorithm 6.6 is given in [14]. UIDO and
parity space type residual generator design are the two topics in the field of model-
based FDI which received much attention in the last two decades. The contributions
by Chow and Willsky [29] using the parity space approach, by Ge and Fang [73]
(see Sect. 6.5.1) and by Wiinnenberg and Frank [184] using the Kronecker canon-
ical form are the pioneering works devoted to these topics, in which, above all, the
original ideas were proposed. Their works have been followed by a great number
of studies, for example, the one on the use of UIO technique proposed by Hou and
Miiller [89], the matrix pencil approach developed by Patton and Hou [92], in which
matrix pencil decompositions are necessary and thus the use of a matrix pencil de-
composition technique proposed by Van Dooren [55] is suggested, as well as the
work by Wiinnenberg [183], just mentioning some of them. We would like to point
out that in this chapter we have only presented the original and simplest form of the
UIO technique, although it is one of widely used approaches and exists in numerous
presentation forms, see, for instance, [90, 170]. The reason why we did not present
it in more details lies in the fact that the application of this approach for the FDI
purpose is restricted due to the existence conditions. Recall that the UIO is used
for the state estimation, while for a residual generation only an estimation of the
process output is needed. As a result, the existence conditions for UIO are stronger
than the ones for the other approaches described in this chapter. We refer the reader
to the survey papers, for example, [60-62], and the references given there for more
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information about UIO design technique. The alternative scheme for residual gen-
eration and PUIDP solution by means of null matrix formulation has been proposed
in [67, 166].

It is worth to emphasize that a unknown input decoupling is achieved

e at the cost of fault detectability and
e on the basis of sufficient information delivered by the embedded sensors.

A careful check of the possible degradation of the fault detectability before the re-
alization of a unknown input decoupling is helpful.

Finally, we would like to mention that only few studies on the design of mini-
mum or low order residual generators have been reported, although such residual
generators are of practical interest, due to their favorable on-line computation.



Chapter 7
Residual Generation with Enhanced Robustness
Against Unknown Inputs

It has been early recognized that the restriction on the application of the perfect
decoupling technique introduced in the last chapter may be too strong for a realistic
dissemination of this technique in practice. Taking a look at the general existence
condition for a residual generator perfectly decoupled from unknown inputs,

rank(Gyd (s)) <m

it becomes clear that a perfect decoupling is only possible when enough number of
sensors are available. This is often not realistic from the economic viewpoint. Fur-
thermore, if model uncertainties are unstructured and disturbances possibly appear
in all directions of the measurement subspace, the decoupling approaches intro-
duced in the last chapter will fail.

Since the pioneering work by Lou et al., in which the above problems were, for
the first time, intensively and systematically studied and a solution was provided,
much attention has been devoted to this topic. The rapid development of robust con-
trol theory in the 1980s and early 1990s gave a decisive impulse for the establish-
ment of a framework, in which approaches and tools to deal with robustness issues
in the FDI field are available. The major objective of this chapter is to present those
advanced robust FDI approaches and the associated tools, which are becoming pop-
ular for the robust residual generator design. Different from a perfect decoupling,
the residual generators addressed in this chapter will be designed in the context of
a trade-off between the robustness against the disturbances and the sensitivity for
the faults. As a result, the generated residual signal will also be influenced by the
disturbances, as shown in Fig. 7.1.

Generally speaking, robust FDI problems can be approached in three different
manners:

e making use of knowledge of the disturbances
A typical example is the Kalman filter approach, in which it is assumed that the
unknown input is white noise with known variances

e approximating G4(s) by a transfer matrix Eyd (s) which, on the one hand, sat-
isfies the existence conditions for a PUID and, on the other hand, provides an
optimal approximation (in some sense) to the original one

S.X. Ding, Model-Based Fault Diagnosis Techniques, Advances in Industrial Control, 163
DOI 10.1007/978-1-4471-4799-2_7, © Springer-Verlag London 2013
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disturbances ———
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input
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Fig. 7.1 Schematic description of robust residual generation

It is evident that the design procedure of this scheme would consist of two steps:
the first one is the approximation and the second one the solution of PUIDP based
on Gyq(s)
e designing residual generators under a certain performance index

A reasonable extension of the PUIDP is, instead of a perfect decoupling, to make
a compromise between the robustness against the unknown input and the sensi-
tivity to the faults. This compromise will be expressed in terms of a performance
index, under which the residual generator design will then be carried out.

In the forthcoming sections, we are going to describe the first and the last types of
schemes, and concentrate ourselves, however, on the third one, due to its important
role both in theoretical study and practical applications.

7.1 Mathematical and Control Theoretical Preliminaries

Before we begin with our study on the robustness issues surrounding the FDI sys-
tem design, needed mathematical and control theoretical knowledge and associated
tools, including

norms for signals and systems

algorithms for norm computation

singular value decomposition (SVD)

co-inner—outer factorization (CIOF)

Hoo solutions to model matching problem (MMP) and
linear matrix inequality (LMI) technique,

will be introduced in this section. Most of them are standard in linear algebra and
robust control theory. The detailed treatment of these topics can be found in the
references given at the end of this chapter.
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7.1.1 Signal Norms

In this subsection, we shall answer the question: how to measure the size of a signal.
Measuring the size of a signal in terms of a certain kind of norm is becoming the
most natural thing in the world of control engineering. A norm is a mathematical
concept that is originally used to measure the size of functions. Given signals u, v
Ui Vi
u=|: |eR", v=| ! |eR"

Un Vn

then a norm must have the following four properties:

L Jlull =0
IL Ju| =0¢<=u=0
III. ||aul|| = |a|||u||, a is a constant

IV flu 4 vl < flull + o]l

Next, three types of norms, which are mostly used in the control engineering and
also for the FDI purpose, are introduced.

Ly (I3) Norm The £, (I3) norm of a vector-valued signal u(¢) (u(k)) is defined
by

o]

o 12 1/2
||M||2=</0 u%)u(t)dr) or ||u||z=<ZuT<k>u(k)> AN

k=0

The £> (I>) norm is associated with energy. While ul (Ou@) or ul ()uk) is gen-
erally interpreted as the instantaneous power, ||u||, stands for the total energy.

In practice, the root mean square (RMS) value , instead of £, (I) norm, is often
used. The RMS value measures the average energy of a signal over a time interval
and is defined by

1 T 1/2 1 N-—1
||u||RMs=<? /0 u%)u(r)dr) or ||u||RMs=(N§0uT<k>u<k)>

1/2

(7.2)
It follows from the Parseval theorem that the size computation of a signal can also
be carried out in the frequency domain:

'S} r 1 00 r . .
/ u (t)u(t)dt:—/ u (—jo)u(jo)dw
0 21 J o

for the continuous-time signal and

e

. T _L T(, —jb 6
> u (k)u(k)_zn/ ul (e77%)u(e?) a0

k=0 -
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for the discrete-time signal, where
u(jo)=F(u@) and u(e’?)=F(uk))

with F denoting the Fourier transformation.

In the FDI study, we are often interesting in checking whether the peak amplitude
of a vector-valued residual is below a given threshold. To this end, we introduce next
the so-called peak-norm.

Peak Norm The peak norm of u € R” is defined by

1/2 1/2

[ullpear = sup(u” (Hu())’~  or ||u||pmk=s1;p(uT<k>u(k)) :
t

Peak norm is also called L~ (lo0) norm.

Remark 7.1 By introducing the above definitions we have supposed that the signal
under consideration is zero for ¢ < 0, that is, it starts at time ¢ = 0.

A direct application of the signal norms in the FDI field is the residual evaluation,
where the size (in the sense of a norm) of the residual signal will be on-line calcu-
lated and then compared with a given threshold. Since evaluation over the whole
time or frequency domain is usually unrealistic, introducing an evaluation window
is a practical modification. For our purpose, following definitions are introduced:

t 1/2 ky 172
lull2,y = ( / u” (D)u() dr) or lullay = < > uT(k>u(k)> (7.3)
f k=k
1 ) . 1/2
luellz,g = (E / ul (—jo)u(jw) dw) (7.4)

1/2 1/2
el peat.y = suE(uTa)u(r)) 2 or ull peak.y = ;ug(u%k)u(k)) / (7.5)
te S

where ¥ = (t1, 1) or ¥ = (k1,kp) and ¢ = (w1, w2) stand for the time and fre-
quency domain evaluation windows.

Note that a discrete-time signal over a time interval can also be written into a
vector form. For instance, in our study on parity space methods, we have used the
notation dy (k),

d(k)
dk+1)
ds (k) = )

d(k.—l—s)

to represent the disturbance in the time interval [k, k + s]. Thus, in this sense, we are
also able to use vector norms to the calculation of the size of a (discrete-time) signal.
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Corresponding to the above-mentioned signal norms, we introduce following vector
norms: given u € R”

2 (Euclidean) Norm

1/2
lullg = (Z“) : (7.6)

i=1

oo Norm

lulloo = max [u;|. (1.7)
1<i<n

It is obvious that the computation of a vector norm is much more simple than the
one of a signal norm.

7.1.2 System Norms

In this subsection, we shall answer the question: how to measure the size of a system.

Consider a dynamic system y(s) = G(s)u(s). For our purpose, we only consider
those LTI systems, which are causal and stable. Causality means G(¢) =0 for¢ <0
with G (t) as impulse response. Mathematically, the causality requires that G(s) is
proper, that is,

lim G(s) < oo.
§—>00
A system is called strictly proper if
lim G(s) =
§—>00

System G (s) or G(z) is called stable if it is analytic in the closed RHP (Re(s) > 0)
or for |z| < 1.

One way to describe the size of the transfer matrix G (s) is in terms of norms for
systems or norms for transfer matrices. There are two different ways to introduce
norms for systems. From the mathematical viewpoint, G is an operator that maps the
vector-valued input function u to the vector-valued output function y. The operator
norm || G ||, is defined in terms of the norms of input and output functions as follows:

(7.8)

Iyl Gullp
IGIlp = sup u .
w0 lullpy  uzo lullp
It is thus also known as induced norm.

Suppose that the input signal # is not fixed and can be any signal of £, (/2) norm.
It turns out

lyll2 |Gul2
sup = sup
w0 el w0 lullz  wefo,ool

5(G(w)) (7.9)
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for continuous-time systems and

Gu ;
Iyl _  IGul2 5(G(e'%))
uz0 il uzo llullz gefo,27

for discrete-time systems, where ¢ (G (w)) or & (G (e/?)) denotes the maximum sin-
gular value of G (jw) or G (e’ ?). This induced norm equals to the H o, norm of G(s)
(G (z)) defined by

Hoo Norm

IGllo= sup &(G(®) or [Gllw= sup &(G(e’?)). (7.10)
we[0,00] 0€(0,27]

Hoo norm can be interpreted as the amplification of a transfer matrix that maps the
input signal with finite energy but being any kind of signals into the output signal.
Remember that in the design form of a residual generator,

r(s) = R(s)My(s)(Gyy(5) £ (5) + Gya(s)d(s))

both signals, d(s), f(s), are unknown. If their energy level is bounded, then H
norm can be used to measure their influence on the residual signal. It is interesting
to note that even if the input signal u is not £, bounded but |u|gys < 0o, we

have
|yl Ras _
sup =——— =supd (G(@)) = |G o (7.11)
uz0 lullrRMs o

In the FDI study, for y(s) € R™, ||y || peax is often used for the purpose of residual
evaluation. In this case,

Peak-to-Peak Gain

1Y llpeak

”G”peak = sup (7.12)
u#0 ”u”peak
is useful for the threshold computation.
A further induced norm is the so-called generalized H; norm,
Generalized 7{; Norm
||G||g = sup ”y”peak (713)
w0 lull2

which is rarely applied in the control theory but provides us with a helpful tool
to answer the question: how large does the disturbance (input variable) with
bounded energy cause instantaneous power change in the residual signal (output
variable)?
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Another norm for transfer matrices is

‘H, Norm
1 00 1/2
IGl2 = (E/ trace(GT(—ja))G(jw))da)) or (7.14)
1 2 ) 1/2
IGll> = (—/ trace(G” (779G (619))d¢9> : (7.15)
27 0

‘H> norm is not an induced norm, but widely used in the control theory. Given trans-
fer matrix G, when the input is a realization of a unit variance white noise process,
then the H> norm of G equals to the expected RMS value of the output. A well-
known application example of the > norm is the optimal Kalman filter, in which
the H, norm of the transfer matrix from the noise to the estimation error is mini-
mized.

Motivated by the study on parity space methods, we introduce next some norms
for matrices. Compared with the norms for transfer function matrices, the norms
for matrices are computationally much simpler. Let G € R™*" be a matrix with
elements G; j,i=1,...,m, j=1,...,n, then we have

Matrix Norm Induced by the 2 Norm for Vectors Which is also called spectral
norm:

IIGullz

IGll2 =su
u;ﬁO fluell2

7(G) = (max 2, (GTG))UZ. (7.16)

Frobenius-Norm
m n 1/2 n 1/2
IGlF = (ZZI%F) = (ZMG%;)) : (7.17)
i=1 j=1 i
oo Norm
n
|Glloo =max } | |Gij|

=1

which also equals to the induced norm by the co norm for vectors, that is,

1Gulloo
Gij| = 7.18
max2| =3 oo 719
7.1.3 Computation of H» and H~, Norms

Suppose system G(s) has a minimal state space realization G(s) = D + C(s] —
A)~1B and A is stable, then
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e for continuous-time systems ||G||7 is finite if and only if D = 0 and
IGll2 = trace(CPCT) = trace(B” OB) (7.19)
where P, Q are respectively the solution of Lyapunov equations
AP+ PAT + BBT =0, QA+ATQ+CcTc=0 (7.20)
e for discrete-time systems
IG|l> = trace(CPCT + DD") = trace(B" QB + D' D) (7.21)
where P, Q are respectively the solution of Lyapunov equations
APAT — P+ BBT =0, AToa—-o+cTc=o. (7.22)

Unlike the H» norm, an iterative procedure is needed for the computation of the H o
norm, where an algorithm of determining whether |G |ls < y will be repeatedly
used until

inf{llGlloo <7} =G0

is found. Below is the so-called Bounded Real Lemma that characterizes the set
{IGlloo < ¥}

Lemma 7.1 Given a continuous time system G(s) = D + C(sI — A)_l B e RHwo,
then ||Glloo <y if and only if

R:=y*I-D'D>0
and there exists P = PT > 0 satisfying the Riccati equation
P(A+BR'DTC)+(A+BR'D'C)" P+ PBR'BTP
+CcT(1+DR7'DT)C=0.

Lemma 7.2 Given a discrete time system G(z) = D + C(zI — A)"'B € RHoo,
then ||Glloo <y if and only if X > 0 such that

y2I—D'D—-BTXB>0
ATXA—X—-ATXGU+XG)'XA+y2>0=0
A=A+B(*1-D"'D)'D'c, G=-B(y*I-D'D) 'B"
0=CcT(y*1-D"D)"'C

and (I + XG)~ A is stable.
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We see that the core of the above computation is the solution of Riccati equations
which may be, when the system order is very high, computationally consuming.
There exists a number of CAD programs for that purpose.

In Sect. 7.1.7, an LMI based algorithm will be introduced for the Ho, norm
computation as well as the computation of other above-mentioned norms.

7.1.4 Singular Value Decomposition (SVD)

The SVD of a matrix G € R"*¥ with rank(G) = y is expressed by
G=UuxvT (7.23)
where U € RV € RF¥k,

UUT =1, vvT = I, )::[d‘ag(‘”’o“""y) 8} (7.24)

with o1 > 02 > --- > 0}, > 0 denoting the singular values of G. The SVD of G €
Rk is of the following two interesting properties:

14
IGIr=[USVT |, =1ZlF=) o (7.25)

i=1

IGl=|UzVT|,=1Zl,=01. (7.26)

I

7.1.5 Co-Inner-Outer Factorization

Inner—outer factorization (IOF) technique is a powerful tool for solving robustness
related control problems. For the FDI purpose, the so-called co-inner—outer factor-
ization (CIOF) plays an important role. Roughly speaking, a CIOF of a transfer
matrix G(s) is a decomposition of G(s) into

G($) =Geo($)Geils) (7.27)

where G;(s) is called co-inner and satisfies G;(jw)G};(jw) = I for all w (for
continuous-time systems) or G*(e/?)G(e/?) = I for all 6 € [0, 2] (for discrete-
time systems) and G,(s) is called co-outer and has as its zeros all the (left) ze-
ros of G(s) in the LHP and on the jw-axis, including at infinity (for continuous-
time systems), or within |z] < 1 (for discrete-time systems). IOC is a dual form
of CIOF and thus the IOC of G(s) can be expressed in terms of the CIOF of
GT(s) = (Geo(5)Gei(s)T = Gi(5)Go(s). Gi(s), Go(s) are respectively called in-
ner and outer of G (s).
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In most of textbooks on robust control, study is mainly focused on IOF instead
of CIOF. Also, it is generally presented regarding to continuous-time systems. Next,
we shall introduce the existence conditions for CIOF and the associated algorithms
by “translating” the results on IOF into the ones of CIOF based on the duality.

We first introduce some relevant definitions. A rational matrix G(s) is called
surjective if it has full row rank for almost all s and injective if it has full column
rank for almost all s. A co-outer is analytic in Cy and has a left inverse analytic
in C4. If there exists G (s) € R'H oo such that G~ (s)G(s) = I, then G(s) is called
left invertible in R H .

The following results are well-known in the robust control theory.

Lemma 7.3 Assume that G(s) € E’HZ’OX]‘ is surjective and
e in case of a continuous-time system: Yo € [0, o0]
rank(G(jow))=m <<= G(jw)G*(jw)>0 (7.28)
e in case of a discrete-time system: YO € [0, 21 ]
rank(G(ejg)) =m < G(eje)G* (ejg) >0 (7.29)
then there exists a CIOF
G(s) = Geo(5)Gei(s). (7.30)
Lemma 7.4 Assume that G(s) € .C’}’-LZ'OX]‘ is surjective and Vo € [0, 00]
G(jw)G*(jw) > 0. (7.31)
Then there exists an LCF G(s) = M1 (s)ﬁ(s) that also gives a CIOF
G(s) =M ($)N() = Goo()Gai(s) (7.32)

with G (s) = M1 (s) as co-outer and G.i(s) = ﬁ(s) € RHoo as co-inner. This
factorization is unique up to a constant unitary multiple. If G(s) € RHoo, then
G;al (s) € RHo. Furthermore, assume that the realization of G(s) = (A, B, C, D)
with A € R"*" is detectable and Yw € [0, 00]

A—jwl B

rank |: C D

] =n+m. (7.33)

Then the above LCF can be expressed by

M(s)=(A—LC,L,—QC, Q)

N(G)=(A—LC,B—LD,QC,0QD) € RHo (7.34)

—1/2

0 = (DDT) L=(rc" +BD")(DD")™"



7.1 Mathematical and Control Theoretical Preliminaries 173
where Y > 0 is the stabilizing solution of the Riccati equation
AY +YAT + BB — (vc" + BDT)(DDT) ' (CY + DBT)=0.  (7.35)
Lemma 7.5 Assume that G(z) € EHZ’OXk is surjective and V0 € [0, 21 ]
G(e/”)G*(e’?) > 0. (7.36)
Then there exists an LCF G(z) = M! (z)ﬁ(z) that also gives a CIOF
G(2) =M @N@ =G()Gii(2) (7.37)

with G.,(2) = ﬁ_l(z) as co-outer and G i(z) = ﬁ(z) € RHoo as co-inner. If
G(2) € RHo, then G;)I (2) € RHoo. This factorization is unique up to a constant
unitary multiple. Furthermore, assume that the realization of G(z) = (A, B, C, D)

with A € R"™ " is detectable and V6 € [0, 2]

A—e?l B

rank |: C D

i|=n +m. (7.38)

Then the above LCF can be expressed by

M(s)=(A—LC,L,—RC,R), N(s)=(A—LC,B—LD,RC,RD)eRHo

R=(DDT +cxc”)™"?  L=(ATxcT +BD")(DDT +CcxCT)”!
(7.39)
where X > 0 is the stabilizing solution of the Riccati equation
ApX(1+cT(pD")'cx)™'AL —x +BD]D, BT =0 (7.40)

Ap=A—CT(DD")'DB".

Note that Lemmas 7.4 and 7.5 establish an important connection between CIOF
and LCF, which is useful for our latter study.

In Lemmas 7.3-7.5, the LCF is achieved on the assumption that the transfer
matrix is surjective. Removing this condition, the LCF would be computationally
more involved. Below, we introduce a result by Oara and Varga for a general CIOF.
For the sake of simplification, we restrict ourselves to the continuous-time systems.

Lemma7.6 Let G(s) € R’HQ"OX]‘ be a real rational matrix of rankr. A CIOF G(s) =
Go(8)Gi(s) with Gi(s) co-inner and G, (s) co-outer, can be computed using the
following two-step algorithm:

o Column compression by all-pass factors: G is factorized as

Gs)=[G(s) 0]Gals)
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where G, (s) is square and inner, 5(5) € RH™" is injective and has the same
zeros in E+ as G(s), and its zeros in C_ include the zeros of G;l(s). By this
step, G,4(s) is chosen to have the smallest possible Mcmillan degree which is
equal to the sum of all right minimal indices of G(s). The computation of G,(s)
amounts to solving for the stabilizing solution of a standard Riccati equation.
G (s) can be rewritten into G(s) = G(s)Gal(s) where G,(s) = [Gg1(s) G 1,
Gai(s) € R7* is inner.

e Dislocation of zeros by all-pass factors. 5(s) is further factorized as 6(s) =
Go(5)Gaa(s), where Gao(s) is square, inner and Go(s) is injective and has no
zeros in C4. By this step, G 42(s) is chosen to have the smallest possible Mcmillan
degree which is equal to the number of zeros of é(s) in C+. The computation of
Ga2(s) is achieved by solving a Lyapunov equation.

The CIOF is finally given by

G($5) = Geo(5)Geils), Geo(s) = Go(s), Gei(s) = Ga2(5)Gar(s). (7.41)

7.1.6 Model Matching Problem

Hoo Optimization technique is one of the most celebrated frameworks in the control
theory, which has been well established between the 1980s and 1990s. The appli-
cation of H, optimization technique to the FDI system design is many-sided and
covers a wide range of topics like design of robust FDF, fault identification, handling
of model uncertainties, threshold computation etc.

MMP is a standard problem formulation in the H, framework. Many approaches
to the FDI system design can be, as will be shown in the next sections, re-formulated
into an MMP. The MMP met in the FDI framework is often of the following form:
given T1(s), Ta(s) € RHoo, find R(s) € RH o SO that

|T1(s) = R(s)T2(s) | ., —> min. (7.42)

The following result offers a solution to the MMP in a way that is very helpful for
the FDI system design.

Lemma 7.7 Given (scalar) transfer functions Ti(s), Ta(s), R(s) € RH o and as-

sume that Ty (s) has zeros s =s;,i =1, ..., p, in the RHP, then
min  ||T1(s) — R&)Ta(s)|| . =2Y2(T 7.43
LY || 1(s) — R(s)Ta( )||Oo (T) (7.43)

where A(T) denotes the maximum eigenvalue of matrix T which is formed as fol-
lows:
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e form
r—+_ ... _1_
sH—si‘ s1+s;§
1
P1 — “ee m “ee ,
L sp+sy spFs},
(7.44)
T (SI)T|*(SI) . T (SI)T|*(S]7)
S1+ST S1+s;§
Py — Ti ()T} (s))
2= s,'—i-s;f
T (Sp)Tl* (s1) . T (‘Yp)Tl* (Sp)
spt+st sptsy
e set
—1/2 —-1/2
T=p PP (7.45)

It follows from Lemma 7.7 that the model matching performance depends on the
zeros of T»(s) in the RHP. Moreover, if T} (s) = «, a constant, then

1T1(s) = R(s)Ta(s) | o, = I]. (7.46)

These two facts would be useful for our subsequent study.

7.1.7 Essentials of the LMI Technique

In the last decade, the LMI technique has become an important formulation and
design tool in the control theory, which is not only used for solving standard robust
control problems but also for multi-objective optimization and handling of model
uncertainties. As FDI problems are in their nature a multi-objective trade-off, that
is, enhancing the robustness against the disturbances, model uncertainty and the
sensitivity to the faults simultaneously, application of the LMI technique to the FDI
system design is currently receiving considerable attention.

In the Hoo framework, the Bounded Real Lemma that connects the Ho, norm
computation to an LMI plays a central role. Next, we briefly introduce the “LMI-
version” of the Bounded Real Lemma for continuous and discrete systems.

Lemma 7.8 Given a stable LTI system G(s) = D + C(sI — A)~'B, then
G ($)|loo < v if and only if there exists a symmetric Y with

ATY+YA YB (T
BTy —ylI DT | <0, Y>O0. (7.47)
C D —yl
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Lemma 7.9 Given a stable LTI system G(z) = D + C(zI — A)~'B, then
IG(2)|loo < ¥ if and only if there exists a symmetric X with

-X XA XB 0

ATx —-x o cT

BT 0 —yI DT
0 C D -yl

<0, X=>0. (7.48)

Recently, a generalization of the above lemmas, the so-called GKYP-Lemma
(Generalized Kalman—Yakubovic—Popov) has been proposed, which establishes the
equivalence between a frequency domain inequality in finite frequency intervals and
a matrix inequality. This result has also been successfully applied to the FDF design.
For our purpose, we introduce a simplified form of the GKYP-lemma.

Lemma 7.10 Given transfer matrix
G(s)=D+C(sI —A)'B

and a symmetric matrix IT € RUT™XOHM) then the following two statements are
equivalent:

(i) the finite frequency inequality

. T .
[G(_IJ“’)] H[G(;“’)}w, Yo e 2 (7.49)

where §2 is given by
lw| <@y:  low frequency range
2 =13 |w| = @y: high frequency range

o <w <wy: middle frequency range.

(ii) there exist n x n-dimensional Hermitian matrices P, Q > 0 such that

T T
3oL o[2 1S 2T alS 20 o
where
[ o2l o] <
5=11% a0 ] = @

[ -0 P—./'ch]’

w]t+w
P—jo.Q —m @20 :

o Sw =W, We =
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In the LMI framework, the so-called Schur complement is often used for check-
ing the definiteness of a matrix. Given matrix

Al A
A =
[ Azl Ax }
and suppose that Aj; > 0 (A1 < 0), then

A>0 (A<0 (7.51)

if and only if
A=An—AynAAn>0 (A<0) (7.52)

where A is known as the Schur complement of A.

7.2 Kalman Filter Based Residual Generation

In this section, we present one of the first residual generation schemes, the Kalman
filter based residual generation.
Consider a discrete-time dynamic system described by

x(k+1) = Ax(k) + Bu(k) + E 7 f (k) + Eyn(k) (7.53)
y(k) = Cx(k) + Du(k) + Fr f (k) + v(k) (7.54)

where x (k) e R", u(k) Rku, y(k) € R™ are the state, input, output vectors of the
system, f(k) € RKs stands for the fault vector. nk) e Rkn, v(k) € R™ represent
process and measurement noise vectors. It is evident that for such a system there
exists no residual generator decoupled from the unknown inputs n(k), v(k).

On the other hand, from the well-established stochastic control theory we know
that a Kalman filter delivers residual that is a white Gaussian process if the noise sig-
nals 1 (k), v(k) are white Gaussian processes and independent of initial state vector
x(0) with

n@On’ Gy nGwTMN]_[ Zy Spr]. o [l i=
5[v(i)'7T(j) v(i)vT(j)]_[Sv,jr Zx}&f’ 5'1—{0, iz 59

>, >0, z, >0, E[nt] =0, E[vk]=0 (7.56)
ExO]=%  E[(x©0) —%)(x©) —5) ] =P, (7.57)

The Kalman filter technique makes use of this fact and performs a fault detection in
two steps:
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e residual generation using a Kalman filter

e residual evaluation by doing the so-called Generalized Likelihood Ratio (GLR)
test that allows us to detect changes in the residual signal. In Chap. 11, the GLR
test will be briefly presented.

In this section, we devote our attention to the problem of residual generation
using a Kalman filter. We suppose that the noises n(k), v(k) and the initial state
vector x (0) have the properties described by (7.55)—(7.57).

A Kalman filter is, although structured similar to an observer of full order, a
time-varying system given by the following recursions:

Recursive Computation for Optimal State Estimation
0)=x (7.58)
X(k+1)=Ax(k)+ Bu(k) + L(k)(y(k) —Cx(k) — Du(k)). (7.59)

Recursive Computation for Kalman Filter Gain

PO)=P, (7.60)
P(k+1)=AP()A" — L()R(K)L" (k) + Ey Z,E} (7.61)
L(k) = (AP(K)CT + E;S,,r)R; (k) (7.62)
R.(k)= X, +CP(k)CT (7.63)

where x (k) denotes the estimation of x (k) and
P (k) =5[(x(k) —f(k))(x(k) —JE(k))T] (7.64)

is the associated estimation error covariance.
The significant characteristics of Kalman filter is

e the state estimation is optimal in the sense of
P(k) = E[(x (k) = 2(0)) (x (k) — £(k))"] = min

e the so-called innovation process e(k) = y(k) — Cx (k) — Du(k) is a white Gaus-
sian process with covariance

E(ekye” (k)) = Re(k) = 2, + CP(k)CT.

The underlying idea of applying Kalman filter to solve FDI problems lies in making
use of the second property. Let residual signal r (k) be the innovation process

r(k) =e(k) = y(k) — Cx(k) — Du(k).

Under the normal operating condition, that is, fault-free, r (k) should be a zero mean
white Gaussian process. When a fault occurs, that is, f (k) # 0, the change in the
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mean value can be determined, for instance, by means of a GLR test that will be
discussed in the next part. In such a way, a successful fault detection is performed.
Note that the signal Cx (k) + Du(k) is in fact an optimal estimation of the measure-
ment y(k).

Remark 7.2 Although given in the recursive form, the Kalman filter algorithm
(7.58)—(7.59) is highly computation consuming. The most involved computation
is P(k), (X, + CP(k)CT)~!, which may also cause numerical stability problem.

There are a great number of modified forms of the Kalman filter algorithm. The
reader is referred to the references given at the end of this chapter.

Suppose the process under consideration is stationary, then
lim L(k) = L = constant matrix
k—00

which is subject to

L=(APC" +E,S! )R, (7.65)
with
Y = klin;o P k), R.=%,+CPCT. (7.66)
It holds
P=APA" —LR,L" + E,X,E]. (7.67)

(7.67) is an algebraic Riccati equation whose solution P is positive definite if the
pairs (A, E;) and (C, A) are respectively, controllable and observable. It thus be-
comes evident that given system model (7.53)—(7.54) the gain matrix L can be
calculated off-line by solving Riccati equation (7.67). The corresponding residual
generator is then given by

£(k+1) = A%(k) + Bu(k) + L(y(k) — Cx (k) — Du(k)) ]
(7.68)
r(k) = y(k) — C£(k) — Du(k).

Note that we now have in fact an observer of the full-order.
Below is an algorithm for the on-line implementation of the Kalman filter algo-
rithm given by (7.58)—(7.63).

Algorithm 7.1 (On-line implementation of Kalman filter)

S0: Set x(0), P(0) as given in (7.58) and (7.60)

S1: Calculate R, (k), L(k), x(k), according to (7.62)—(7.63) and (7.59)
S2: Increase k and calculate P(k + 1) according to (7.61)

S3: Go S1.
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Remark 7.3 The oft-line set up (S0) is needed only for one time, but S1-S3 have to
be repeated at each time instant. Thus, the on-line implementation, compared with
the steady-state Kalman filter, is computationally consuming. For the FDI purpose,
we can generally assume that the system under consideration is operating in its
steady state before a fault occurs. Therefore, the use of the steady-state type residual
generator (7.68) is advantageous. In this case, the most involved computation is
finding a solution for Riccati equation (7.67), which, nevertheless, is carried out off-
line, and moreover for which there exist a number of numerically reliable methods
and CAD programs.

Example 7.1 In this example, we design a steady Kalman filter for the vehicle lateral
dynamic system. For our purpose, the linearized, discrete time model is used with

L _[06333 —0.0672 4 [0.0653
= 20570 0.6082 | =| 34462
o _[-1527568 12493 e o _[0 0 —00653
=l o 10000 =lo]" Er=lo 0o 3me
10 56 ~0.0653
Fr=1o 1 o]’ E'7=[3.4462]

Using the given technical data, we get

0.0025 0
%, =0.0012, Eu=[ 0 1,2172e—5}

and based on which the observer gain matrix has been computed

I — —0.0025 —0.0086
| 00122 0.9487 |°

7.3 Robustness, Fault Sensitivity and Performance Indices

Beginning with this section, we shall study the FDI problems in the context of
a trade-off between the robustness against the disturbances and sensitivity to the
faults. To this end, we are first going to find a way to evaluate the robustness and
sensitivity and then to define performance indices that would give a fair evaluation
of the trade-off between the robustness and sensitivity.

To simplify the notations, in this section we express a residual generator in terms
of

r=Hy(P)d+ H¢(P)f (7.69)

where r stands for residual vector which is either 7 (s) for the residual generators in
the recursive form (observer-based residual generators) or rg (k) for the residual gen-
erators in the non-recursive form (parity space residual generators). Corresponding
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to it, we have
Hy(P) = R(S)MLl(S)Gyd(s)v Hy(P) = R(s)M, (8)Gyy(s) (7.70)

or
Hy(P)=VsHy,s, Hp(P)=VsHp; (7.71)

where variable P is used to denote design parameters, which are, in case of a resid-
ual generator in the recursive form, the post-filter R(s) and the observer matrix L,
and the parity vector V for a residual generator in the non-recursive form.

7.3.1 Robustness and Sensitivity

A natural way to evaluate the robustness of residual generator (7.69) against d is the
use of an induced norm, which is formally defined by

H;(P)d
R = | Ha(P)| =Zi%””|’|(d%. (1.72)

It is well known that this is a worst-case evaluation of the possible influence of d
onr.

Compared with the robustness, evaluation of sensitivity of an FDI system to the
faults is not undisputed. The way of using an induced norm like

15y (P) Sl

7.73
A1 77

Sp = [P = sup
F#0

is popular and seems even logical. However, when we take a careful look at the
interpretation of (7.73), which means a best-case handling of the influence of f
on r, the sense of introducing (7.73) for the sensitivity becomes questionable. A
worst-case for the sensitivity evaluation should, in fact, be the minimum influence
of f on r, which can be expressed in terms of

- H (P
Sy = HyP)] = inf JICIT (7.74)

Note that Sy, is not a norm, since there may exist f # 0 such that Hy(P) f = 0.
This is also the reason why in some cases the sensitivity defined by (7.74) makes
less sense.

Both S+, Sy, have been adopted to measure the sensitivity of the FDI system
to the faults, although S, was introduced much late than Sy, .

We would like to remark that both Sy, Sy, are some extreme value of transfer
matrix. From the practical viewpoint, it is desired to define an index that gives a fair
evaluation of the influence of the faults on the residual signal over the whole time
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or frequency domain and in all directions in the measurement subspace. We shall
introduce such an index at the end of this chapter, after having studied the solutions
under the standard performance indices.

7.3.2 Performance Indices: Robustness vs. Sensitivity

With the aid of the introduced concepts of the robustness and sensitivity we are now
able to formulate our wish of designing an FDI system: the FDI system should be
as robust as possible to the disturbances and simultaneously as sensitive as possible
to the faults. It is a multi-objective optimization problem: given (7.69), find P such
that

R;— min  and simultaneously Sy — max.

It is well known that solving a multi-objective optimization problem is usually much
more involved than solving a single-objective optimization. Driven by this idea, a
variety of attempts have been made to reformulate the optimization objective as a
compromise between the robustness and sensitivity. A first kind of these perfor-
mance indices was introduced by Lou et al., which takes the form

Js_r=suplasSy—ayRy), ay,oaq>0 (7.75)
P

where af, oy are some given weighting constants. Wiinnenberg and Frank sug-
gested to use the following the performance index

S .
Js/r =sup =L (7.76)
P Ra

which, due to its intimate connection to the sensitivity theory, is widely accepted.
Currently, the index of the form

Ry<y and Sy>p (7.77)

becomes more popular, where y, 8 are some positive constant. The FDI system
design is then formulated as maximizing 8 and minimizing y by selecting P.

7.3.3 Relations Between the Performance Indices

Next, we are going to demonstrate that the above-introduced three types of indices
are equivalent in a certain sense.
Suppose that

Ps/R.opt = arg(sup JS/R)
P
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then it follows from (7.69) that for any constant , ¥ Ps,g,pr also solves supp Jg/g.
This means that the optimal solution to the ratio-type optimization is unique up to
a constant. To demonstrate the relationship between the optimal performance under
indices (7.76) and (7.77), suppose that P, solves

mfe’lx,B and rrgny subject to (7.77)

and yields

|Hy Podll _ . _ B

H¢(P, = B, Hy(P = = = .
” 1 (Popr) ” Bi H ' (Popt) || Y1 1 Ha(Pop) | ”
On the other hand, Pg/g op: ensures that Vit > 0

I Hy(Ps/r,op)ll 119 Hf(Ps/R,0po)l -
I Ha(Ps/R.op) |l 19 Ha(Ps/R,op) || —

As a result, it is possible to find a ¥ such that

|9 Hf(Psjrop)|| = 81 and || Ha(Psr.op) | = 71 (7.78)

To illustrate the relation between optimizations under (7.76) and (7.75), suppose
that Ps_ g ops solves

sup Js—k = sup(ay | Hy (P)| = aal| Ha(P)])
and results in

ar|Hf(Ps—gop) | — ed|Ha(Ps—gop) | =1, | Ha(Ps—g,opr)| =6

O[f”Hf(Psz,opt)” =g+ n
”Hd(PS—R,opt)” 0

Once again, we are able to find a ¥ such that

O H¢(Pg_
O(f” f( S R,Opt)” > oy + E and ||19Hd(PS—R,opt) ” -0
”ﬁHd(PSfR,opt)” 0

= as||[9Hf(Ps—r.op)| — @ |9 Hi(Ps—g,opt) | = 1. (7.79)

(7.78) and (7.79) demonstrate that the optimal solution under ratio-type performance
index (7.76) is, up to a constant, equivalent to the ones under indices (7.75) and
(7.77). With this fact in mind, we consider, in this chapter, mainly optimizations
under indices (7.76) and (7.77), which are also mostly considered in recent studies.
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7.4 Optimal Selection of Parity Matrices and Vectors

In this section, approaches to optimal selection of parity vectors will be presented.
The starting point is the design form of the parity relation based residual generator

r(k) = Vs(Hd,sds(k) + Hf,sfs (k)), Vs € Ps (7~80)
where r(k) € R%, o denotes the dimension of the parity space of order s, which,

following Theorem 5.11, is given by

N
o= E (m —m;), for omin <5 < Omax

i=0min
Omax—1
=mx (s —0omax+1)+ E (m —m;), fors > omax.
[ =0min

Our task is to choose V; under a given performance index. Recall that it holds for
VsHy s, VsHyg with Vs € Py that

Vs Hd,s = Vs Qhase,s Hd,s = Vsﬁd,s (7.81)
Vs Hf,s = Vs Qhase,s Hf,s = Vsﬁf,s (7.82)

with Qpase,s being the base matrix of parity space and V, # 0 an arbitrary matrix
with appropriate dimensions. Hence, residual generator (7.80) can be re-written into

r(k) =Vy(Ha,sds(k) + H 15 fs (k). (7.83)
We suppose that

rank(ﬁd, s) = the row number of ﬁd, s

that is, the PUIDP is not solvable, which motivates us to find an alternative way to
design the parity matrix V.

7.4.1 S¢ 4 /Ry as Performance Index

The idea of using the ratio of the robustness (Ry) to the sensitivity (S ) was initiated
by Wiinnenberg and Frank in the middle 1980s. We first consider the case
IHy [l
Sr4 =sup
S

and express the performance index in terms of

Sy ViH
JS’_‘_/R — max f,—‘,— max ”_S_/,S ” (784)
ViePy Ry Vs IVsHasl
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where | - || denotes some induced norm of a matrix. Doing an SVD of ﬁd,s gives
Hy,=UxVT, UUT =1I,x4 (7.85)
Vvl =Igp, ¥ =[diago1,...,00) Oux(p-a) | (7.86)

where f is the column number of Hy g, i.e.
B=kq(s +1—omax).
Let
V,=V,s~'UT, S=diag(o1,...,0q). (7.87)
It turns out

”Vsﬁd,s = ” Vs [Ia,oz Oax(ﬂ—a) ] ” .

Following the definitions of Frobenius-norm, 2 and oo norms for a matrix, we have

Vi [law  Ouxipoo )| = 1VsllF (7.88)
Vs [ea  Oaxp—a ||, = 5 (Vo) = 1Vsl12 (7.89)
Vs [T Oaxp—o | o = I Vslloo- (7.90)

Note that for the induced norms like 2 and co norm
IViH psll = |VeST'UTH s | < 1Vsll| ST UTH 14
As a result, the following inequality holds: vV, #0

IViHpsll _ I1VeS™ UTH psll _ IVslIS™ UTH 1]

V.Hy.l 7 = = =|sT'UTHy,|.
IVsHasl Vsl IVl I f

In other words, we have
JS,-',—/R =< ” S_IUTHf’S ” .
On the other hand, it is evident that setting V=1 gives

||Vsﬁf,s||

N st luTH
VAL s
thus, we finally have
[ Vsﬁf,A” —17,T
S S Fgl |

This proves the following theorem.
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Theorem 7.1 Given system (7.83), then

vV,=S"'uT (7.91)
solves the optimization problems
VsHfy V.H
JS/R,Z = max ”_s_f,s ll2 ’ JS/R,oo = max ||_s_f,s lloo (7.92)
v, IVsHasll2 Ve IVsHaslloo
which results in
(LN e ——
Js/rp=max ————— =S U' Hy, (7.93)
V. |VsHaslo | ol
VH _
Js/Ro0 = max Vs H falloo |ST'UTHay . (7.94)
Vs ”Vst,s”oo

Note that the optimal solution (7.91) solves all above-mentioned two optimiza-
tion problems. This fact is of great interest for the sensitivity and performance anal-
ysis of FDI systems.

We now summarize the main results achieved above into an algorithm.

Algorithm 7.2 (Solution of optimization problem Sy 1 /R4)

S1: Doan SVD on H g
S2: Set V according to (7.91).

Next, we study the relationship between the optimization problems whose solu-
tions are presented above and the optimal design of parity vectors under the perfor-
mance index

— =T
Vg Hf“g Hf“gvT

J = max (7.95)

—T
Us USdest’SUT

which was introduced by Wiinnenberg and Frank and is now one of the mostly used
performance indices. To begin with, we take a look at the solution of optimization
problem (7.95). Let the optimal solution be denoted by vy, ,p; and rewrite (7.95) into
— =T — =T T

vs,opt(JHd,s Hd,f —Hy Hf,s)(vs,opt) =0.

By an SVD ofﬁdys, ﬁd,s =UXVT, we obtain
— =T
Vsopt(JUSZTUT —Hy H f ) g.0pr)" =0.

Setting

= o—1y;T
Us,opt = v, S U
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yields

T, @) — 0,8\ UTH (5,5 'UTH )" =0.
It is clear that choosing the nominal eigenvector corresponding to the maximal
eigenvalue of matrix S -lyTH f,sﬁ;SU S—1 as vy, that is,

Oy (max] — STUTH p Hy US™) =0, 5,597 =1 (7.96)

with Amax being the maximal eigenvalue of matrix S -1y Tﬁfﬂ;ﬁ? JUS - gives
J = Amax- (1.97)
Theorem 7.2 Given system (7.83), then the optimal solution of (7.95) is given by
Vs.opr = 058U T (7.98)
with v solving (7.96), and in this case

J = max 7USHf’SHf’S U

» —_T = Amax- (7.99)
s vSdeSHd,SU_ST

Comparing J in (7.95) with Js/g 2 and noting the fact
Amax = C_T(E;’SUSil) = 6'(571 Urﬁf,s)
we immediately see

T =J5k - (7.100)

This reveals the relationship between both the performance indices and verifies that
the optimal solution is not unique. In fact, we have

IVsH sl lvs H 7.5 ll2
JS/R‘Z =max ——— — =maxX —————.
Ve IVsHasllz v llvsHasll2

Nevertheless, both the FDI systems have quite different fault detectability, as the
discussion in Chap. 12 will show.
Bringing (7.96) into the following form

By (vmax — ST UTH z Hyp ,US™) =0
— Vf(JHasHy, ~HyHy,) =0 (7.101)

shows that the optimization problem (7.95) is equivalent to a generalized eigenvalue—
eigenvector problem defined by (7.101). The maximal eigenvalue is the optimal
value of performance index J, and the corresponding eigenvector is the optimal
parity vector.
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7.4.2 Sy,_ /Ry as Performance Index

As mentioned in the last section

IH f.s fs (0|
Sf-= inf —————
f0#£0 | fsR) |

is also a reasonable index to evaluate the fault sensitivity. However, it is not a norm.
For this reason, we restrict our attention just to the following case

Sp—= Q(Vsﬁf,s)

where o (ViH f,s) denotes the minimum singular value of matrix H f.s- It is worth
noting that if V.H .5 has full column rank, then
VH 7 fs(k —
o W bW _ o
Lw# | fs ()]

Analogous to the calculation made in the last subsection we have

Sp_ o(ViHyy) o(V,ST'UTH )
—max —— "~ — max .

Js

Js,—/r = max =Mmax ————"— = mz ~
Vv, Ra Ve IVsHasllz Vs Vsll2

Since
o(ViST'WWTH ) <6(Vp)a(ST'UTH 1)
and 5 (Vy) = || Vs ||, it turns out
Theorem 7.3 Given system (7.83), then
V,=S"1uT (7.102)
solves the optimization problem

J

Sg— Q(Vsﬁf,x)
=—max —————

JS’_/RijIX (7.103)

v, Ra B Vs ”Vsﬁd,s ll2
which results in
Js,—/r = g(571 UTﬁf,s).
It is very interesting to notice that the optimal solution
Ve=s"'u"

recalling the results described in Theorem 7.1, solves both optimization problems
Sf+/Rqgand Sy, /Ry.
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As mentioned previously, the optimization solution is not unique. Setting
Ve =v, =0,87'0T
where vy is the eigenvector corresponding to the minimum eigenvalue of matrix
ST\UTH 1, Hy,US™!, thats,
S (STUTH p Hy US™ = hind) =0, Amin 0, 55(5,)7 =1
delivers the same performance value,
Js—jr=0(ST'UTH ).

On the other hand, in this case

Js,+/r <max Js /R
|4

s

that is, the solution is not optimal in the sense of Jg 1 /r.

We see that different optimal solutions may provide us with considerably differ-
ent system performance. The question which one is the best one can only be an-
swered in the context of an analysis of FDI system performance. This is the central
topic in Chap. 12.

Let o; () denote the ith singular value of a matrix. Since

oi(ViST'WWTH 15) <6(Vo)oi (ST'UTH 1)
we have
Ui(Vsﬁf,s) Ui(vsS_IUTﬁf,s)
HEIXT :mle — =
Ve IVsHasll2 Vi o(Vy)
5(V)oi(ST'UTH )

< max — =

Vs U(Vs)

(7.104)

oi(ST'UTH ) (7.105)

and so the following theorem.

Theorem 7.4 Given system (7.83), then
Vy=s"'uT (7.106)
solves the optimization problem

Ui(vsﬁf,s)

max — foralli (7.107)
Vs ” Vs Hd,s “2

Js/R,o: =

for which we have

(o] (Vsﬁf,s)
ax —— 477 —

= oi(ST'UTH 45).
V. IViHaslo i 5)
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We would like to call reader’s attention that Theorems 7.1 and 7.3 are indeed
two special cases of Theorem 7.4. From the practical viewpoint, performance index
Js/R.0; gives a fair evaluation of the influence of the faults on the residual signal
over the time interval [k — s, k] and in all directions in the measurement subspace.
For these reasons, solution (7.106) is called unified parity space solution.

7.4.3 Js—_g as Performance Index

The first version of the performance index in the Js_g form was proposed by Lou
et al. We consider in the following a modification form expressed in terms of

Js—g=max(as|VsH sl —aallVsHasll), of,aq>0 (7.108)
where || - || denotes 2 and co norms of a matrix. Since Jg—g is proportional to the
size of parity matrix Vs, we suppose that || V| = 1, that is, we are only interested

in those nominal solutions.
Repeating the same procedure adopted in the previous two subsections allows us
to rewrite (7.108) into

Js_gr = n%ax(a AVH sl — aallViHasl) < WVsll(ar | ST'UTH f5 | — aa)

with V, = V,S~1UT. Thus, we claim

Theorem 7.5 Given system (7.83), then the optimal solution

— s-lyT
e 7.109
PTsTuT (7109
leads to
STVUTH ;|| —
Jop=21 sl — o (7.110)

Is=tuT|

Recall that the optimization problems Jg 1 /r, Js,—/r are independent of the size
of Vi, that is, for all k # 0

V,=«S'uT

also solves the optimization problems Jg 1 /g, Js,—/r, and furthermore

Is+/r=|ST'UTH 4]
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It leads to

Corollary 7.1 Js 1 /r, Js,— /R, Js—r have the identical solution:

— s—iyT
Vi= ——. 7.111
st (1D
Definition 7.1 Given system (7.83).
— s-lyT
Vy=—
PTIsuT

is called nominal unified solution of parity matrix.

From the mathematical viewpoint, V satisfying (7.11 1) can be interpreted as the
inverse of the amplitude of H, ; and used for weighting H f,, that is,

r(k) = Vs(Hasds(k) + H g5 f5 (k)

s—lyT (I Oux(g—a) VT
=—H k) +
js—1oTy s S ®) IS=TUT|

d (k).

From the FDI viewpoint, this solution ensures that the influence of the faults will be
stronger weighted at the places where the influence of the disturbances is weaker.
In this manner, an optimal trade-off between the robustness against the disturbances
on the one side and the fault sensitivity on the other side is achieved. We would like
to call reader’s attention that this idea will also be adopted in the observer-based
residual generator design.

Corollary 7.2 It holds

ofJs+/R — o
Js_r= S=1UT] (7.112)

It follows from (7.112) that increasing Jg,s,+ simultaneously enhances Jg_s
and vice verse. This also verifies our previous statement that the performance indices
(7.76) and (7.75) are equivalent.

Analogous to the discussion in the last two subsections, it can readily be demon-
strated that

e the optimal solution V/ satisfying (7.111) also solves the optimization problem

= = = = apoi(STTUTH 15) — g
max (afoi(VsH ) —aqllVsHasll2) = :
v.v,uvsu=1( SRR Hasl) IS—1UT|

(7.113)
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e the optimal parity vector

_ s7lut 7
R T T2 M

where vy is the eigenvector corresponding to the maximum eigenvalue of matrix
ST\wTH f.s» solves the optimization problem

max_ (lvsH fsll2 = lvsHasl12)-

Vs, [lus ll2=1

7.4.4 Optimization Performance and System Order

Until now, our study on the parity space relation based residual generation has been
carried out for a given s. Since s is a design parameter, the question may arise: How
can we choose a suitable s?

The fact that the choice of the system order s may have considerable influence
on the optimization performance has been recognized, but only few attention has
been devoted to this subject. In this subsection, we will find out an answer to this
problem, which may, although not complete, build a basis for further investiga-
tion.

To begin with, we concentrate ourselves on a modified form of the optimization
problem (7.95), for which the following theorem is known.

Theorem 7.6 The inequality

T.,,T T T
. USHd,SHd,Svs 2 . vs-‘,—lHd,s—Q—lHd’S_i_lvs_,_l N
mn ————=——— = Amjn,s > N = Amin,s+1
vs€Ps vst;sH}I:SUST Vgr1€Psy1 Us+1Hf,s+1H;S+1U;I—+1
(7.114)

holds.

The proof of this theorem is considerably involved, hence it is omitted. We refer
the interested reader to a paper by Ding et al. listed at the end of this chapter.

Remark 7.4 1t can be shown that the performance index Ay, s converges to a limit
with s — oo.

Theorem 7.6 reveals that increasing the order of parity space does really im-
prove the system robustness and sensitivity. On the other hand, increasing s means
more on-line computation. Thus, a compromise between the system performance
and the on-line implementation is desired. To this end, we propose the following
algorithm.
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Algorithm 7.3 (Selection of s)

S0: Set the initial value of the order of parity relation s (note that it should be larger
than or equal to opiy) and a tolerance

S1: Calculate the base matrix Qpase,s and Qpase,s H .5, Qbase,s Ha.s

S2: Solve the generalized eigenvalue—eigenvector problem

S3: If Amin,s—1 — Amin,s < tolerance, end, otherwise go back to S1.

We would like to point out that a repeated calculation of S1 is not necessary. In
fact, once the system model is transformed into the canonical observer form and
equations N jEA{, = 0, omin < j < omax — 1, are solved, we can determine the
base matrix of the parity space and Qpase,s Hf,5, Qbase,s Ha s for different s without
solving additional equations (see also Sects. 5.6.2 and 6.9.). This fact promises a
strong reduction of computation for a (sub-)optimal selection of the order of the
parity matrices.

Remembering that

= = = = afts /R —
Js/R.2 = v/ Amax, Js—r2=max(|VsH ssll2—VsHasl2) = SISk
Vs

IS=1UT 2
the following corollary becomes clear.
Corollary 7.3 The inequalities
VsHy Vsr1Hy
IVsHpsll2 -~ max IVs+1Hfs+1ll2 (7.115)
Vs€Ps ”Vst,sHZ Vir1€Ps11 ” Vs+1Hd,s+1||2
max (|| VsHysll2 — aqll Vs Hasll2)
Vse Py
> max (of|Veg1Hys1ll2 — aall Vsy1 Has11l12) (7.116)
Vsr1€Pyiq
‘r/:ls;v(llvst,xllz — llvsHa s 12)
> max  (llvss1Hpsvilla = [vsg1Hastll2) (7.117)

Vs+1€Ps41

hold.

In fact, we can expect that the results of Theorem 7.6 as well as Corollary 7.3 are
applicable for other performance indices.
7.4.5 Summary and Some Remarks

In this section, we have introduced a number of performance indices and, based
on them, formulated and solved a variety of optimization problems. Some of them



194 7 Residual Generation with Enhanced Robustness Against Unknown Inputs

sound similar but have different meanings, and the others may be defined from dif-
ferent aspects but have identical solutions. It seems that a clear classification and
a summary of the approaches described in this section would be useful for the
reader to get a deep insight into the framework of model-based residual generation
schemes.

We have defined two types of performance indices

ViH V H
TypeI: Jg/g = max M :maxM (7.118)
VsePy ”Vst,S” VS ”Vde,S”
Typell: Js_gp= max (afllVsHpsll — ol Vs Hasll)
=max (o [|VsH sl — aallVsHasll) (7.119)
Vi

and each of them can be expressed in three different forms, depending on which of
the norms, 2 or co norm, or the minimum singular value is used for the evaluation
of the robustness and sensitivity. It is worth noting that the minimum singular value
o (VyHy,) is not a norm, but it, together with || Vs Hy s|l2, measures the worst-case
from the FDI viewpoint.

A further variation of (7.118) and (7.119) is given by the selection of parity ma-
trix V: it can be a & x a-dimensional matrix or just a a-dimensional row vector,
where a denotes the number of the rows of ﬁd,x = QObpase,s Hq 5. Of course, V, can
also be a # x «-dimensional matrix with 1 < 0 < «, the results will remain the same.

Considering the fact that the solution of the optimization problem Type I is inde-
pendent of || V| and the one of Type II is proportional to || V||, we have introduced
the concept of nominal optimal solution whose size (norm) is one (IVs]l =1). The
most significant results derived in this section can then be stated as follows:

e Given V, € R**® then
— syt
ST ISUT

is the nominal optimal solution for the both types optimization problems, inde-
pendent of which norm is used
o The optimal value of performance index Jg/s is

Jsp=|S""UTH

, Js,—jr=0(ST'UTH zy)
and Jg_pR is

af|STIUTH ) — aa
IS—1uT|

7 _ OlfQ’(S_lUTﬁf’s) —oyg
’ SR 1S—TUT ),

Js—R+ =

Either for V; € R¥*® or for v, € R* these results always hold.

The last statement is worth a brief discussion. We see that using a parity vector
or a parity matrix has no influence on the optimal value of the performance indices.
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But these two different constructions do have considerably different influences on
the system performance. Taking a look at the design form,

r(k) = V; (Hd,xds(k) + Hys fs (k))a Vs € Py

shows the role of V; evidently: It is a filter and selector. From the geometric view-
point, it spans a subspace and thus allows only the signals, whose components lie
in this subspace, to have an influence on the residual » (k). When Vj is selected as
a vector, the dimension of the subspace spanned by vy is one, i.e. it selects signals
only in one direction. Of course, in this direction the ratio of the robustness to the
sensitivity is optimal in a certain sense, but if the strength of the fault in this direc-
tion is weak, a fault detection will become very difficult. In contrast, choosing Vs to
be matrix ensures that all components of the fault will have influence on the resid-
ual, although in some directions the ratio of the robustness to the sensitivity may be
only suboptimal. Following this discussion, it can be concluded that

e if we have information about the faults and know they will appear in a certain di-
rection, then using a parity vector may reduce the influence of model uncertainties
and improve the sensitivity to the faults

e in other cases, using a parity matrix is advisable.

Another interesting aspect is the computation of optimal solutions. All of derived
results rely on the SVD of Hy s = Qpase.s Ha, s

Hyy=UZVT,  UU" =Iyna, VVI =1Igyp
Y= [diag(ol, ety Og) Oax(ﬂ_a)] = [S O x (8—a) ]
Remark 7.5 The assumption made at the beginning of this section,
rank(ﬁ,t s) = the row number of Itl\d, s

does not leag to the loss of generality of our results. In fact, if rank(ﬁd,s) = B, then
an SVD of H, ; results in

ﬁd’s ZUEVT7 UUT:IO{XOU VVT:I,BXﬂ

5 [diag(al,...,aﬂ)] .
O@—p)xp

Note that there exists a matrix S~ € R**% such that
S™X =1Igxg.

It is easy to prove that by replacing S~! with S~ all results and theorems derived in
this section hold true.
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In case that the 2 norm is used, we have an alternative way to compute the solu-
tion, namely by means of the generalized eigenvalue—eigenvector problem,

= = =T — =T
Vs(HpsHyy— HasHy ) =0, vl =1

For Vi € R***, V consists of all the eigenvectors, while for v, € R?, vy is the
eigenvector corresponding to the maximum eigenvalue. Thanks to the work by Wiin-
nenberg and Frank, the generalized eigenvalue—eigenvector problem as the solution
is much popular than the one of using SVD, although many of numerical solutions
for the generalized eigenvalue—eigenvector problem are based on the SVD.

Finally, we would like to place particular emphasis on the application of the
achieved results to the design of observer-based residual generators. We have, in
Sect. 5.7.1, shown the interconnections between the parity space and observer-based
approaches, and revealed the fact that the observer-based residual generator design
can be equivalently considered as a selection of a parity vector or matrix. Thus,
the results achieved here are applicable for the design of observer-based residual
generators. To illustrate it, consider the non-recursive design form of observer-based
residual generators given by

r(2) =wG 'z e(2) + vs(Hyslfs f5(2) + Haslasds(2)),  vs € Py
Let g =0, i.e. the eigenvalues of matrix G equal zero, we have
r(k) = vs(Hp,s fs (k) + Ha,5ds (k)
or in a more general form
r(k) = Vs(Hy,s fs (k) + Hg ¢ds (k).

This is just the form, on account of which we have derived our results. Once v or V;
is determined under a given performance index, we can set the parameter matrices
of the residual generator according to Theorem 5.12.

7.5 Hoo Optimal Fault Identification Scheme

In this section, we briefly discuss about the H, optimal fault identification problem
(OFIP), one of the most popular topics studied in the FDI area. The OFIP is formu-
lated as finding residual generator (5.23) such that 8 (>0) is minimized under a
given y (>0), where

IR®)Ga)|,<v. |[I-R&Gs)| <8 (7.120)

£ (s) = R)G £ (s) £ ($)ll2
£ 1l2

<B subjectto [R()Ga(s)|, <y
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Considering that it is often unnecessary to re-construct f(s) over the whole fre-
quency domain, a weighting matrix W (s) € R can be introduced, which defines
the frequency range of interest, and the Ho, OFIP (7.120) is then reformulated into

IR$)Ga(s)|, <7 [W(s) = R)G r(9)| , <B- (7.121)

Although H~, OFIP is a formulation for the purpose of fault identification, it has
been originally used for the integrated design of robust controller and FDI. From
the fault detection viewpoint, Ho, OFIP or its modified form (7.121) can also be
interpreted as a reference model-based design scheme, which is formulated as: given
reference model 7,,r = f, find R(s) so that

7 = 7refll2 = lr — fll2 —> min

R(S)rg%%wu[l R($)Gf(s) R()Ga(s)]||-

One essential reason for the wide application of ., OFIP solutions is that it is of
the simplest MMP form. Maybe for this reason, in the most studies, optimization
problem (7.120) or its modified form (7.121) are considered as being solvable and
no special attention has been paid to the solution. The following discussion calls for
more attention to this topic.

To simplify the discussion, we consider continuous-time systems and assume that
f €Rand Ef (s) has a RHP-zero sp. It follows from Lemma 7.7 that for any given
weighting factor W (s) € RH

pin W) = RIG ()]0 = [Wis0)]. (7.122)

In case that W(s) = 1, we have

R in I1=R&G ()] =1 (7.123)

Note that in (7.123) setting R(s) =0 gives ||1 — R(s)Ef ($)lloo = 1, and as a result,
we have
£ () =r)lla _ |

I1F ()2

That means zero is the best estimation for f(s) (although may not be the only one)
in the sense of (7.123) and the estimation error equals to f(s). Consider further that

r@=0 = f@)-rl=f6 =

R$)=0 = R©Ga(s)=0 = |R®Ga(s)| =0

then it becomes evident that R(s) = 0 also solves H~, OFIP. Of course, such an
estimation with a relative estimation error equal to

1) ~r@l2 _,
IOIE

is less useful in practice.
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Generally speaking, (7.122) reveals that adding a weighting matrix W (s) does
not automatically ensure a good estimation performance. On the other hand, it pro-
vides us with a useful relation, based on which the weighting matrix can be suitably
selected. (7.122) can be understood that W(s) should have a RHP-zero structure
similar to the one of G /(s), that is, if so is a RHP-zero of G s(s), then the best
solution can be achieved as s is also a zero of W (s).

In Chap. 14, we shall study H~, OFIP in more details.

7.6 H,/H, Design of Residual Generators

Beginning with this section, we study design schemes for the residual generator
(5.23) whose dynamics is governed by

r(s) = R()My(5)(Gya($)d(s) + Gy (s) £ (5))
= R(s)(Ga(s)d(s) + G () f(5)), R(s) € RHoo.  (7.124)

The major difference between these schemes lies in the performance index, under
which the residual generator design is formulated as an optimization problem. The
design problem addressed in this section is the so-called H/H> design scheme,
which is formulated as follows.

Definition 7.2 (H,/H, design) Given system (7.124), find a transfer vector R(s) €
RH oo that solves

sup  Jo(R) = w (7.125)
R(s)eR Moo R(s)eRHoo IR($)Ga(s)]2
Ho/H> design has been proposed in 1989 and was the first design scheme using
the Js/gr type performance index for the post-filter design. It has been inspired by
the optimal selection of parity vectors proposed by Wiinnenberg. This can also be
observed by the solution to (7.125) that is given in the next theorem.

Theorem 7.7 Given continuous-time system (7.124), then

IRSG ()2 1y

sup J(R) = = Amax (wopt) (7.126)

R(s)eRHoo R(s)eRHoo IR(5)Ga(s)l2

Amax(@opr) = SUP Amax (@)
1)

where Amax (w) is the maximal eigenvalue of the generalized eigenvalue—eigenvector
problem

Vmax (j©) (G (jo) G (j®) — hnax (@) G4 (j) Gy (jw)) =0 (7.127)
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with vmax (jw) being the corresponding eigenvector. The optimal solution Rp(s) is
given by

Ropi(s) = qp(s)Umax(s),  qp(s) € RHY (7.128)

where qp(s) represents a band pass filter at frequency wop;, which gives
I PR~ P
P Ropi(jw)Ga(jo)G,(jw) R,y (jo) dw
2 J_ o

% Vmax (J@op) Ga ()G 4 (j) Vg (opr)- (7.129)
Proof The original proof given by Ding and Frank consists of three steps:
Step 1: prove that the optimization problem

IR(P)G ¢(p)l2
R(p)ERH oo o

J= with constraint 0 < || R(p)ad(p) ||2 <a

(7.130)

is equivalent to a generalized eigenvalue—eigenvector problem;
Step 2: find the solution for the generalized eigenvalue—eigenvector problem;
Step 3: prove
sup JH(R)=J.
R (P)GRHOO
Here, we only outline the first step. The next two steps are straightforward and

the reader can refer to the paper by Ding and Frank given at the end of this chapter.
Note that (7.130) is, according to the duality theorem, equivalent to

J = —sup igf(—otﬁ — S(M) + ﬂS(Ef((,z))E((,())))

=0 R

where S(-) is an operator,

o]

S(Eq()R(w)) = / trace(E4 () R(w)) dw

—00
oo

S(Ef (w)ﬁ(w)) :/ trace(Ef(w)ﬁ(w)) dw

Ei@) =Ey(—jo)Es(jo),  Ef@) =Ep(—jo)Ef(jo)
R(@)=RT(—jo)R(jw).
It turns out

1= o
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with variable 8 satisfying Yo

f()+,8Ed(a))>O — afEs() — Ef(w)>0.

(7.131) can be equivalently written as
B > Amax (@)
with Amax (@) denoting the maximal eigenvalue of matrix pencil
Ef (@) = max (@) Eg(@).
As a result, we finally have

= ll’lf(‘)(Olﬂ) = Amax(®).

Suppose that G 4(s) is left invertible in R H.oo, that is, Yo € [0, 00]
Ga(j)Gy(jw) > 0.

It follows from Lemma 7.4 that we are able to do a CIOF of G 4(s)
Gi(s) =Guao(s)Gais)

with a left invertible co-outer G4,(s) and co-inner G4 (s). Let

Ropr(5) = 4b(5)Bmax ()G g ()
with
tmax (j) (G, (j0)G £ (jo)G 1 (j0) G 1 (j©) — Amax(@)1) =0,

In other words, in this case

(7.131)

(7.132)

(7.133)

Sup J2(R) = hmax (@opr)s A (@opr) = 5up& (G 7 (j)G s (jw)).
w

R(s)eRHoo

Without proof, we give the analogous result of the above theorem for discrete-
time systems. The interested reader is referred to the paper by Zhang et al. listed at

the end of this chapter.

Corollary 7.4 Given discrete-time system (7.124), then

IR()G r(2)ll2
sup L(R) = sup L2516,
R(2)ERHoo R(2)eRHs IR()Ga(2)l2

Amax (@opr) = Sgp Amax (6)
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where Amax (0) is the maximal eigenvalue of the generalized eigenvalue—eigenvector
problem

Pmax () (G £ (e7%) Gy (e7”) — Amax (0)Ga () G 1 (e7%)) =0 (7.134)
with pmax(e/?) being the corresponding eigenvector. The optimal solution Ropi(2)
is given by

ROPI(Z) = feopr (Z)p(z)

where fy, () is an ideal band pass with the selective frequency at 8.y, which sat-

isfies

opt

Va' (2) eRHa,  fo,(e’”)q () =0, 6Oy
(7.135)

27.[ . . . . . .
/0 Fou (ejﬂ)q(eﬁ)q*(e/@)fetpt (619) do = q(ej%pz)q*(ejﬁom)_

Although the H;/H, design is the first approach proposed for the optimal design
of observer-based residual generators using the advanced robust control technique,
only few study has been devoted to it. In our view, there are two reasons for this sit-
uation. The first one is that the derivation of the solution, different from the standard
‘Ho control problem, is somewhat involved. The second one is that the implemen-
tation of the resulting residual generator seems unpractical. The reader may notice
that the most significant characterization of an H,/#, optimal residual generator is
its bandpass property. It is this feature that may considerably restrict the application
of H>/H; optimal residual generator due to the possible loss of fault sensitivity. On
the other hand, this result is not surprising. Remember the interpretation of the H;
norm as the RMS value of a system output when this system is driven by a zero
mean white noise with unit power spectral densities. It is reasonable that an opti-
mal fault detection will be achieved at frequency w,,, since at other frequencies the
relative influence of the fault, whose power spectral density is, as assumed to be a
white noise, a constant, would be definitively smaller. Unfortunately, most kinds of
faults are deterministic and therefore H,/H, design makes less practical sense.

7.7 Relationship Between H,/7, Design and Optimal Selection
of Parity Vectors

The analogous form between the > /2 solution (7.134) and the optimal selection
of parity vectors (7.101) motivates our discussion in this section. For our purpose,
we consider discrete time model

x(k+1) = Ax(k) + Bu(k) + Eqd (k) + E 7 f (k) (7.136)
y(k) = Cx (k) + Du(k) + Fad (k) + Fy f (k). (7.137)
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Suppose that {g;(0), ga(1), ...} is the impulse response of system (7.136)—(7.137)
to the unknown disturbances d. Apparently,

2a(0)=Fy, ga()=CEq, ..., ga(s)=CA'E4, ...  (7.138)

We can then express matrix Hy s in parity space residual generator (5.93) in terms
of the impulse response as follows

ga(®) 0 e 0
1 0
Hy, = ng ) 84(0)
: . 0
ga(s) - ga(l) ga(0)
Write the parity vector v as
Vs = [Us,O Us,1 =+ Usgs ]
where the row vector v;; € R™,i =0, 1,...,s. Then, we have
vwHys=[p() @—1) - ¢0]

with

i
@(i)ZZpi_lgd(l), Pi = Vs s—i» i=0,1,...,s.
=0

Let s go to infinity. It leads to
lim vy Hy s =[@(00) -+ ¢(0)] (7.139)
§—>00

and in this case

o) = pisiga) = p() @ ga) = 2~ (P@)Ga(d)  (1.140)
=0

P)=Z[pM)]. pG ={po.p1....} (7.141)

where ® denotes the convolution. (7.141) means that P(z) is the z-transform of the
sequence {pg, 01, .- -}. According to the Parseval Theorem, we have

o
. T T N T /-
Xli)rgovst,st,svs = E pDe” (@)
i=0

1 2 ) ) ' ‘
= g A P(eje)Gyd(eje)G;d(eje)P*(eje)de (7.142)
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with Gyy(z) = C(zl — A)~'E; + F;. Similarly, it can be proven that
T T 0 0 o
lim voHy HE o _/ e19)Gyp ()G (1) P* (1) do (7.143)

with Gyr(z) = C(zl — A1 E ¢ + Fy. On the other hand, for a given residual gen-
erator

r(z) = R(2)(My(2)y(2) — Nu(2)u(2)) (7.144)

we can always construct a parity vector, as stated in the next lemma.

Lemma 7.11 Given system (7.136)—(7.137) and a residual generator (7.144) with
R(z) € R?—lclx’;m. Then the row vector defined by

v=[.-- CA’B CAB CB D] (7.145)

where (A, B, C, D) is the state space realization of R(z)Mu (z), belongs to the par-
ity space Pg (s — 00).

Proof Assume that (A,, B, C,, D,) is a state space realization of R(z). Recalling
Lemma 3.1, we know that

. [A-Lc o = [L = =
A_[—BrC Ar}’ B_[Br] C=[-D,C C/|], D=D,.

It can be easily obtained that

o
. . __2_ ~ 1 -~ o~ CA
Jlim vH, ;= lim [... CA’B CAB CB D]| ca?
C
. C(A-LC)
=Yl_1)rglo[ C,A;B, C,B, Dr] C(A—LC)2 . (7.146)
For a linear discrete time system
Ak+1)=(A—LC)A(k), &(k)=Cxr(k) (7.147)

with any initial state vector A(0) = X9 € R”", apparently

8(0)=Cxrg, 8(1)=C(A—LC)ry, 8Q2)=C(A—LC)*x,
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Since R(z) € RHOIOX’" and L is selected to ensure the stability of A — LC, the cas-
cade connection of system (7.147) and R(z) is stable. So

Jim Z YR(2)5()} =0.

Note that

Clo
B , C(A—LC)x
Jim Z7HR@S@} = lim [+ CAB CB Dr]| c(A—LC)

we get

Cc
' C(A-LC)
lim [ C.A-B, C.B, Dr] C(A—LC)? |+0=0

§—>00

for any initial state vector Ag € R”. Thus, it can be concluded that

c
| C(A—-LC)
lim [--- C,AB, B Dr]| cA—LC)? |=0

§—>00

At last, from (7.146) we obtain

lim vH, ;=0

§—>00
i.e. the vector v defined by (7.145) belongs to the parity space Py (s — 00). The
lemma is thus proven. d

It is of interest to note that vector v is indeed composed of the impulse response
of the residual generator R(z)M,(z) = D + C(zl — A)~'B, which is given by

{D,CB,CAB, CA?B, .. .}. Based on the above analysis, the following theorem
can be obtained.

Theorem 7.8 Given system (7.136)—(7.137) and assume that vs op;, Jsopr and
Ropi(2), Jopr are the optimal solutions of optimization problems

v‘H‘HTvT v, ,H‘HTvT
Jyopt = max Jy = max ——" Lo 2 - 2% S5t T opt (7.148)

- T ,T
vs€Ps vs € P vSHd,SHd,Sv_Z US,OP[Hd,SHd,SvS,Dpt

Jopt = max J
R(z)eRHI™
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7 R My (%) Gy (e0) G (e7) Mt (7)) R*(e7%) dev
= max — - - — = - -
R(z)eRHI™ fozn R(e/YM, (efe)Gyd(e-/e)G;d(e/g)M;(eJQ)R*(e-/e)da)

o Ropi (/) My (%) Gy (1) G (e7) M (7Y R (e7) dB

= ——— : —— _ (7.149)
JoT Ropi(e3) M,y (e19)Gya(e1%) Gy (€10) Mz (e3°) Riy (1) dE
respectively. Then
sl—1>ngo Js,opt = Jopt (7150)
P(2) = Ropi(2) M (2) (7.151)

where
P(z) = Z[/O(i)], pi)= {Us—>oo,0pt,57 Us—o00,0pt,s—1s « -+ Us—>oo,0pt,0}~ (7.152)

Proof Let vs_, o0,0pr denote the optimal solution of optimization problem (7.148)
as s — oo. Remembering Theorem 7.6 and the associated remark, it follows
from (7.141)—(7.143) that for any LCF of G,,(z) = M;l(z)ﬁu (z), the post-filter
R, (z)given by

Ro(2) = P()M,; ' (2)
where P(z) is defined by (7.152), leads to

JIR@)=R,(z = lim Js opy = lim max J; = max max Jy; < max J.
55— 00 §—>00 USGPS S USGPS R(Z)ERH;S’”

(7.153)
‘We now demonstrate that

JIR@=Ro(x) = Jopr =~ max_J. (7.154)
R(z)eRHLI™

Suppose that (7.154) does not hold. Then, the optimal solution of optimization prob-
lem (7.149), denoted by R.(z) € R H;ox”‘ and different from R, (z), should lead to

JIR@=R.(2) = max J > JIR)=R, (2)- (7.155)
R()eRH L™

According to Lemma 7.11, we can find a parity vector v € Py whose components
are just a rearrangement of the impulse response of R.(z) M, (z). Moreover, because
of (7.141)—(7.143), we have

Jslvs=v = J|R()=R.(2)- (7.156)
As a result, it follows from (7.153), (7.155) and (7.156) that

Jslp=y > max max Js
S vg€ePy
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which is an obvious contradiction. Thus, we can conclude that

Jopt = R(z)??git;g’” J =JIR@)=R,(z) = Slgrolo Js,opt
and
Ry(@) = PM; ' (2) := Rom(2)
solve optimization problem (7.149). The theorem is thus proven. g

Theorem 7.8 gives a deeper insight into the relationship between the parity space
approach and the H;/H, design and reveals some interesting facts when the order
of the parity relation s increases:

o The optimal performance index Js 4, of the parity space approach converges to a
limit which is just the optimal performance index J,; of the H; /H> optimization.

e There is a one-to-one relationship between the optimal solutions of optimization
problems (7.148) and (7.149) when the order of the parity relation s — oo. Since
Ropt(2) is a band-limited filter, the frequency response of vy co,0p: is also band-
limited.

The above result can be applied in several ways, for instance:

e for multi-dimensional systems, the optimal solution of the H5/H> design can be
approximately computed by at first calculating the optimal solution of the parity
space approach with a high order s and then doing the z-transform of the optimal
parity vector. It is worth noticing that numerical problem may be met for some
systems, especially when A is unstable.

e In the parity space approach, a high order s will improve the performance index
Js,opr but, on the other hand, increase the on-line computational effort. To de-
termine a suitable trade-off between performance and implementation effort, the
optimal performance index J,,, of the H;/H> design can be used as a reference
value.

o Based on the property that the frequency response of vy, o, ops is band-limited,
advanced parity space approaches can be developed to achieve both a good per-
formance and a low order parity vector. For instance, infinite impulse response
(IIR) filter and wavelet transform have been introduced, respectively, to design
optimized parity vector of low order and good performance.

Example 7.2 Given a discrete-time system modelled by (7.136)—(7.137), where
1 —1.30 2
A‘[o.zs —0.25} B—[l]’ c=[o 1]

6 (7.157)
0.4 0.
Ed=|:0'5:|, Ef=|:0.1:|, D=F;=F;=0.
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As system (7.157) is stable, matrix L in the LCF can be selected to be zero ma-
trix and thus M, (z) is an identity matrix. To solve the generalized eigenvalue—
eigenvector problem (7.134) to get 6, that achieves Amax (6opr) = SUpy Amax(6),

note that
0.0125 4+ 0.01cos@

0.41 — 0.4cos0

Therefore, the optimal performance index of the Hj/H> design is Jyp, = 2.25 and
the selective frequency is 6,y = 0.

Figure 7.2 demonstrates the change of the optimal performance index J; o, with
respect to the order of the parity relation s. From the figure, it can be seen that
Js,opr increases with the increase of s and, moreover, Js o converges to J,,, when
s — oo. Figure 7.3 shows the frequency responses of the optimal parity vector vy, op;
when s is chosen as 20, 50, 100 and 200, respectively. We see that the bandwidth of
the frequency response of v 4, becomes narrower and narrower with the increase

Amax (9) =

of 5.
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7.8 LMI Aided Design of FDF

Comparing with the methods introduced in the last two sections, an FDF with its
fixed structure offers a lower degree of design freedom. On the other hand, for its
design the available approaches for robust observers can be directly applied. For this
reason, the FDF design is currently receiving much attention.

In this section, we deal with the optimal design of FDF under different perfor-
mance indices. Recall that for a given system described by (3.32)—(3.33), an FDF
delivers a residual whose dynamics with respect to the faults and unknown inputs is
described by

r(s) = Na(s)d(s) + N7(s) f(5) (7.158)
Ny(s)=C(sI—A+LC) YE;—LF)) + Fy (7.159)
Ni(s)=C(sI —A+LC)"(E; — LFy) + Fy. (7.160)

Our main objective is to find an observer matrix L such that ]Vd (s) is smaller than a
given bound and simultaneously N r(s) is as large as possible. We shall use the H>
and H~, norms as well as the so-called H_ index to measure the size of these two
transfer matrices. To this end, the LMI technique will be used as a mathematical
tool for the problem solution.

7.8.1 H; to H; Trade-off Design of FDF

We begin with a brief review of the H» optimization problem described by

mLin lcGsT—A+LC) ™ (Ey — LFyp|,. (7.161)

Remark 7.6 Remember that for a continuous-time system its 7{, norm exists only
if it is strictly proper. For a discrete-time system,

|Fa+Czl — A+ LC)™ (Eq— LF)|,
= trace(CPCT) + trace(FdFdT)
=trace(Ey — LF;)T QO(E;— LFy) + trace(FdT Fd)
where P, Q are respectively the solutions of two Lyapunov equations. Thus,
mLin |Fa+C@l —A+LC)  (Eq— LFyp|,

—  min[C@El-A+LO T (Eq— LED],.

For this reason, we only need to consider the optimization problem (7.161).
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Theorem 7.9 Given system C(sI — A + LC)"Y(Eq — LF;) or C(zI — A +
LC)"YE4 — LFy) and suppose that

Al. (C, A) is detectable

A2. Fy has full row rank with Fy FdT =]

A3. for a continuous-time system [A_Cjwl f.;i] or for a discrete-time system

[A—gi"I f’j] has full row rank for all w € [0, o0] or 6 € [0, 2],
then the minimum

min | C(s1 — A+ LOY (B — LEn) |, = (race(CXCT))' or
min |C(ef — A+ LC) ™ (Ea — LFp)|, = (trace(CYC™))

is achieved by
L=Ly=XCT + E4FF or (7.162)
L=L,=(AYCT + E4F])(1 +cyCT)™! (7.163)
where matrix X > 0 solves the Riccati equation

(A—E4F]C)X +X(A- EdFdTC)T —-xcTcx + E4EF — EFTFiET =0
(7.164)

= A-LOX+XA—-L,O)T +XC'CX+ E4EY —E FT FyET =0
(7.165)

and matrix Y > 0 solves the Riccati equation
(A—LyO)Y(A—LyC)T —Y + (Eg — LaFy)(Eq — LoF)T =0.  (7.166)

This theorem is a dual result of the well-known H> optimization of the state
feedback controller,

min || (C — DK)(sI — A—BK) 'E|,
K
the proof is therefore omitted.

Remark 7.7 In A2, if F; F dT # I we are able to find an output transformation V to
ensure that VF, F, dT VT =T as far as Fy has full row rank. Assumption A3 ensures
that no zeros lie on the imaginary axis and at infinity.

Recall that the optimal design of FDF differs from the optimal estimation mainly
in its additional requirement on the sensitivity to the faults. This requires to add
an additional optimization objective to (7.161). Next, we are going to introduce
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a design scheme, starting from Theorem 7.9, that allows a compromise between the
robustness and the fault sensitivity.

Set L = Lo+ AL with L, given in (7.162) and bring the dynamics of the residual
generator (7.158) into

e=(A—LC)e+ (Eq— LaFg)d +(Ef — LoFp) f +v
v=—AL(y — ), e=x—%, r=y—3y=Ce+ Fqd+Frf

with x denoting the state variable estimation delivered by the FDF. Let 7,4 (s) denote
the dynamic part of the transfer matrix from d(s) to r(s), i.e.

Ta(s)d(s) = C(sI — A+ LoC) ™' ((Eq — LaFa)d(s) + v(s)).
Since for f =0
v(s) = —AL(Ce(s) + Fd(s))
=—AL(C(SI — A+ LyC) " ((Eqg — LaFg)d(s) + v(s)) + Fad(s))
=—(I+ALC(sI — A+ LyC)™") ™!
X AL(C(sI — A+ L2C)~ (Eq — LaFg) + Fa)d(s)
we obtain
Tra(s)d(s) = C(sI — A+ LyC) ™ (Eq — LaFy)d(s) + C(s] — A+ LyC) ' a(s)
a(s)=(I+ALC(sI — A+ LyC)") (= AL)B(s)
B(s)=C(sI — A+ LyC) ™" (Eq — LaFy)d(s) + Fad(s)
= Tra(s)d(s)=C(sI — A+ LyC) ™' (Eq — LyFy)d(s)
+C(sI — A+ LyC + ALC) (= AL)B(s).

Note that U(s) := C(sI — A + LyC)"'(Eq — L2F;) + F,; is co-inner and
U(=s)(C(sI — A+ L,C)"WE; — LaF)T € R’Hé‘o, thus we finally have

| Tra()|3 = |[CT = A+ Lo0) ™ (Ea — LaF)|3
+|C(sT — A+ L2+ ALC) (AD) |3 (7.167)

With the aid of (7.167), we are able to formulate our design objective as finding AL
such that

A —(Ly+ AL)C is stable (7.168)

|Tra()|, <y < ||C(s1—A+(L2+AL)C)"AL||§<y2—trace(CXCT)
(7.169)
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|C(sT = A+ (Lo + ALYC) ' (Ef — (Lo + AL)Fy) ||, » max.  (7.170)

Following the computing formula for the > norm, (7.168)—(7.170) can further be
reformulated as: for the continuous-time system

nAlathrace((Ff — ALFy)"W(Es — ALFy)) (7.171)
trace(ALTWAL) < y? — trace(CXCT) := p (7.172)
(AL, — ALC)W + W(AL, — ALO)T +CcTCc=0, W>0
B (7.173)
AL, =A—-L>C, Ef=Ef— LyFy
and for the discrete-time system

IrAlaLXtrace((Ff — ALF)"Z(Ef — ALFy)) (7.174)

trace(ALT ZAL) < y? — trace(CYCT) := (7.175)

(AL, — ALY Z(Ap, — ALC)—Z+CTC =0, Z>0. (7.176)

Setting AL = PL, P = W—! for the continuous-time case and AL = PZ, p=2z"1
for the discrete-time case leads respectively, to

trace(ALT WAL) = trace(LT PL),  trace(AL" ZAL) = trace(L” PL)
trace((Ey — ALF)" W(E s — ALFy))
=trace(WE; — LF;)" P(WE; — LFy))
trace((Ey — ALFp)" Z(Ey — ALFy))
=trace((ZEy — LF;)' P(ZE; — LFy)).
Using Schur complement, we have that
|C(sT — AL, + ALC) ' AL |, =trace(L" PL) <

and (Ap, — PLC) is stable if and only if

e for the continuous-time system: there exist Q1, W such that

AW+ WAL, —CTLT —LC+C"C <0 (7.177)
(WL
iT Q1:| >0,  trace(Q1) <y (7.178)

o for the discrete-time system: there exist O, Z such that

(7.179)

z ZAp, —LC 0
(Al z—CTLT  z-cTc |~
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|:ZZT QLZ}>0, trace(Q2) < ¥1. (7.180)

In summary, we obtain the following optimization design scheme for FDF.

Theorem 7.10 The optimization problem (7.168)—(7.170) is equivalent to

o for continuous-time systems

maxtrace(WE ; — LF))T W' (WE s — LFy)) (7.181)
W,L
subject to
AW+ WAL, —CTL" —LC+C"C <0 (7.182)
w L
|:ZT Q1i| > 0, trace(Q1) < y1 (7.183)

e for discrete-time systems

maxtrace((ZEy — LFy)' 27 (ZEy - LFy) (7.184)

subject to
[A{2Z_ZCT£T ZZA?C_}CC} >0 (7.185)
[ZZT QLJ >0, trace(Q2) < 1. (7.186)

On account of the above-achieved results, following algorithm for the H; to H;
optimal design of FDF is proposed.
Algorithm 7.4 (H; to H; optimization of continuous-time FDF)

S1: Solve Riccati equation (7.164) for X > 0 and furt_her Ly
S2: Solve optimization problem (7.182)—(7.183) for L, W
S3: Set the optimal solution as follows:

L=XCl +E,FT + WL,

Algorithm 7.5 (H; to H; optimization of discrete-time FDF)

S1: Solve Riccati equation (7.166) for Y > 0 B
S2: Solve optimization problem (7.185)—(7.186) for L, Z
S3: Set the optimal solution as follows:

L=(AYcT + EqFf)(1+cycT) ™ +z7'L.
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Remark 7.8 Notice that the cost functions (7.181) and (7.184) are nonlinear re-
garding to W or Z. Moreover, due to the constraints (7.183) and (7.186), the terms
(LF)TW=YLFy) and (LF;)T Z71(LFy) are bounded. On account of this fact,
the cost functions can be replaced by

max trace(f? Wff - F}I:Tff - E;LFf) as well as
Wi : .

ma_xtrace(f?fo - FfTZTff - f;iFf).
zZ,L

Example 7.3 We now apply Algorithm 7.4 to CSTH. We suppose that measurement
noises are present in the sensor signals and model them by extending E4, Fy to

1 0 000 00100
Esj=|-1 0 00 0|, F=|000T19H0
0 -1 00 0 0000 1

Solving Riccati equation (7.164) gives

1 —2.5059 x 1077 1.0683 x 107
L,= —20.6761 5.4969 36.2828
3.4006 x 1078 0.0014 0.9988

trace(CXCT) =32.83.

In the next step, optimization problem (7.182)—(7.183) is solved for L, W with
y1 <33.83,

[5.9700 x 108 1.9494 x 108 2.4094 x 107
W= 19494 x 108 2.2890 x 108 2.0032 x 10’
| 2.4094 x 107 2.0032 x 107 5.4298 x 108

[—2.3967 x 108 2.8763 x 107 1.3089 x 10’
2.8763 x 107  —1.4415 x 10®8  1.2289 x 10’
| 1.3089 x 107 1.2289 x 107 —2.9848 x 108

~
Il

Finally, the optimal solution is

B 0.3866  0.3509 0.0151
L=L,+W™'L=]-200304 4.5646 36.3721
0.0275  0.0429 0.4451

7.8.2 On the H_ Index

Remember the discussion on the fault sensitivity in Sect. 7.3.1, which provides us
with reasonable arguments to evaluate the fault sensitivity by means of the so-called
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Sf,— index. In this subsection, we shall address the definition of Sy, index for a
transfer matrix and its computation. This index is called _ index and will be, in-
stead of the H~, norm or the H» norm as required in (7.170), used for the evaluation
of the fault sensitivity.

Definition 7.3 Given system y(s) = G(s)u(s). The strict H_ index of G(s) is de-
fined by

_ . 1Gs)uls)l2
|G| _ _J%W' (7.187)

Note that |G (s)||— is not a norm. For instance, if the row number of G(s) is
smaller than its column number, then there exists some u(s) 7 0 so that G(s)u(s) =
0 and therefore |G (s) ||~ = 0. Consider that an evaluation of those faults, which are
structurally undetectable (see Chap. 4), makes no sense. We are only interested in
evaluation of the minimum value of |G (s)u(s)||2, for |Ju(s)||2 = 1, which is differ-
ent from zero. Since

1 o0
|G®uls)|,= Zf u(jo)G*(jo)G(jw)u(jw)dw
—0oQ
we have the nonzero minimum value of |G (s)u(s)||2
e for surjective G(s)
[6]_=ming(G” (o) o ming(G7 (")
e for injective G (s)
|G| =ming(G(jw) o ming(G(e))

where o (-) denotes the minimum singular value of a matrix.

For the FDI purpose, we introduce the following definition.

Definition 7.4 Given system y(s) = G(s)u(s). The H_ index of G(s) is defined by
|G| =ming(G" (o)) o ming(G7 (")

for surjective G (s) satisfying

Vo, G(—jo)G(jo)>0 or V8, G(e/%)G"(e/?)>0  (7.188)
and

_ . . . i0
|G- =ming(G(je) or mina(G(e’))

for injective G (s) satisfying

Vo, G'(—jo)G(jo)>0 or V8, G'(e7/%)G(e/?)>0.  (7.189)
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Remark 7.9 Note that if both (7.188) and (7.189) are satisfied, then
. T, . R . . T(,j0\\ — jo
nl)mg(G (ja)))_nzumg(G(ja))), rrblng(G (e ))_melng(G(e ))
Moreover,
Vo, G(-jo)GT(jw)=G(jw)G' (~jw) and
Vo, G(e /)G (/%) = G(e/?)GT (e777).
Next, we study the computation of the H_ index of a transfer matrix as defined
in Definition 7.4. We start with a detailed discussion about continuous-time systems

and give the “discrete-time version” at the end of the discussion. Our major results
rely on the following lemma.

Lemma 7.12 Let A, B, P, S, R be matrices of compatible dimensions with P,
R symmetric, R > 0 and (A, B) stabilizable. Suppose either one of the following
assumptions is satisfied:

Al. A has no eigenvalues on the imaginary axis
A2. P>0or P <0and (P, A) has no unobservable modes on the imaginal axis.

Then, the following statements are equivalent:

1. The para-Hermitian rational matrix

-1
()= BT (~s1 - AT)"" 1][;} ;][(S[ o B}

satisfies
D(jw)>0 forall0 <w<o0
II. There exists a unique real and symmetric X such that
(A—BR'S") X+ X(A—BR™'ST) —~XBR'B"X+ P - SR™'ST =0
and that A — BR™'ST — BR™'BT X is stable.

Lemma 7.12 is a standard result in the robust control theory. Hence, its proof is
omitted.
Theorem 7.11 Given system G(s) =D + C(sI — A)"LB with

Al. DTD —y?I >0and
A2. (C, A) has no unobservable modes on the imaginary axis,

then the inequality

(C(—jol —A)'B+ D) (C(jol — A)"'B+ D) > 21 (7.190)
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holds for all w, including at infinity, if and only if there exists a symmetric matrix X
such that

ATX+XA—-XBR'B"X+C"(1-DR'D")C =0 (7.191)
with
A=A—-BR™'D'c, R=D"D-’I
Proof The proof is straightforward. We first substitute
p=cTlc, s=cCTD, R=DTD—y%I
into @ (s) given in Lemma 7.12, which gives

T T -l
d><s>=[BT(—s1_AT)‘1 1][CC c'D M(sl A) B]

DTC DTD—y?I I
— (BT (=s1 — AT)"'cT + DT)(C(s1 — AT) ' B+ D) — 2L

As aresult, @ (jw) > 0 <= (7.190) holds. Finally, using Lemma 7.12 the theorem
is proven. d

With the proof of Theorem 7.11, the following corollary becomes evident.

Corollary 7.5 Given system G(s) =D + C(sI — A)~'B with

Al. DDT —y2I > 0and
A2. (A, B) has no uncontrollable modes on the imaginary axis,

then inequality
(C(jol — A 'B+D)(C(—jol —A)'B+ D)T >y’ (7.192)

holds for all w, including at infinity, if and only if there exists a symmetric matrix Y
such that

AY +YA"T —yCc"R™'cY + B(I - D"R™'D)BT =0 (7.193)
with
A=A—-BD'R7'c, R=DDT —y’I
Remember that with the H_ index defined in Definition 7.4 we are only interest-
ing in the minimal nonzero singular value of a transfer matrix, which is equivalent

to, for given G(s) = C(sI — A)"'B+ D,

G*(jw)G(jw) >0, Vo
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if G(s) is injective or
G(jw)G*(jw) >0, Yo
if G(s) is surjective. Note that Vo

L G'(jo)G(jo) >0 rank[A_C]wI g]=n+k
I G(jw)G*(jo)>0 <= rank[A_C]wI g}=”+m

where n, k, m denote the number of the state variables, the inputs and the outputs
respectively. Hence, it also ensures that there exists no unobservable mode on the
imaginary axis in case I and no uncontrollable mode on the imaginary axis in case II.
As a result of Theorem 7.11, Corollary 7.5 and the above discussion, we have

Theorem 7.12 Given system G(s) = D + C(sI — A)~! B that satisfies

Al. (a) DTD — y2I > 0, if G(s) is injective, or (b) DDT — y2I > 0, if G(s) is
surjective
A2. (a) for G(s) being injective Yo € [0, 00]

A—jol B| _
rank|: ¢ D] =n+k (7.194)
or (b) for G(s) being surjective Vo € [0, 00]
A—jol B| _
rank|: C Di| =n+m (7.195)

then for a given constant y > 0 the following two statements are equivalent:
S1. H_ index satisfies
G| >y (7.196)

S2. for case (a) there exists a symmetric matrix X such that

XA+A"X - XBR'B"X+C"(I-DR'D")C=0 (7.197)

A=A—BR'DC, R=D"D-%I
or for case (b) there exists a symmetric matrix Y such that
AY +YAT —YCT"R™'CY+B(I—-D"R'D)B" =0 (7.198)
A=A-BD"R7'Cc, R=DDT -yl

(7.197) and (7.198) are Riccati equations, which can also be equivalently re-
formulated as Riccati inequalities. To this end, different methods are available. Next,
we introduce one approach proposed by Zhang and Ding.
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Recalling Lemma 7.4 and its dual form for the IOF, we can, under condition
(7.194) or (7.195), factorize G(s) = D + C(sI — A)~' B € RH into

G(s)=M ' (s)N(s) = Ns)M ' (s)

where N (s), N(s) are co-inner and inner respectively and M ), M~ 1(s) €
RHoo. It turns out that

G| =M | = 1 (7.199)
1M (s)ll o
for G(s) being injective and satisfying (7.194) and
I |_= M s)|_= . (7.200)
1M (s)llo

for G(s) being surjective and satisfying (7.195). As a result, the requirement that
IG(s)||— > y can be equivalently expressed by

1 . 1
M), < o M), < o (7.201)

The following theorem follows directly from (7.201) and the Bounded Real Lemma,
Lemma 7.8.

Theorem 7.13 Given G(s)=D + C(sI — A)"'B e R'Hg’OXk and y > 0, suppose
that
L. for G(s) being injective

A—jwl B

Vw, rank [ ¢ D

i|:n+k, D'D—y%1>0

I. for G(s) being surjective

A—jol B

VYw, rank [ C D

:|=n+m, DDT — %1 >0

then ||G(s)||— > y if and only if for case I there exists X = X1 such that
XA+ATX+CTC+(XB+CTD)(y*1-D"D) ' (BTX+D'C) >0 (7.202)
and for case 11 there exists Y =Y T such that
YAT + AY + BBT +(vCT + BD")(y*1 —DD") "' (CY + DBT) > 0. (7.203)
Proof We only prove (7.202) for case 1. (7.203) for case Il is a dual result of (7.202).

It follows from Bounded Real Lemma that for | M (p)|lco < % there exists a matrix
P=>0
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W(P)=(A—BF)P+PA—-BF)" +BVV'B"
1 —1
+(BVVT — XFT)<—21 — VVT) (VVTBT —FX) <0 (7.204)
14

where, as a dual result of Lemma 7.4,

-1/2

vV = (D" D) F=(D"p)"'(B"0+DTC) (7.205)

with O > 0 being the solution of Riccati equation
QA+ATQ+cTc—(0B+CTD)(D'D) ' (BTQ+D"C)=0. (7.206)

Substituting (7.205) into the left side of (7.204) yields

w(P)=AP +PA" — PF'D"DFP + (B(D" D)™

X {(DTD) + <%I - (DTD)_1>_1}((DTD)_IBT — FP)

—AP+PA" —PF'D"DFP+ (B(D'D)”' - PFT)(D" D)

— PFT)

x ("D —y*1)"" (D" D)((D" D)™

BT —FP)
=AP+PA" — PF'"D"DFP+(B— PQB— PC"D)
x (D"D—y*1)"' (BT =BT QP - D'CP).
Let X = Q — P~!. Then we have
P lyP)P'=0-X)A+AT(Q-—X)—F'D'DF
+(xB+C"D)(D"D- 1) (B X + D" C).
Because P is a non-singular matrix, (7.204) holds if and only if P~y (PpyP~l <0.

By noting that (7.205) and (7.206) imply QA + ATQ — FTDTDF = —CTcC,
(7.204) is equivalent to

XA+ ATX+CTC+(XB+C"D)(y*1-D"D)" (BT X+ D' C) > 0. (7.207)
The theorem is thus proven. 0
Without proof, we introduce the “discrete-time” version of Theorem 7.13.

Corollary 7.6 Given G(z) =D + C(zI — A)"'B e RH&Xk and y > 0, suppose
that
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I. for G(2) being injective

A—el’l B
Vo € [0, 2r], rank|: C D]_n+k
II. for G(z) being surjective
VO € [0,2r], rank A-ell B =n+m
9 9 C D -

then |G (2)||= > v if and only if for case | there exists X = X7 such that
D'D+BTXB—y?1>0
ATXA-X-ATXGU+XG) 'XA+y?>0>0 (7.208)
— A'XA-X-E"(D"D+B"XB—-y2)'E+CTC>0 (7209
A=A+B(*1-D'D)'D'Cc, G=-B(y*1-D"D) "B’

1

o=c"(y’1-D"D)"c, E=B"XA+D'C

or for case 1 there exists Y = YT such that
DDT +cycT —y%1>0
AYAT — X —AYGU +YG)'YAT 420 >0 (7.210)
— AvA’ -y -F'(DD+crcT - y21)‘1F+ BBT >0 (7.211)
A=A+BD"(y*1-DpD")"'c, G=-c"(*1-DD")"'C
0=B(y’1-DD") 'BT, F=cvA” +DB".

The following result is achieved by Wang and Yang, which provides us with a
matrix inequality computation of H_ index in a finite frequency range.

Theorem 7.14 Given G(s) =D + C(sI — A)~'B,y > 0 and let

—1I 0
= [ 0y }
then the following two statements are equivalent:
(i)
G (—jo)G(jw) = y?, VYoef
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(i) there exist n x n-dimensional Hermitian matrices P, Q > 0 such that

T T
A B _[4 B] . [C D C D
ol eln el e TG 7]

221

(7.212)

where 2 is the frequency range and E is a matrix, both of them are defined in

Lemma 7.10.
Proof Since

[G(—jw)'TH [G(jw)

/ ; }=—GT(—jw)G<jw)+y2

we have

I 1

[G(—jw)]T 76U

The equivalence between the two statements follows from Lemma 7.10.

:| <0 = GT(—ja))G(ja)) > y2.

O

In the next subsections, the 7_ index and its LMI aided computation will be

integrated into the FDF design.

7.8.3 H, to H_ Trade-off Design of FDF

The so-called H> to H_ sub-optimal design of FDF is defined as follows: Find L

such that
I. A—LC isstable
I |CGsI—A+LC)Y N (Ea—LFp)|,<v
M. | C(sI—A+LC)""(Ef — LFy)+ Fy|_ — max

(7.213)
(7.214)
(7.215)

where it is assumed that C (s — A + LC)_I(Ef —LFy)+Fye R?—L':C,ka is injec-

tive and for continuous-time systems
|C(sT —A+LC) NE;—LFp)+ Fy|_
= rrgng(C(ja)I —~A+LC)Y NEf—LFp)+Ff)>0
as well as for discrete-time systems
lCc(sT —A+LC) NE;—LFp)+ Fy|_

= ming (C(¢/1 — A+ LC) ™' (Ef = LFy) + Fr) > 0.
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Analogous to the derivation given in Sect. 7.8.1, we first set L = L, + AL and
re-formulate the optimization problem as finding AL such that

I. A—(Ly+ AL)C isstable (7.216)

ML ||C(sI— A+ (La+ALYC) 'AL| <2 —trace(CXCT) =1 or
(7.217)

I | C(sT = A+ (La+ ALYC) 'AL|3 < ¥ — trace(CYCT) =1 (7.218)
M. |C(sI—A+(Ly+AL)C) '(Ef— ALFf) + Fs|_— max. (7.219)

Recall that conditions I and II can be expressed in terms of the following LMIs:

e for continuous-time systems there exist Q1, Y7 such that

ALYi+ YA, —CTLT —LC+C"C <0 (7.220)
Y L
[ir Q1:| >0, trace(Q1) <» (7.221)

o for the discrete-time system: there exist O, Z1 such that

Z Z\AL, — LC
|:A{2Z1 _CTI:T Z1 _CTC >0 (7222)
Z L
[ T Qz} >0, trace(Q2) <7 (7.223)
where
AL=PL, P=Y' or P=2', A,=A-LC

and L, is the H» optimal observer gain as given in Theorem 7.9. It follows from
Theorem 7.13, Corollary 7.6 and Schur complement that we can reformulate (7.219)
as

max Y, subjectto (7.224)
AL Y,=YT
DDT —y2] ETy,+FTC
~ 2 / / >
VLEr+CTF; YA +Alv,+CTC

for continuous-time systems and

max y» subjectto (7.225)
AL,Zy=2T

FIFp+EYZ:Er—y* 1 EfZAL+F]C
~ ’ >0
AL Z2Ef +CTF AYZ,AL - Z,+CTC
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for discrete-time systems, where
Ap=AL, — ALC, Ef:Ef—(L2+AL)Ff=Ef—ALFf.

In summary, the H, to #_ sub-optimal design of FDF can be formulated as the
following optimization problem with nonlinear matrix inequalities (NMI):

e for continuous-time systems

max y, subjectto (7.226)
LY, Yo=Y

ALY+ VAL, —CTLT —LCc+C'C <0

|: oL i| >0, trace(Q1) < y1

L™ 0
DDT — 21 Efn+Ffc 0
NE;+CTF, VAL +A[Y,+CTC

e for discrete-time systems

_ max )2 subjectto (7.227)
L,Z2\,2,=27
Z1 B Z1AL, — LC 0
Al zy-CTLT  z;-cTc |~
Z1 L
- >0, trace <
[ I Qz} (0 <n
F}Ff+E}22§f—y21 E}ZQALJFFJZC
A{ZZEerCTFf ATZ,AL —Zr+CTC

Remark 7.10 Optimization problems (7.226) and (7.227) have been formulated on
the assumption that C(s] — A + LC)™! (Ey — LFy) + Fy is injective. In case that
it is surjective, using the dual principle we are able to derive the solution.

Remark 7.11 (7.226) and (7.227) are optimization problems with NMI constraints.

Such optimization problems can be solved in an iterative way. We refer the reader
to some literatures on this topic which are given at the end of this chapter.

7.8.4 Ho to H_ Trade-off Design of FDF

The so-called H o to H_ optimization of FDF is formulated as finding L such that

I. A—LC isstable (7.228)
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I |C(I—A+LC) " (Eq—LFy)+Fa| <v (7.229)

UL |C(sI—A+LC)" E;—LFy)+ Fy|_ — max. (7.230)

The basic idea of solving the above optimization problem is, again, to transform
it into an optimization problem with matrix inequalities as constraints. Initiated by
Hou and Patton in 1997, study on the Ho to H_ optimization of FDF has received
considerable attention. In this subsection, we only introduce an essential formulation
of this optimization problem. For further details and results published in the past,
we refer the reader to the literature cited at the end of this chapter.

To ensure the existence of a nonzero minimum H_ index, we assume that
C(sI—A+LC)™! (Ef —LFp)+Fye RH&ka is injective and for continuous-
time systems

|C(sT—A+LC)"(Ey — LFp)+ Fy| _
:ming(C(ja)I—A+LC)_1(Ef—LFf)+Ff)>0 (7.231)
u :
as well as for discrete-time systems
lC(sT —A+LC) NE;—LFp)+ Fy|_
= ming (C(e/1 — A+ LC) N(E;—LFp) +Ff)>0. (7.232)
Once again, we would like to mention that using the dual principle a solution for the
surjective case can also be found. For the sake of simplicity, we only concentrate
ourselves on the injective case.

It follows from Lemmas 7.8 and 7.9 that requirements (7.228) and (7.229) can
be written into a matrix inequality form

e for continuous-time systems: there exists a ¥ > 0 such that
(A—LOTY+Y(A—-LC) Y(E;—LF;) CT
(Eq— LE)TY —yl FI' | <0 (7.233)
C Fy -yl

o for discrete-time systems: there exists a X > 0 such that

-X X(A—LC) X(E;—LF;) 0
(A-LO)TX —-X 0 cT
(E; — LEDTX 0 o FI <0. (7.234)
0 C Fy -yl

Combining (7.233), (7.234) with the results given in Theorem 7.13, Corollary 7.6
leads to the following re-formulation of Hooto H_ optimization (7.228)—(7.230):
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e for continuous-time systems:

max y1 subject to (7.235)
L.Y>0,Y,=YT

(A—LC)TY+YA—-LC) Y(E;—LF;) CT

(Eq—LF)"Y -yl FI' | <0
C Fy —yl
F{Fp—y} (Ef —LFp)'Y1 +FfC -0
Y\(Ef —LFp)+CTFy Yi(A—LC)+(A— LC)TY1~|—CTC

e for discrete-time systems:

max y; subjectto (7.236)
L.X,X1=XxT
-X X(A—LC) X(E;—LF;) 0
(A-LO)TX -X 0 cr -0
(Eq—LFE)TX 0 -y FI
0 C Fy -yl
Iy Iy -0
nl, Ixn

My =F{F;+(Ef— LFp)" X\(Ef — LFy) — y{1
My =(E;—LF)"X1(A-LC)+ F[C
My=(A—-LC)X(A-LC)- X+ CTC.

Again, solving (7.235) and (7.236) deals with an optimization with NMI constraints
and requires the application of advanced nonlinear optimization technique.

7.8.5 H to H_ Trade-off Design of FDF in a Finite Frequency
Range

Based on the GKYP-lemma, Wang and Yang proposed an approach to the Hoo to
‘H_ design of FDF in a finite frequency range. In this subsection, we briefly intro-
duce the basic idea of this approach.

The design problem is formulated as: given G,4(s) = C(s{ — A+ LC) " WE; —
LFy)+Fyand G,f(s) =C(sI —A+LC)"WE;—LFy)+ Fr,aswellas y, > 0,
find L such that Vo € §2

L Gl(—jw)Gra(jw) <y? (7.237)
I Gl(—jo)G(jw)> B (7.238)
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where §2 is the frequency range defined in Lemma 7.10. We would like to call
reader’s attention that for the FDI purpose the conditions I and II should be satisfied
in the same frequency range.

It follows from Lemma 7.10, (7.237) can be equivalently expressed by

A—LC Eq—LF;|" _[A-LC E;—LF,
I 0 = I 0

cTc CcTF,
+[FdTC FTFa— 21 <0 (7.239)

while (7.238), according to Theorem 7.14, by

=]

|:A—LC Ef—LFf]T ,,|:A—LC Ef—LFf}

1 0 1 0
-cTc  -CTFy }
n <0. (7.240)
[—F}c Bl — F[ Fy

Wang and Yang have an algorithm to approach the above matrix inequalities. The
reader is referred to the reference given at the end of this chapter.

7.8.6 An Alternative H o, to H_ Trade-off Design of FDF

Although the approach proposed in the last subsection provides an elegant LMI so-
lution to the H, to H_ trade-off design, it is computationally involved and delivers
often only local optimum. We now derive an alternative solution to the same prob-
lem with less computation and guaranteeing the global optimum.

Assume that C(s] — A + LC)’l(Ef —LFp)+Fye RHI:OXM is surjective and
satisfies

A—jol Ef|

Vo, rank[ ¢ Ff]_n+m or
A—-e’l Ey

Vo € [0, 2r], rank|: c Ff]—n+m.

for discrete-time systems. It follows from Lemma 7.4 or Lemma 7.5 that setting

Lo= (YT + EfFF)(FrFP) ™ Vo=a(FrFD) ™20 a>0 or
(7.241)
Lo=(ATXCT + EgFF)(FeFF +cxcT)™, Vo=a(FpFl+cxcT)™?
(7.242)
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leads to
IVo(C(joI — A+ LoC) M (Ey — LoFy) + Ff)|_=a or
IVo(C(e?1 — A+ LoC) (Ef — LoFp) + Fy)|_ =«
where Y is the solution of Riccati equation
AY +YAT 4 EET — (vCT + EfFT)(FeFT) T (CY + FRET) =0 (7.243)
and X the one of
ApX(I+CT(FeFF)'ex) AL — X+ EfFF FriET =0 (1.244)
Ap=A—CT(FFI) ' FeET.

Note that the dynamics of the corresponding FDF is, considering continuous-time
systems, governed by

r(s) =N7o(s) f(s) + Nao(s)d(s) (7.245)
with
Gya(s)=M7y(INfo(s),  Gyals) =My (s)Nao(s)
My 0(s) = Mpo(s) = Mao(s) = Vo(I — C(sI — A+ LoC)"'Lo)  (7.246)
Nro(s) = Vo(C(sT — A+ LoC) WEy — LoFy) + Fy) (7.247)
Nao(s) = Vo(C(sT — A+ LoC) " (Eq — LoFa) + Fa). (7.248)

Next, we would like to demonstrate that Lg, Vg given in (7.241) or (7.242) solve the
optimization problem of finding L, V such that

I. A—LC isstable (7.249)
I |VC(sI—A+LC) "(Eq—LF)+VF4|_ <y (7.250)
L. |VC(sI—A+LC)"E;—LFp)+VFp|_—max. (7.251)
Remember that the dynamics of an FDF is generally described by
r(s) =Ny (s) £ () + Na($)d(s) = My (5)(G 17 () £ () + G ya(s)d (s))
which can be further written as
r(s) = My()M7 () (N10(5) £ (5) + Nao()d(s)).

Suppose that L, V ensure

[ Na(s)| oo = | Mu () M7 5 (5)Na0(s) | o < ¥
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and make
o

1M, ()M 7 5() oo

[Ns )| = |Mu)M ;5 ()N o) - =

reaching its maximum. Considering the following relations (see also (7.200))
[ Na.o@) | oo < M po@) M, ()] o | Mu ()M (5)Na0(5) | o
[ Nro@)|_ = Mpo)M; ()M (s)M 5 ()N o ()]

INfOI- a
T IM oM $lloo 1M £0() My (9) oo I M ()M () oo

and setting
a=(|(FFF)™*(1 = C(jol — A+ LoC) "' Lo) M, ' (jo)| )"
we get
[ Na.o@) | o < [MuM7(5INa0 )] oo = [ Nats)| o < ¥

- IN £ (s)ll - -
INpo®|_ 2 ———— = [N ).
”Mu(s)Mf)()(s)”OO

This result verifies that Lg, Vy given in (7.241) or (7.242) do solve the optimization
problem (7.249)—(7.251) and thus proves the following theorem.
Theorem 7.15 L, Vy given in (7.241) or (7.242) with

“= TY—1/2(C(; ” N E
I(FrF )~ YAHC(jol —A)T'Ef+ Fplloo

14
< - = —
I(FfFf +CXCT)=12(C(elT = A)TE p + Fp)lloo

0< or (7.252)

O<a (7.253)

A=A—-LyC, Ef=Ef;—LoFy
solve the optimization problem (7.249)—(7.251).

It is worth noting that for the determination of Lo, Vy only the solution of one
Riccati equation is needed. Moreover, the solution is analytically achievable and
ensures a global optimum.

Remark 7.12 We would like to mention that Lg, Vj given in (7.241) or (7.242) also
solves
IVC(sI —A+LC)"YEf —LFp)+ VFy|-
su
L,‘I/) IVC(sI —A+LC)"Y(E;—LFy)) +VFilloo
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where o (>0) can be any constant. In Sect. 12.3, we shall prove it. We would like to
call reader’s attention that this result also verifies the comparison study in Sect. 7.3.

Algorithm 7.6 (H to H_ trade-off design of FDF—an alternative solution)

S1: Compute Lo, Vy according to (7.241) or (7.242)
S2: Set « satisfying (7.252) or (7.253).

Example 7.4 In this example, we design an Ho, to H_ optimal FDF for the bench-
mark vehicle dynamic system via Algorithm 7.6. To this end, system model (3.78)
in Sect. 3.7.4 is slightly modified, where
C.y =103600 + ACqy, ACqy €[—10000, 0]
is rewritten as
C.y =98600 + ACyy, ACqy €[—5000,5000].

This change is due to the need in the late study. It results in

A= |:—2.9077 —0.9762] ’ B— [ 1.0659 i|

28.4186 —3.2546 38.9638
C— —145.3844 1.1890 1 53.2973
- 0 1.0000 |’ - 0

with

g [0 0 10659 Fo_[1 0 532973
=10 0 389638 | =10 1 0 :

The achieved results are

;- [0.0200 0.0002 v [0.0188 0
0=10.7308 0.0707 | =1 o 1]

7.8.7 A Brief Summary and Discussion

In this section, we have presented numerous approaches to the optimal design of
FDF regarding to four different performance indices:

Ho /H, optimization

‘Ho to H_ optimization

Hoo to H_ optimization

Hoo to H_ optimization in a finite frequency range.
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Remember that our design objective is indeed a multi-objective optimization, i.e.
minimizing the influence of the disturbances on the residual and simultaneously
maximizing the one of the possible faults. The underlying idea adopted here for
solving such optimization problems is to reduce the multi-objective optimization
problem to a single optimization problem with constraints. To this end, the well-
established robust control theory and LMI-techniques have been used. As a result,
all requirements and constraints given in the form of norms of transfer function
matrices are equivalently expressed in terms of matrix inequalities. Although these
matrix inequalities look formally linear, part of them is indeed bilinear related to the
optimization parameters.

Bearing in mind the main objective of our handling, we shall continue our study
without detailed dealing with the solution for the formulated optimization problems.
At the end of this chapter, however, a number of references are given, where the
reader is provided with useful materials like essentials, algorithms and even software
solutions for such problems.

The reader might notice that the H,, norm has not been taken into account for
measuring the influence of faults. This is mainly due to the difficulty met by han-
dling the inequality

Hﬁf(S)”oo >y >0.

A further discussion upon this will be carried out in the subsequent sections.

7.9 The Unified Solution

In the last sections, different norms and indices have been used to describe the in-
fluence of the unknown disturbances and faults on the residual signal. Remember
that both the o, norm and index H_ are some extreme value of a transfer function
matrix. From the practical viewpoint, it is desired to define an index that gives a
fair evaluation of the influence of the faults on the residual signal over the whole
frequency domain and in all directions in the measurement subspace.

The major objective of this section is to introduce an index for a practical eval-
uation of the fault sensitivity and, based on it, to achieve an optimal design of the
observer-based FD systems.

7.9.1 H;/H o Index and Problem Formulation

Consider system (7.124). To simplify our discussion, we first focus on the
continuous-time systems. The extension to the discrete-time systems is straight-
forward and will be given at the end of this section.

For our purpose, we now introduce a definition of fault sensitivity and, associated
with it, the so-called H;/Ho performance index. Recall that the singular values
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of a matrix give a measurement of the “gain” in each direction of the subspace
spanned by the matrix. In this context, all singular values o;(R(j w)af (jw)), w €
[0, oo], together build a natural measurement of the fault sensitivity. They cover all
directions of the subspace spanned by R(j a))ﬁf (jw). In comparison, || REf |- or
I RE.I" loo or their representations in a finite frequency range are only extreme points
in this subspace. It holds Vw € [0, 0],

IRG sl <0i(R(jo)Gs(jw)) < IRG flloo (7.254)
Associated with it, we introduce the following definition.

Definition 7.5 (#;/H oo design) Given system (7.124) and let o; (R(j a))Ef (Jw)),

i=1,...,ky, be the singular values of R(ja))af(ja)).

0i(R(jw)G f(jw))
IR($)Ga(s)lloo

Jiw(R) = (7.255)

is called H; /H~ performance index.

We would like to call reader’s attention that H; /H, index indicates a set of (k)
functions. It is clear that Jo(R) and Jo(R),

IR($)G £ (5)lloo
IR()Ga(s)lloo
are only two special functions in the set of J; ((R).

Under H; /Hoo performance index, we now formulate the residual generator de-
sign as finding R(s) € RH such that for all 0; (R(jow)Gr(jw)), i =1,...,ky,
w € [0, oo], Ji »(R) is maximized, that is,

_ inf, 0 (R(j&)G 1 (jo))

Joo(R) = —
w [R()Ga($)lloo

Jo(R)

(RG)G ¢(j
sup  Jio(R) = o ( (Jw_) f(]a))).
R(s)eRH oo R$)eRHs R()Ga(5) oo

(7.256)

It is worth emphasizing that (7.256) is a multiobjective (k s objectives!) optimization
and the solution of (7.256) would also solve

IR(5)G f(5)lloo inf, 0 (R(j®)G f(jw))
R($)ERH IR(5)G () oo R©ERM.  IR$)Ga(s)lloo

(7.257)

which have been discussed in the previous sections.

7.9.2 H;/H Optimal Design of FDF: The Standard Form

Now, we are going to solve (7.256). For our purpose, we first assume that

Vo €[0,00], Ga(jw)Gy(jw) > 0. (7.258)
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This assumption will be removed in the next section. It follows from Lemma 7.4 that
G 4(s) can be factorized into G4(s) = M()_l (s)ﬁo(s), where MO_I (s) is a co-outer,
ﬁo(s) a co-inner of G4(s). Let R(s) = Q(s)[l//?()(s) for some Q(s) € RHo. It then
turns out that Yo € [0, co] and for all o; (R(ja))af(ja))), i=1,... ky,

0. (Q(j@)Mo(j)G f(jw))

Jiw(R) =
@ l®) 19 ()00

<oi(My(je)Gy(jw).  (7.259)

On the other hand, setting R(s) = A?o(s) leads to
Vo, 0 (R(j)G f(jo))  Jiw(R)=0;(Mo(jw)G ;(j))

ie. Yo €[0,00],i =1,..., ks, the postfilter R(s) = Mo(s) leads to the maximum
Ji.w(R). As aresult, the following theorem is proven.

Theorem 7.16 Given_ system (7.124) and assume that (7.258) holds, then Yo €
[0, 001 and 6; (R(je)G g (jo)), i = 1,.... ks,

Ropi(s) = arg e B (R)) = Mo(s) (7.260)
R(s)e o0

where ]l?al (s) is a co-outer ofﬁd (s).

Theorem 7.16 reveals that R (s) leads to a simultaneous optimum of perfor-
mance index (7.256) in the whole subspace spanned by Gy( Jjw). It also covers the
special case (7.257). For this reason, R, (s) is called the unified solution. It can be
shown (see Chap. 12) that the unified solution delivers not only an optimal solution
in the sense of (7.256) or (7.257) but also an optimal trade-off in the sense that given
an allowable false alarm rate, the fault detection rate is maximized. This also gives a
practical explanation why the unified solution, different from the existing optimiza-
tion methods, solves (7.256) simultaneously for all o; (R(ja))af(jw)), w € [0, o],
i=1,...ky.

Applying R (s) to (7.124) yields

r(s) = No(s)d(s) + Mo ()G 7 (s) f (5) (7.261)

and in the fault-free case ||7||2 = ||d||>. In the above expression, Mo( jw) can be
considered as a weighting matrix of the influence of f on r. Remember that Mo(s)
is the inverse of the co-outer of G4(s), and the co-outer of a transfer matrix can be
interpreted as the magnitude profile of the transfer matrix in the frequency domain.
In this context, it can be concluded that the optimal solution is achieved by inversing
the magnitude profile of G 4(s). As a result, the influence of d on r becomes uniform
in the whole subspace spanned by the possible disturbances, while the influence of
f on r is weighted by the inverse of the magnitude profile of G4(jw), that is, where
Gl jw) is strong (weak), G £ (Jw) will be weakly (strongly) weighted.
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Remark 7.13 Remember that in Sect. 7.8.6, we have derived a solution for the opti-
mization problem

sup  Jo(R) = Mo (RG@)G(jo)
R(s)eRHoo ”R(S)Gd(s)”oo

which is different from the one given above. This shows that the solution for this
problem is not unique. In Chap. 12, we shall further address this issue.

Following Lemma 7.4, the results given in Theorem 7.16 can also be presented
in the state space form. To this end, suppose that the minimal state space realization
of system (7.124) is given by

X()=Ax(@®) +Bu(t)+ Eqd(t) + Ef f(1)

(7.262)
y(@) =Cx(1) + Du(t) + Fad(t) + Fy f (2).
Using an FDF for the purpose of residual generation,
X(t) = AR (1) + Bu() + L(y(t) — (1))
(7.263)

§()=Cx@)+ Du(r),  r(@)=V(y@®)—3®)
gives
r(s) =V (Mu(5)Gya(s)d(s) + My(s)Gyp(s) £ (5))
=V (Na(s)d(s) + Ny (s) £ (5)) (7.264)

M, (s)=1—C(sI —A+LC)"'L=My(s) = Ms(s)
Na(s) = Fq+ C(sI = A+ LC)™ (Eq — LFy)
Ni(s)=Fp+C(sI —A+LC)" (Ey — LFy)
Ga(s)=M; (9)Na(s),  Gs(s)=M; ()Ns(s).

The following theorem represents a state space version of the optimal solution
(7.260) and gives the optimal design for L, V.

Theorem 7.17 Given system (7.262) that is detectable and satisfies Yo € [0, 00]

A—jol Eg|
rank |: C F, i| =n+m (7.265)

and the residual generator (7.263), then

Lopt = (EaF] +YaCT)(FaFD) ™", Vo= (FaFF)™"? (7.266)
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with Yq > 0 being the stabilizing solution of the Riccati equation

AYy+ YyAT + EqE] — (EqF] +Y,CT)(FaF])  (F4E] +CY) =0 (1.267)
deliver an optimal FDF (7.263) in the sense of Vo, ai(Vﬁf (Jw)),i=1,...ky,

oi(VNs(jo))

sup Jio(L, V) = sup = 0; (Vopr N f.opt () (7.268)
L)V

Lv IVNi(S) oo

ﬁfﬂpf(s) =Fr+CGI-A+ Loptc)il(Ef — Lope Fy).

The proof of this theorem follows directly from Lemma 7.4 and Theorem 7.16.

Theorem 7.17 provides us not only with a state space expression of optimization
problem (7.256) but also with the possibility for a comparison with the existing
methods from the computational viewpoint. Remember that most of the LMI aided
design methods handle the optimization problems as a multi-objective optimization.
As a result, the solutions generally include two Riccati LMIs. In comparison, the
unified solution only requires solving Riccati equation (7.267) and thus demands
for less computation.

Example 7.5 We now design an FDF using the unified solution for the benchmark
system LIP100. Our design purpose is to increase the system robustness against
the unknown inputs including measurement noises. Based on model (3.59) with the
extended E;, F; (to include the measurement noises)

Ed=[0 B], Fd=[13><3 O]
we get

1.5580 04517 —0.8677

0.4517 11.7384 —2.7548 Vo
—0.8677 —2.7548 3.8811 |’ opt = 13x3-
3.0234 727919 —47.2420

Lopt =

7.9.3 Discrete-Time Version of the Unified Solution

In this subsection, we shall briefly present the analogous version of Theorems 7.16
and 7.17 for discrete-time systems without proof.

Theorem 7.18 Given system (7.124) and assume that

Vo €[0,27], Ga(e’)G(e'?) > 0. (7.269)
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then V6 € [0, 2], and 0;(R(e/9)G f(e/%)), i =1,... kg,

Ron()=aug( sup Jio(R)) = Ho(c) (7.270)
R(s)e o0

where A//io_l (2) is a co-outer ofad (2).

Theorem 7.19 Given system
x(k+1) = Ax(k) + Bu(k) + Eqd(k) + E ¢ f (k)
y(k) = Cx(k) + Du(k) + Fyd(k) + Fr f (k)
that is detectable and satisfies V0 € [0, 2]

A—ell Ey

rank [ C Fy

]=n+m.

Then residual generator
X(k+1) = (A= LopC)x(k) + (B — Lop D)u(k) + Lopry (k)
r(k) = Vopi (y (k) — CE (k) — Du(k))
with
Lop=—LY.  Vop=Wy (1.271)

delive,rls re;idual signal r(k) that is optimum in the sense that Y0 € [0,2n] and
ai(VNy(el?))

o;(VNf(el?)
u —_— e =
Lv IVNa@lloo

Njopt(2) = Ff +C@l — A+ LopC) " N(Ef — LopFy).

o (Vaptﬁfﬁpt (eje))

In (7.271), Wy is the left inverse of a full column rank matrix H satisfying Hy H dT =
CX4CT + F4FT, and (X4, Lg) is the stabilizing solution to the DTARS (discrete-
time algebraic Riccati system)

(7.272)

AXqAT — Xq+ EqE}  AX4 CT + EqF) [ I } 0
CX4AT + F4ET CXyCT + FyF! [ La]

7.9.4 A Generalized Interpretation

In this subsection, we give an interpretation of the unified solution, which general-
izes the performance index H;/Hoo. To this end, we first introduce the following
definitions.
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Given two matrices Py(w) > 0, P>(w) > 0, which are of the same dimension
and function of real variable @ € @. Then

Pi(w) = Pr(@)
means

Vo e® Pi(w)— P(w)=>0.

Let ¥ be a set of matrices which are of the same dimension and function of real
variable @w € @. P(w) € ¥ is called the maximum when

VP (w)eV, wed® P(w)> P(w).
Now, for our purpose we introduce the following two optimization problems,

Nf(=jo)Ns(jo)

sup = Yo € [0, o0] (7.273)
v INa&I%
for the continuous-time systems and
NT (e /)Ny ()
Vo € [0, 2n] (7.274)

sup =
v INa@I3

for the discrete-time systems. It is evident that

(ﬁf(—jw)ﬁf(jw))lﬂ <1fo(e—-/9>ﬁf(ef@>)l/2
INa ()12 ’ INa(@)1%

describe the magnitude of the fault transfer matrix at frequency @ or 8, normal-
ized by the maximum gain of the disturbance matrix. Thus, the optimization prob-
lems defined in (7.273) and (7.274) can be exactly interpreted as an optimization
of the sensitivity and robustness ratio in the whole subspace spanned by 1’\7]«'( jw)
(or N f (€7%)) and over the whole frequency domain. Below, we demonstrate that the
unified solution solves (7.273) and (7.274). The major result is summarized in the
following two theorems.

Theorem 7.20 Given system (7.262) that is detectable and satisfies Yo € [0, 00]

A—jol E;| _
rank |: C F :| =n+m (7.275)

then the unified solution (7.266) delivers an optimal FDF in the sense that Vo €
[0, 0]

NI(—jo)N;(jo) . N
Y - ||ﬁd<s>||‘z = Nf o (—jo)Nfop(jo). (7.276)
) o0
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Proof 1t is known that the unified solution (7.266) leads to
Vo, Naopt (GoIN] (= jo) =1
Na.op(j@) = Vopi(Fa + C(sT = A+ LopC) ™ (Ea = Lopi Fa)).
Then for all R(s) € RH~o

N[ (=jo)R" (= jo)R(jo)N;(jo) N](=jo)R" (—jw)R(jo)Nf(jo)

J(R)= =
w0 IR ($)Naopt ()11, IR($)IIZ

(7.277)
<Nl (—jo)N;(jo), Voel0, 00l (7.278)

Note that setting R(s) = I leads to Vw € [0, 00]
J(R) =N (=j@)Ns(jo)

i.e. Yo € [0, co] R(s) = I leads to the maximum J (R). On the other hand, for any
L, V setting different from Ly, Vipr, it holds for Ny (s)

Na(s)=V(Fa+C(pl — A+ LC) N(Eq — LF2)) = VM~ (5) N ope(s)
Na,opi(8) = Vope(Fa + C(pI — A+ LopC) ™ (Eq — LopiFa))
M(s) = Vopr (I — C(pI — A+ LopC) " (Lope — L)).

Notice that

_ —1
(I —C(pI — A+ LopC) N (Lopr — L))
=1+ C(pl —A+LC) " (Lopr — L) € RHoo.

Hence, ﬁd (s) can be written into

Na(s) = R(s)Na.opi (5)

R(s)=V(I+C(pl = A+ LC) " (Lop — L))V, € RMoo.

As aresult of (7.277)—(7.278) we conclude that Ly, V,p provide the optimal solu-
tion in the sense of (7.276). U

Theorem 7.21 Given system (7.124) that is detectable and satisfies V0 € [0, 2]

A—el'T Ey
rank |: C Fy } =n+m (7.279)
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then the unified solution (7.271) delivers an optimal FDF in the sense of Y0 €
[0,27]

NT(e=19)N ;(el?) . .
7 f =T _ino 0
Ly NI = N opi(€™ )N .opi(¢). (7.280)
s oo

The proof is similar to the proof of Theorem 7.20 and thus omitted.

The above two theorems provide us with a new interpretation of the unified so-
Iution, which extends the applicability of the unified solution and also solves the
known Heo/Hoo, H—/Hoo and H; /Hoo optimization problems as a special case of
(7.276) and (7.280).

7.10 The General Form of the Unified Solution

Due to the complexity, the study in this section will focus on continuous-time sys-
tems. Recall that the unified solution proposed in the last section is based on as-
sumption (7.258) or its state space expression (7.265), that is, G4(s) is surjective
and has no zero on the jw-axis or at infinity. Although it is standard in the robust
control theory and often adopted in the observer-based residual generator design,
this assumption may considerably restrict the application of design schemes. For
instance, the case rank(F;) < m, which is often met in practice, leads to invalidity
of (7.265). Another interesting fact is that for k; < m a PUID can be achieved, as
shown in Chap. 6. It is evident that for k; < m (7.258) does not hold.

It is well-known that a zero w; on the jw-axis or at infinity means that a distur-
bance of frequency w; or with infinitively high frequency will be fully blocked. Also,
for k; < m there exists a subspace in the measurement space, on which d has no in-
fluence. From the FDI viewpoint, the existence of such a zero or subspace means
a “natural” robustness against the unknown disturbances. Moreover, remember that
the unified solution can be interpreted as weighting the influence of the faults on
the residual signal by means of inversing the magnitude profile of G (s). Following
it, around zero w;, say w € (w; = Aw), the influence of the faults on the residual
signal will be considerably strongly weighted by ]\70( jw) (because oi(]l’i(; ! (jw))
is very small). From this observation we learn that it is possible to make use of the
information about the available zeros on the jw-axis or at infinity or the existing
null subspace of G4(s) to improve the fault sensitivity considerably while keeping
the robustness against d. This is the motivation and the basic idea behind our study
on extending the unified solution so that it can be applied to system (7.124) without
any restriction.

Our extension study consists of two parts: (a) a special factorization of Ga(s) is
developed, based on it (b) an approximated “inverse” of G4(s) in the whole mea-
surement subspace will be derived.
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7.10.1 Extended CIOF

For our purpose of realizing the idea of the unified solution, under the assumption
that G 4(s) € RHAM,

rank( G4(s)) = min{m, kg}
G 4(s) will be factorized into
Ga(s) = Gao()Goo(5)G o (5)Gi(s) (7.281)

with co-inner G;(s), left invertible G4,(s), G jo(s) having the same zeros on the
Jjw-axis and G (s) having the same zeros at infinity as G4(s). This special fac-
torization of G4(s) is in fact an extension of the standard CIOF introduced at the
beginning of this chapter.

We present this factorization in the form of an algorithm.

Algorithm 7.7 (Algorithm for the extended CIOF)

S0: Do a column compression by all-pass factors as described in Lemma 7.6:
Ga(s) =G()Gal (5)

S1: Do a dislocation of zeros for G 5 (s)by all-pass factors: 5(5) =Gy (5)Gi1(s).
Denote the zeros and poles of G,(s) in C_ by s;
S2: Sets =a + A with a satisfying

Vs; - Re(si-) <a<0 (7.282)

and substitute s = a + A into G,(s): G1(L) = Gy(a +A) = G, (s).
We denote the zeros of G(1) corresponding to the zeros of G,(s) in C s C—
and at infinity by A; e, A;,— and A; o respectively. It follows from (7.282) that
Re(Ai jw) > 0, Re(h; —) < 0, Aj oo = 00. Also, all poles of G1(1) are located
inC_.

S3: Do a CIOF of G1(A) following Lemma 7.6: G1(A) = G1,(A)G1; (X)

S4: Substitute A = s — a into G1; (1), G1,(A) and set G, (s) equal to

Go(s) =G1(M) = Gii(s —a)Gio(s —a) = G, ()G 1,(s).

Remembering that 2; j, is corresponding to a zero of G,(s)inC jw»it1s evident
that G j,(s) has as its zeros all the zeros of G(s) on the imaginary axis. Noting
that s =a + A, a < 0, it can be further concluded that 610(5) only has zeros in
C_ as well as at infinity and the poles of G j,(s), G1,(s) are all located in C_.
Denote the zeros and poles of G1o(s) in C— by si —.



240 7 Residual Generation with Enhanced Robustness Against Unknown Inputs

S5: Set s = 755 and substitute it into G1,(5)

Glo(s) =610(ﬁ) =Gy(V)

where c is a constant satisfying

(Im(s;,))* ,
VSZ,_, Cc > m + |RC(S1’_)| (7283)

S6: Do a CIOF on G, (A) following Lemma 7.6: Gz(_)\) =Gro(M) G2 ()
S7: Substitute A = % into G2; (A), G2, (A) and set G1,(s)equal to

Ga(1) = Gz()(CjS)Gz,- (st> — Gao(5)Goo 9).

It is evident that G (s) has as its zeros only zeros of Gy(s) at infinity. Denote a
zero or a pole of Go,(A) in C_ by A; _ € C_. It turns out

c _cRe(rj )= —clm(hj )/
Aj——1 (Re(rj_)— D2+ Im(r;_)?

S =

Since ¢ > 0, Re(A;, ) <0, we have Re(s) < 0 <= s € C_. It can thus be concluded
that the poles of Ggo(s), Go(s) lie in C_, and G4, (s) is right invertible in RH .
As a result, the desired factorization

Ga(s) = Gao(5)Goo(5)G j(5)Gai(s),  Gai(s) = Ga1(5)Gi1(s).

is achieved. Below is some remarks on the above algorithm.

Remark 7.14 S0 is necessary only if k; > m. Note that G1; (A) is inner and G,(A)
is an outer factor whose zeros belong to C_ and at infinity. It is straightforward to
prove that after S5 the zeros of G1,(s) at infinity and in C_ are located in C and C_—
of the A-complex plane, respectively. Also the poles of G,(s) are in C_ of the A-
complex plane. Note that G»;(}) is inner and has as its zeros all the zeros of G2(1)
in Cy. Since G2(A) has no zero in Cj, and at infinity, G2,(}) is right invertible
in RH -

It should be mentioned that IOF (CIOF) is a classic thematic field of advanced
control theory, in which research attention is mainly devoted to those systems with
special properties, for example, strictly proper systems (systems with zeros at infin-
ity) or systems with jw-zeros. Our study on the extended CIOF primarily serves as a
mathematical formulation. It is based on an available CIOF and focused on the fac-
torization of the co-outer into three parts: G4,(s) which is R Ho-invertible, G 5 (s),
G j»(s) with all zeros at infinity and on the jw-axis. As will be demonstrated below,
knowledge of those zeros can be utilized to improve the fault detection performance.
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7.10.2 Generalization of the Unified Solution

We are now in a position to extend and generalize the unified solution. Recalling the
idea behind the unified solution and our discussion at the beginning of this section,
our focus is on approximating the inverse of Gy, (5)G oo (5)G jo(s) by a post-filter
in RH . To this end, we shall approach the inverse of G, (s), Goo(s), Gao(s)
separately.

Remember that G, (s) has as its zeros all the zeros of G(s) on the jw-axis.
Define G]a,(s) by Gjw(s —¢),& > 0. Note that all zeros of Gja,(s) are located in
C_.If ¢ is chosen to be small enough, then we have G, jo U(s) asan approximation of
the inverse of G j,(s) with

GCrn@Gjw) =1, Gia()=Ga(s —¢) € RHoo, (7.284)

To approximate the inverse of Goo(s), we introduce Goo(s) = Goo(ﬁ), € >0,
whose zeros are —é € C_. Thus, choosing € small enough yields

Gl (5)Gools) ~ 1, 500‘(s)=coo‘( 11) € RHoo. (7.285)

Recalling that G 4,(s) = Gg(s) is left invertible in RH o, for m = k; the solution
is trivial, that is, G (s) = G;O] (s). We study the case m > k. As described in
Lemma 7.6, using a row compression by all-pass factors Gg4,(s) can be factorized
into

Gao(s) = Gao1(s) |:Gd”(’)2(s)] € Rk (7.286)

with Ggo.1(s) € RH™™, Gaoa(s) € RHN ki Both Gy,.1(s), Gao2(s) are in-
vertible in RHso. (7.286) means that G4(s) only spans an m X kgz-dimensional
subspace of the m x m-dimensional measurement space. In order to inverse Gy(s)
in the whole measurement space approximately, we now extend G4(s) and d(s) to

Gae(s)=[Ga(s) O] €RH™™,  dy(s)= [dg)} e R™

which yields no change in the results achieved above. As a result, we have

Ed,e(s) _ Ga’u,l |:Gd0 Z(S)G%o(s)ij(s) 0] 4i(s)

Gi(s) = [Gdé(s) (I)] is co-inner.

Gi0,2()Goo(5)G ju(s) O

Since [ 0 0] is not invertible, we introduce

Gao2(5)Goo(5)G ju(s) 0
0 81
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with a very small constant § to approximate it. Together with (7.284)—(7.286), we
now define the optimal post-filter as

G- (G=-1(\G=!
Ropi(s) = [ij(s)GooO(s)Gdo,z(s) lOI]G;ol’](s). (7.287)
5

Rop: (s) satisfying (7.287) is an approximation of the inverse of the magnitude profile
of G4(s). In order to understand it well, we apply R (s) to residual generator

r(s) =R(s)(Ga(s)d(s) + G £(s) f(5))

and study the generated residual signal. It turns out

r(s) = Ropi()(Ga(s)d(s) + Gy (s) f ()

= Ropt(8)(Ga.e(s)de(s) + G £ (5) f (5)) = [n(s)]

ra(s)

_ [5;; )G ()Goo(9)G o ($)Gai(s)d(s) + G f1(5) f (5)

LG 2(9) f (5) } (7.288)

with

G ] _| GG G4 0| oy =
[sz(S)} [ ’ 0 do:2 1y G o1 Gr(s).

5
Note that d has no influence on r;(s). Following the basic idea of the unified solu-
tion, the transfer function of the faults to 7, (s) should be infinitively large weighted.
In solution (7.287), this is realized by introducing factor % It is very interesting to
notice that in fact r»(s) corresponds to the solution of the full disturbance decou-
pling problem, where only this part of the residual vector is generated and used for
the FD purpose. This also means that the dimension of the residual vector, m — kg,
is smaller than the dimension of the measurement m. In against, the unified solution
results in a residual vector with the same dimension like the measurement vector,
which allows also to detect those faults, which satisfy G ¢2(s) f (s) = 0 and thus are
undetectable using the full disturbance decoupling schemes.
In case m = kg, the solution is reduced to

Ropi(8) =G ;) ()G ) ()G ) (s). (7.289)

Summarizing the results achieved in this and the last sections, the unified solution
can be understood as the inverse of the magnitude profile of G;(s) and described in
the following general form: given system (7.124),

the unified solution is given by (7.287) if m > kg (7.290)
the unified solution is given by (7.289) if m < k. '

Note that if G4(s) has no zero in Cje or at infinity, then ajw(s) =1 or 5oo(s) =1.
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We would like to call reader’s attention to the fact that the unified solution will
be re-studied in Chap. 12 under a more practical aspect. The physical meaning of
the unified solution will be revealed.

Example 7.6 We now illustrate the discussion in this subsection by studying the
following example. Consider system (7.124) with

ri(s)
f1(s) di(s)
ris) =1 r() |, fs)= [ , d(s) =
o £(5) r(s)
- s+5
5243542 a5+l
2_ J—
Gu@=| 25385 | Gr@&=| oy
1
i 0 1
_ (s+1)(s+4) 1
_ G _
Ga(s) = [ "(l)(s):| . Gas)= [ S s ] :
s24+4s+1 s24+4s+1

55 (s) has two zeros at —3, co. Moreover, it is evident that r3(s) = f>(¢), i.e. a full
decoupling is achieved. However, using r3(¢) f] cannot be detected. In the follow-
ing, we are going to apply the general optimal solution given in (7.290) to solve
the FD problem. It will be shown that using (7.290) we can achieve the similar
performance of detecting f> as using the full decoupling scheme. In addition, fi
can also be well detected and the zero at infinity can be used to enhance the fault
sensitivity. We now first apply the algorithm given in the last section to achieve the
special factorization (7.281) and then compute the optimal solution according to

(7.290). Considering that 651 (s) has only zeros in C_ and at co, we start from S5.
Let ¢ = 4.5 and substitute s = ;55 into 651 (),

4043.5)(040.125)  5(0.—1)(A=0.1)

=T _ _ A24+16A+3.25 A24+16A+3.25
Gy (5) =G (M) = O—1)? 20— D(A+1.25)
A24+160+3.25 A24+160+3.25

G»>()) has poles at —15.7942, —0.2058 and zeros at 1, —0.5. As the next step, do
an IOF of G7(A) using Lemma 7.6. It results in G2(A) = G2; (L) G2, (A), where

0.8321 0.5547
Ga2i(M) = _05547(s—1)  0.8321(s—1)
s+1 s+1

2.7735().24+4.35).40.725) 3.0509(.2—2.31821—0.3182)

Gao(h) = A2416043.25 A2416043.25
o 3.0509(2242.6364140.0455)  4.4376(x2+0.15621+0.5312)
224+161+3.25 A24+161+3.25

Note that G; (A) has a pole at —1 and a zero at 1 and G, ()) has poles at —15.7942,
—0.2058 and zeros —1, —0.5. The next step is to transform Gy; (1), G2, (A) back to
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the s-plane by letting A = “Ssﬁ It yields

0.8321 0.5547 i|

T
Goo(s) = |: —12481  1.8721
1225 5+2.05

0.8321(s2+4.703754+3.3333)  —0.2465(s2+0.8755—12.375)

Go(s) = s2+4s+1 sZ+ds+1
0 0.5547(s24+5.66675+5.5) 0.3695(s%45.755+12)
s24ds+1 s2+4s+1

where Ggo(s) has a pole at —2.25 and zero at 0o, G,(s) has poles at —3.7321,
—0.2679 and zeros at —3, —2.25. Thus, G, (s) = GL (s)G,(s),

Gts) — [Edé(m] _ [GZ (s)OGoo<s>} _

As aresult, the optimal post filter R, (s) is given by

Gls)(GTs)™! 0 .
Ropt(s) = o ()¢ ¢ (5)) 1 with
0 51
~_4 0.8321 0.5547
Goo () = | _0.2465(142.25¢)s—0.5547  0.3698(142.25¢)5+0.8321
es+1 es+1
0.8321(s2+5.755+12) —1.2481(s2+5.6667s+5.5)
G-T = s2+45.255+6.75 s2+45.255+6.75
o 0.5547(s2+0.875s—12.375)  1.8721(s2+4.7037s+3.3333)
5245.2554+6.75 5245.2554+6.75

and the small positive numbers €, § are selected as € =0.01, § = 0.01. The optimal
performance indexes J; ,(Ropr), i = 1,2 are shown in Fig. 7.4. It can be read from
the figure that

Joo(Ropr) = n;li)x Ji,w(Ropr) = 99.1(x 40 dB)
JO(Ropt) = rtnl)n Ji,cu(Ropt) ~ 0.

We would like to point out that, if € — 0, the value of Joo(Ryp,) Will converge to
% = 100. It is evident that Joo (R,p) Will become infinitively large as § goes to zero.

7.11 Notes and References

The topics addressed in this chapter build one of the vital research fields in the area
of the model-based fault diagnosis technique. The results presented in Sects. 7.5—
7.10 mark the state of the art of the model- and observer-based FDI methods. After
working with this chapter, we can identify the major reasons for this development:
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o the development of these methods are well and similarly motivated
They are driven by the increasing needs for enhanced robustness against distur-
bances and simultaneously by the demands for reliable and fault sensitive residual
generation

o the ideas behind these methods are similar
The residual generation problems are formulated in terms of robustness and sen-
sitivity and then solved in the framework of the robust control theory

e each method and design scheme is coupled with a newly developed method in the
framework of the robust control theory
The duality between the control and estimation problems enables a direct ap-
plication of advanced control theory and technique to approaching the residual
generation problems.

Due to this close coupling with the advanced control theory, needed preliminar-
ies of the advanced control theory have first been introduced in this chapter. We
refer the reader to [56, 59, 158, 198, 199] for the essential knowledge of signal
and system norms, the associated norm computation and the H, /H technique. To
our knowledge, [16, 154] are two mostly cited literatures in the area of the LMI
technique, which contain both the needed essentials and computational skills. The
factorization technique plays an important role in our study. We refer the reader to
[199] for a textbook styled presentation on this topic and [135, 164] for a deeper
study, for which some special mathematical knowledge is required.

The proofs of Lemmas 7.1-7.5 are given in [199], the proof of Lemma 7.6 in
[135] and the one of Lemma 7.7 on the MMP solution in [56]. The LMI version of
the Bounded Real Lemma, Lemmas 7.8-7.9, is well known, see for instance [16].
The GKYP-lemma is given in [99].

The Kalman filter technique is standard and can be found in almost any standard
textbooks of control engineering, see for instance [7, 24]. Patton and Chen [140] ini-
tiated the technique of residual generator design via an approximation of unknown
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input distribution matrices and made the major contributions to it. The study on the
comparison of different performance indices presented in Sect. 7.3 gives us a deeper
insight into the optimization strategies. To our knowledge, no study has been pub-
lished on this topic. The optimal selection of parity matrices and vectors addressed
in Sect. 7.4 is mainly due to the work by Ding and co-worker [34, 35, 37]. They
extended the first results by Chow and Willsky [29, 118] and by Wiinnenberg [183]
in handling residual generator design by means of the parity space technique and
gave a systematic and complete procedure to the residual generator design.

Although the Hy/H, design is the first approach proposed in [46, 117] for the
optimal design of observer-based residual generators using the advanced robust con-
trol technique, only few study has been devoted to it. The interesting result on the
relationship between the parity vector and H,/H> solution has been recently pub-
lished by Zhang et al. [191]. Based on it, Ye et al. [185, 186] have developed time-
frequency domain approaches for the residual generator design.

The core of an observer-based residual generator is an observer or post-filter
based residual generator. Some works have formulated the design problems in the
framework of H> or Ho or mixed Hj/H oo filtering [57, 106, 107, 121, 134], or us-
ing the game theory [30]. The Hoo/Hoo design problem was first proposed and
solved in [48], lately in [64, 146, 153]. In the literature, few results have been
reported on the LMI technique based solution of H,/Heo design. Most relevant
works are focused on the FDF design with H, robustness against disturbances, see,
for instance, [26, 57, 134] or [107]. Although it has been proposed and addressed
in 1993 [52], H_ /Ho design problem has been extensively studied after the pub-
lication of the first LMI solution to this problem in [91]. The discussion about the
‘H_ index in Sect. 7.8.2 is based on the work by Zhang and Ding [187] and strongly
related to the results in [91, 116, 147]. Roughly speaking, there are three different
design schemes relating to the _ index

e LMI technique based solutions, which also build the mainstream of the recent
study on observer-based FD

e T solution by means of a reformulation of H_ /H o design into a standard H o
problem as well as

e factorization technique based solutions.

In this chapter, we have studied the first and the third schemes in the extended
details. The second one has been briefly addressed. The most significant contribu-
tions to the first scheme are [91, 114, 116, 147, 178], while [88, 148] have provided
solutions to the second scheme. It is worth to mention the work by Wang and Yang
[177], in which the H_ /H~ design is approached in a finite frequency range. Such
a design can considerably increasing the design efficiency in comparison with the
standard LMI design approaches.

In [39], the factorization technique has been used for the first time to get a com-
plete solution. This work is the basis for the development of the unified solution. A
draft version of the unified solution has been reported in [36]. Further contributions
to this scheme can be found in [100, 117, 188, 189].

The unified solution plays a remarkable role in the subsequent study. The fact that
the unified solution offers a simultaneous solution to the multi-objective H;/Ho
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(including H— /Hoo, Hoo/Hoo and H_ /Ho in a finite frequency range) optimiza-
tion problem with, in comparison with the LMI solutions, considerably less compu-
tation is only one advantage of the unified solution, even though it seems attractive
for the theoretical study. It will be demonstrated, in Chap. 12, that the general form
of the unified solution leads to an optimal trade-off between the false alarm rate and
fault detection rate and thus meets the primary and practical demands on an FDI
system. This is the most important advantage of the unified solution. We would like
to call reader’s attention that the study on the extended CIOF in Sect. 7.10.1 primar-
ily serves as a mathematical formulation. Aided by this formulation, we are able to
prove that making use of information provided by those zeros at the jw-axis will
lead to an improvement of the fault detection performance. It is worth mentioning
that for running an extended CIOF a standard CIOF is needed. To this end, those
methods for strictly proper systems [82] or for systems with jw-zeros [87] or for a
more general class of systems [83] are useful.



Chapter 8
Residual Generation with Enhanced Robustness
Against Model Uncertainties

In this chapter, we shall deal with robustness problems met by generating residual
signals in uncertain systems. As sketched in Fig. 8.1, model uncertainties can be
caused by changes in process and in sensor or actuator parameters. These changes
will affect the residual signal and result in poor FDI performance. The major objec-
tive of addressing the robustness issues is to enhance the robustness of the residual
generator against model uncertainties and disturbances without significant loss of
the faults sensitivity.

Model uncertainties may be present in different forms. It makes the handling of
FDI in uncertain systems much more complicated than FDI for systems with un-
known inputs. Bearing in mind that there exists no systematic way to address FDI
problems for uncertain systems, in this chapter we shall focus on the introduction of
some basic ideas, design schemes and on handling of representative model uncer-
tainties.

model uncertainties caused by the changes in the system

. ~ -~
\ -~ N

. N N

\ -\/ ~

\ ‘A/
disturbance —‘\_.
D process l—— disturbance
(plant) sensors
) actuators > output
input
% faults % faults % faults
output . .
output estimate . | post res;dual signal
observer -~ filter as a function of disturbances,
model uncertainties and faults
Residual generator

Fig. 8.1 Schematic description of residual generation in a uncertain dynamic system

S.X. Ding, Model-Based Fault Diagnosis Techniques, Advances in Industrial Control, 249
DOI 10.1007/978-1-4471-4799-2_8, © Springer-Verlag London 2013


http://dx.doi.org/10.1007/978-1-4471-4799-2_8

250 8 Residual Generation with Enhanced Robustness

8.1 Preliminaries

The major mathematical tool used for our study is the LMI technique introduced in
the last chapter. Next, we shall introduce some additional mathematical preliminar-
ies that are needed for the study on uncertain systems.

8.1.1 LMI Aided Computation for System Bounds

The following lemma plays an important role in boundness computation for uncer-
tain systems.

Lemma 8.1 Let G, L, E and F(t) be real matrices of appropriate dimensions with
F (t) being a matrix function and F(t)T F(t) <I. Then

(a) forany e >0,
LFOE+ETFT)LT < éLLT +¢ETE (8.1)
(b) forany e >0, P > 0 satisfying P~ —¢ETE > 0,
(G+LF(ME)P(G+ LF(t)E)T <G(P'- sETE)_lGT + éLLT. (8.2)

Consider a system
x=Ax+ Eyd, y=Cx+ Fyd (8.3)
A=A+ AA, C=C+ AC, E;=E s+ AE, F;=F;+ AF (8.4)

with polytopic uncertainty

I i

AA AE A; E; .

|:AC AF:|=§ ﬂi[cf Fl} E,Bi=17ﬂi20,l=1,~wl~ (8.5)
i=1 Lot i=1

It holds

Lemma 8.2 Given system (8.3)—(8.5) and a constant y > 0, then
Iyl <vidl2
if there exists P > 0so thatVi=1,...,1

(A+ADTP+P(A+A;) PEJ+E) (C+C)T
(E4+EDTP —yI (F;+ F)T | <o. (8.6)
C+C; Fq+ F -yl

The proof of this lemma can be found in the book by Boyd et al. (see the reference
given at the end of this chapter). Along with the lines of this proof, we can find an
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LMI solution for the computation of the 7{_ index by extending Theorem 7.13 to
the systems with polytopic uncertainties. Without proof, we summarize the results
into the following lemma.

Lemma 8.3 Given system (8.3)—(8.5) and a constant y > 0, suppose that for
i=1,...,1

Yo, rank[ i _a]wl %:] =n-+ky, FlFai>y
A=A+ A, C;=C+C;, Egi=Eq+E, Fii=Fi+F;
then
Iyl > ylldll2

if there exists P = PT so thatVi=1,...,1

ATP+PA;+C/'C; PEyi+C]Fu,
=T =T ~ =T & 2 >
EgiP+Fg;Ci FiiFai—yol

8.1.2 Stability of Stochastically Uncertain Systems

Given a stochastically uncertain system

i
x(k+1)= (A +Y Aipi <k>>x<k> (8.7)
i=1
where p;(k),i =1,...,[, represents a stochastic process with
E(pi(k)) =0
E([mtr - p®] [m® - pk])=diag@,....on,
o; (>0),i =1,...,1, are known. It is further assumed that p(0), p(1), ..., are inde-

pendent and x (0) is independent of p (k). The stability of (8.7) should be understood
in the context of statistics. The so-called mean square stability serves for this pur-
pose.

Definition 8.1 Mean square stability: Given system (8.7) and denote
M (k) = E(x(k)x" (k)).
The system is called mean-square stability if for any x (0)

lim M) =0.
k—> 00
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It is straightforward that

l
Mk+1) =AM AT +) " o? AiM()A] .

i=1

Lemma 8.4 Given system (8.7). It is mean square stable if and only if there exists
P > 0 so that

l
APAT — P+ 0?A;PA] <.
i=1

We refer the reader to the book by Boyd et al. for a comprehensive study on
systems with stochastic uncertainties.

8.2 Transforming Model Uncertainties into Unknown Inputs

As introduced in Chap. 3, systems with norm-bounded uncertainties can be de-
scribed by

% =Ax+Bu+Eqd+E/f, y=Cx+Du+Fd+Frf (88)

A=A+ AA, B=B+ AB, C=C+AC (8.9)
D=D+ AD, E;=Eq+ AE, F;j=F;+ AF (8.10)
where
AA AB AE E
[AC AD AF}:[F}AU)[G H J] (8.11)

with known E, F, G, H, J, which are of appropriate dimensions, and unknown
A(t) which is bounded by

5(A)<84. (8.12)
Applying residual generator
r(s) = R(s)(My(s)y(s) — Nu(®)u(s)), R(s) € RHoo (8.13)
to (8.8)—(8.10) yields
)'CZAX—FEM—I-Edd—i-Eff
é=(A—LC)e+ (AA—LAC)x+ (AB—LAD)u
+(Eq—LFy)d+(Ef —LFy)f (8.14)
r(s) = R(s)(Ce + ACx + ADu + Fyd + Fy f). (8.15)
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It is evident that system (8.14)—(8.15) is stable if and only if the original system (8.8)
is stable and the observer gain L is so chosen that A — LC is stable. For this reason,
we assume in the following study that for any A(#) (8.8) is stable.

Note that, due to (8.11), (8.14) and (8.15) can be further written into

é=(A—LC)e+ (E—LF)p+ (Eq— LFy)d+(Ef —LFy)f
r(s)=R(s)(Ce+ Fo+ Fyd + F¢ f)

p=A[G H J] i
d
Let
J:[Z], E;=[E Eq], F;=[F F4]
we have
é=(A—LC)e+ (E;j—LFyd+ (Ef —LFy)f (8.16)
r(s) = R(s)(Ce+ Fid + Fy f) (8.17)

that is, the dynamics of the residual generator is now represented by (8.16)—(8.17).
In this way, the influence of the model uncertainty of the norm bounded type is
modelled as a part of the unknown input vector d. Thanks to its standard form,
optimal design of (8.16)—(8.17) can be realized using the approaches presented in
Chap. 7.

Remark 8.1 Note that ¢ is a function of d and f, which can be expressed by

9=AGGq+xp)+A[H J] [Z}

with
)'CdZAxd—I-Eu—i-Edd, 5Cf=A)Cf—|—EM—i-Eff.

In the fault-free case,

~ Xd
d:[ﬂ, 0=A[G H J]| u
d

Thus, the unified solution can be achieved based on (8.16)—(8.17), even if d depends
on f.

This way of handling model uncertainties can also be extended to dealing with
other types of model uncertainties. It is worth pointing out that modelling the model
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uncertainty as unknown input vector may lead to a conservative design of the resid-
ual generator, since valuable information about the structure of the model uncer-
tainty has not been taken into account.

8.3 Reference Model Based Strategies

8.3.1 The Basic Idea

Among the existing FDI schemes for uncertain systems, the so-called reference
model-based scheme has received considerable attention. The basic idea behind this
scheme is the application of a reference model. In this way, similar to the solution of
the H, OFIP, the original FDI problem can be transformed into a standard design
problem

”rref —rl2

]

with r,,¢ denoting the reference model. (8.18) is an MMP and there exist a number
of methods to approach (8.18). The major difference between those methods lies in
the definition of the reference model.

The earliest and most studied strategy is to handle the FDI problems in the form
of the Hoo OFIP. That means the reference model 7. is defined as

sup

min with respect to (8.8)—(8.10 8.18
(TSP pect to (8.8)~(8.10) (8.18)

2

Tref(s) = f(s) or rpp(s) =W(s)f(s) (8.19)

with a given weighting matrix W(s) € RH . This method has been first intro-
duced in solving the integrated design of controller and FD unit and lately for
the FD purpose, where optimization problem (8.18) is solved in the H, /1 frame-
work.

As mentioned in Sect. 7.5 in dealing with the solution of H, OFIP, the per-
formance of the FDI systems designed based on reference model (8.19) strongly
depends on the system structure regarding to the faults and on the selection of
the weighting matrix W (s). Next, we shall present an approach proposed by
Zhong et al., which provides us with a more reasonable solution for the FDF de-
sign.

8.3.2 A Reference Model Based Solution for Systems
with Norm-Bounded Uncertainties

The proposed approach consists of a two-step procedure for the design of FDI sys-
tem:
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o Find the unified solution for system (8.8)—(8.10) with A(z) = 0. Let Loy, Vopr be
computed according to (7.266) and

Fref (5) = Gy £ (5) £ () + Gy (s)d (s) (8.20)
Gy () = Vopr(C(sT = A+ LopC) ™ (Ey — LopiFy) + Fy)
Grroyd () = Vopt(C(sT — A+ LopiC) ™" (Eq — LopiFa) + Fa)
e Solve optimization problem
7rer —rll2

]

by means of a standard LMI optimization method.

min sup
LV afa

(8.21)

2

Comparing reference models (8.19) and (8.20) makes it clear that including the
influence of d in the reference model is the distinguishing difference between (8.20)
and (8.19). At the first glance, it seems contradictory that d is integrated into the
reference model, though reducing the influence of d is desired. On the other hand,
we have learnt from the unified solution that the optimum is achieved by a suit-
able trade-off between the influences of the faults and disturbances. Simply reduc-
ing the influence of the disturbances does not automatically lead to an optimal
trade-off.

Now, we describe the second step of the approach, that is, the solution of (8.21),
in the extended detail.

Let x,.s be the state vector of the reference model and

)'Cref = Arefxref + Ef,reff + Ed,refd7 Tref = Crefxref + Ef,rf;ff + Fd,refd
(8.22)

Aref =A- LoptCs Ef,ref = Ef - Lopthv Ed,ref =E;— Lopth

Cref = VOPsz Ff,ref = VoplFf, Fd,ref = Vapth-

Recalling that the dynamics of residual generator (8.13) with R(s) =V (i.e.,
an FDF) can be written as

x| _ A 0 X B
é|Tlaa—rac a—rcl|le|* | aB—raD|"
Ed Ey
+[Ed—LFd]d+[Ef—LFJf (8.23)
r:V([AC c][ﬂ+ADu+Fdd+Fff) (8.24)

it turns out
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Xo=(Ao+ AAx, + (E, ;+ AE, pd (8.25)
rref =1 = (Co + ACo)xo + (F, 5+ AF, j)d (8.26)
with
_xref ) u
Xo=1| x |, d=|d
L e f
_A,ef 0 0
A,=| 0 A 0 , CO:[C,ef 0 —VC]
| 0 0 A-LC
i 0 Ed,ref Ef,ref
Eo,d_ =|B E, E¢
_0 Eq—LF; Ey—LFy
F,i=[0 Fars—VFs Frrf—VFr]
[0 0 0 0 ]
AA,= |0 AA 0= E AD[0 G 0]
|0 AA—-LAC 0 E—LF |
AC,=[0 —VAC 0]=-VFA®H[0 G 0]
i 0 0 0 0
AE, ;= AB AE 0= E AW[H T 0]
_AB—LAD AE — LAF 0 _E—LF
AF,;=[-VAD —VAF 0]=-VFA®[H J 0].
The following theorem builds the basis for the solution of (8.21).
Theorem 8.1 Given system (8.25)—(8.26) and suppose that
x%0)=0 and AT(H)AQW) <I.
Then
o o0 o
/ (rref_r)r(rref_r)dt<)/2/ d'ddt (8.27)
0 0
if there exist some ¢ > 0 and P > 0 so that
AP+ PA,+eG"G PE,;+¢G'H  C! PE
ET_P+eH'G —y2I1+¢H'H  FT. 0
oab e yite 0.d <0 (828
Co F,; -1 —VF
ETpP 0 —FTvT ¢
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where
G=[0 G 0], H=[H J 0], E'=[0 ET (E-LFT].

Proof Let
V(x) =x0TPx0, P >0.

It holds
(Fref — ")T(rre;f' —r) — Vzd_Td_ + V(t) <0

0 oo _ oo,
— / (r,ef—r)T(r,ef—r)dt—)/2/ dedt+/ V(t)dt
0 0 0

o0 o0 o
- / (rrqf_V)T(rref—r)dt—)/z/ dTddt <0.
0 0
Since

(Frof — 1) (rrep — 1) —y?dTd + V(1)

- (Co+AC)T
=[xl dT]([(Fo,;—i—AF:J;)T [Co+AC, F,j+ AF,;]

Lo iDL

rar) (Ao +AA)' P+ P(Ay+AA,) P(E,;+AE, ) Xo
(E,i+AE, )" P 0 d

it turns out

[ (Cp+ ACHT

0 0
(F. 7+ AF J)T}[CU+ACO Fo’d'-i-AFa’j]—[ ]
o, 0,

0 y2I
(Ao + AA)TP + P(Ag+ AAy)  P(E,q+AE, D] _
(Epq+AE, )" P 0

o o0
— / (Fref — 1) (ryop — r) dt — )/2/ d'ddr <0. (8.29)
0 0

Applying the Schur complement we can rewrite (8.29) into

(Ao+AA)" P+ P(Ay+ AAy) P(E,;+AE, ;)  (Co+AC,)"
(E,;+AE, p''P —y2I (F,;+AF, p" | <0
Co+ AC, F,;+ AF,; —1

o

(8.30)
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AlP+PA, PE,; CJ

T ) T
— Eg,,ZP yeI Fo,J
C, Fo,(? —1

AATP+PAA, PAE,; AC!
+ AET.P 0 AFT_ | <o.
o,d o,d
ACO AFO’J 0

Split the second matrix in the above inequality into

AATP+PAA, PAE,; AC!

AET_P 0 AFT.
o,d o,d
AC, AF, ; 0
A
E;
E;
=| 0 [A®W[0 G 0 H J 0 0]
0
0
__VF_
— El - T
E, _
Eg, El .
+ 0o |A®[0 G 0 H J 0 0]] , E; |=PE.
0 Ej
0
L—VF ]

Then, according to Lemma 8.1, we know that (8.30) holds if there exists a € > 0 so
that

CE [ E ]
E E>
AP+ PA, PE,; C! Es Es
Ejjp —y2I FOTj +1/e| 0 0
C, F,; —I 0 0
0 0

| —VF || -VF

+e[0 G 0 H J 0 0]'[0 G O H J 0 0]<0.

Finally, applying the Schur complement again yields
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AP+ PA,+¢G'G PE,;+¢G'H  C! PE

o

T ol ) T 7 T
EO’JP—i-eH G yl+eH' H Fo,& 0 -0
Co F,; -1 —VF
ETP 0 —-FTvT 1
The theorem is thus proven. g

Remark 8.2 The assumptions
% 0)=0 and AT(HAG) <I

do not lead to the loss of the generality of Theorem 8.1. If x,(0) # 0, it can be
considered as an additional unknown input. In case that AT (1) A(r) < Aal, 84 # 1,
we define

A0) = AW /b4
[0 G o HJ o]=[0 G 0 H J 0]/sa.
As aresult, Theorem 8.1 holds.

Remark 8.3 1f
o0 o0 _ _
f (Fref — 1) (ryep —r)dt < 2 / alddr
0 0

instead of (8.27) is required, condition (8.28) can be released and replaced by

AP+ PA,+¢G'G PE,;+¢G'H  C! PE

T ol ~ 2 ol 7 T
EO’JP—i-sH G —y“l+eH"H Fu,J 0 <0
C, F,; -1 —-VF
ETp 0 —FTvT _¢g

AP+ PA,+¢GTG <.

Based on Theorem 8.1, the optimization problem (8.21) can be reformulated as

i bject t 8.31
an’l‘r/ly subject to ( )
ATP+PA,+¢G"G PE,;+¢G'H (] PE
T ol & _2 ol 7 T
EO’jP+sH G y“l+eH" H Fo,d 0 <0 (832
C, F,; -1 —-VF
ETP 0 —FTvT  —el

for some P > 0, ¢ > 0. For our purpose of solving (8.31), let

Py P O
P=|Py Pn 0 |, L=rj'y
0 0 Ps3
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Then (8.32) becomes an LMI regarding to P > 0, V, Y and ¢ > 0, as described by

NT:N:[Nij]7><7<0
Nii— Awr 0 TPy P n Py P ||Ar O " 0 0
= 0 A Py Py Py Py 0 A 0 ¢GTG
. | Puu P2 0 0
oo nac[2) 22 L]

P11 P || Edref 0 Pii P |[Efrf
N = i J’ N = ’
14 |:P21 P22:| |: E,; + eGT 15 Py Py Ey

cr, P Ppp 0
Nig=| |, Ny =
16 [ 0 } " [le Py || E
Np=A"P3+P3A—CTYT —YC,  Npi=0, Nu=P3E;—YF,
Nys = P3Ef—YFy, Nyg=—-CTvT, Ny;=PRE—YF

N33 =—y*I+eHH, Nyg=eH"J, N35=0, N3 =0

Ny =0,  Nu=—y’I+eJ"J,  Nis=0, Nag=Fj,c—Fj V"
Nip=0,  Nss=—y’l,  Nss=Ff,,—F{Vl,  Ns7=0

Ne¢ =—1, Ng7=-VF, N77 = —e¢l.

As aresult, we have an LMI solution that is summarized in the following algorithm.

Algorithm 8.1 (LMI solution of optimization problem (8.31)

SO: Form matrix N = [N;jl7x7

S1: Giveny >0,find P >0,Y,Vande >0sothat N <0

S2: Decrease y and repeat S1 until the tolerant value is reached
S3: L=Pg'Y.

Since for A(t) = 0 the influence of u(#) on r(t) is nearly zero, neither in refer-
ence model (8.19) nor in (8.20) u(?) is included. However, we see that the system
input u(¢) does affect the dynamics of the residual generator. It is thus reasonable
to include u(t) as a disturbance into the FDI system design. On the other side, it
should be kept in mind that u(¢), different from d(¢), is on-line available. In order
to improve the FDI system performance, knowledge of u(¢) should be integrated
into FDI system design and operation. This can be done, for instance, in form of
an adaptive threshold or the so-called threshold selector, as will be shown in the
Chap. 9.

Remark 8.4 The above-presented results have been derived for continuous-time sys-
tems. Analogous results for discrete-time systems can be achieved in a similar way.
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For this purpose, inequality (8.2) in Lemma 8.1 is helpful. It would be a good exer-
cise for the interested reader.

Example 8.1 In this example, we design an FDF for the benchmark system LIP100
by taking into account the model uncertainty. In Sect. 3.7.2, the model uncertainty
is well described, which is mainly caused by the linearization error. For our design
purpose, the unified solution is used for the construction of the reference model
and Algorithm 8.1 is applied to compute the observer gain L and post-filter V.
Remember that the open loop of the inverted pendulum system is not asymptotically
stable. Thus, different from our previous study on this benchmark, the closed loop
model of LIP100 builds the basis for our design. For the sake of simplicity, we
assume that a state feedback controller is used, which places the closed loop poles
at —3.1, —3.2, —3.3, —3.4. We are in a position to design the FDF.

e Design of the reference model: The reference model is so designed that it is robust
against unknown input and measurement noises. It results in

09573 07660  —0.4336
| 07660 28711  —0.1150 Vo
= | —04336 —0.1150 24230 |’ o=

1
0
27583  4.4216  —23.0057 0

S = O
— O O

e Determination of L, V via Algorithm 8.1: We get

0.0492  0.0057 0.0065
0.0093 0.0785 —0.0112
0.1353 0.0975 0.6871
—1.2433 —-0.9790 0.1355

0.4990 0.0552 0.2519
V=10.0375 0.1743 0.0324
0.2030 —0.0390 0.3551

L=1.0x10°

with y = 1.3662.

8.4 Residual Generation for Systems with Polytopic
Uncertainties

In this section, we address residual generation for systems with polytopic uncertain-
ties. As described in Chap. 3, those systems are modelled by

% =Ax+ Bu+ Eqd, y=Cx+ Du+ Fyd (8.33)

A=A+ AA, B=B+ AB, C=C+ AC
D=D+ AD, E;=E;+ AE, F;=F;+ AF
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with
AA AB AE _21:/3_ Ai Bi E;
AC AD AF_VIIC,' D;, F;
1=

, (8.34)
Y=l B=0i=1...L
i=1

Two approaches will be presented. The first one is based on the reference model
scheme, while the second one is an extension of the LMI based H_to H ., design
scheme.

8.4.1 The Reference Model Scheme Based Scheme

For our purpose, we apply again reference model (8.22) and formulate the residual
generator design as finding L, V such that y > 0 is minimized, where y is given in
the context of

~ i~
/0 (rref =) (ryep — 1) dt < yZ/O d'ddt (8.35)
and rpr — r is governed by
%o = (Ao + AA)xo + (E, j+ AE, j)d
Fref =1 = (Co + ACo)xo + (F, j+ AF, p)d

with x,, d, Ao, Eo,&’ C,, Fo,& defined in (8.25)—(8.26) and

! . . 0 0 0
Ado=) BiAi. Ai=|0 A 0
i=1 0 A, —LC; O

It follows from Lemma 8.2 that for given y > 0 (8.35) holds if there exists P > 0
sothatVi=1,...,1
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(Ao +ADTP+P(A,+A) P(E,;+E) (Co+C)T

(E,i+EDTP -yl (F,;+F)" | <0. (836)
Co+Ci F,;+Fi —vi
Setting
Py P O
P=|Py Pn 0 |>0, L=prP3'Y (8.37)
0 0 P33
yields
836) <= Ni=N]=[Njloxs <0, i=1,....1 (8.38)
with
N — [ Aer o 1'[Pu Pn n Py P || Ay 0
1 | 0 A+ A; Py Py Py Py 0 A+ A;
. [ 0 | Pu P2 0
Niz = _AiTP33 — CiTYT] ’ N = |:P21 Py B+ B;
[ P11 P Ed. ref Py P || Efre
N = ? , N = ’
14 | P21 P22:| |:Ed +E; 13 Py Pn Ey
T
Nig= —C?{/T]’ Ny =ATPy; —CTY" + P3A—YC
L~
Ny3 = P33Bi — YD, Noy = Py3(Eq+ Ei) —Y(Fqg + Fi)

Nos=P3Ef —YFy, Nyg=-CTVvT, N33 =—vylI, N34 =0
N35 =0, N36=—DiTVT, Naga=—yl, Nis=0
Nis=F,p = (Fa+ F)'VT,  Nss=—yl.  Nss=Ff,,—F{V'

Nee = —y 1.

Based on this result, the optimal design of residual generators for systems with
polytopic uncertainties can be achieved using the following algorithm.

Algorithm 8.2 (LMI solution of (8.35))

SO: Form matrix N; = [Ngjlexe. i =1,...,1

S1: Given y > 0, find P > 0 satisfying (8.37), Y, V so that N; <0
S2: Decrease y and repeat S1 until the tolerant value is reached
S3: Set L according to (8.37).

Example 8.2 In our previous examples concerning the laboratory system CSTH,
we have learned that the linearization model works only in a neighborhood around
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the linearization point. In Sect. 3.7.5, the linearization errors are modelled into
the polytopic type uncertainty. In this example, we design an FDF for CSTH un-
der consideration of the polytopic type uncertainty. The design procedure consists
of

e Design of a reference model: For this purpose, the unified solution is applied to
the linearization model with

1 0O 0 0 O
E;,=(-1 0 0 0 0, F;=
0 0 O

0
0
0 -1 1

(= Re]
(=]
(=R
(= ]

The resulted observer gain and post-filter (of the reference model) are

04335 —5.0212x 107  0.0293
Lopt = | —4.1431 45001 x 107*  —1.2486 |, Vo =1.
0.9335 —4.8167x 107>  0.4651

e Determination of L, V via Algorithm 8.2:

—0.0287 —6.0234 x 1074 —0.0765
V=|-6.0234x10"* 0.8383 —3.2865 x 1074
—0.0765 —3.2865 x 1074 0.1092
0.6875 —6.9326 x 107*  1.7917 x 1074
Y=|-69326x10"* —1.6439 x 10~* —0.0043
1.7917 x 10~ —0.0043 —0.0418

—0.0053 0.0199  0.0959
L= 13.6894 0.4763 —40.6624 |, y = 8.8402.
—3.6616 0.1452  3.4484

In our simulation study, we first compare the residual signals generated respectively
by FDFs with and without considering the polytopic uncertainty. Figure 8.2 shows
the residual signal in the fault-free case and verifies a significant performance im-
provement, as the residual generator is designed by taking into account the poly-
topic uncertainty. To demonstrate the application of the FDF designed above, an
actuator fault is generated at r = 25 s. Figure 8.3 shows a successful fault detec-
tion.

Using the analog version of Lemma 8.2 for discrete-time systems, it is easy to
find an LMI solution of a reference model based design of the discrete-time residual
generator given by

£(k+1)=Ax(k) + Bu(k) + L(y(k) — $(k)) (8.39)
$(k) = Cx(k) + Du(k), r(k) =V (y(k) — (k). (8.40)
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Fig. 8.2 Residual signal 12 w w w w i w
. 1 = = = Without polytopic uncertainties
regardlpg to xp, ,generated by h ——— With polytopic uncertainties
FDF with and without 10 Ty
L R 1y
con31de.r1ng polytopic Py
uncertainty 8 RN ]
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©
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Fig. 8.3 Response of 10
residual signal regrading to A
x, to an actuator fault 0 v |

Residual

To this end, the unified solution described in Theorem 7.19 will be used as reference
model and the design problem is formulated as finding L, V such that y > 0 is
minimized, where y is given by

Y (rrep () = () (g k) = r(0)) < y2 y_d" (d(k).  (8.41)

k=0 k=0

Without derivation, we present below the LMI solution of this optimization problem:

min y subjectto
V,P>0,Y

Ni =Nl =[Njilsxs <0, i=1,....1 (8.42)
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where
Py P P P || Apr 0
Ny =-— , Nip =0, Ni3 =
1 |:P21 P22:| 12 13 |:P21 P22:| |: 0 A+ A;
Py P2 0 Py Pip Eq ref
Ny =0, Ni5 = , Nig = T
14 15 [P21 P22:||:B+Bii| e [P21 P22i||:Ed+Ei
Py P || Efref
N7 = ) , Nig =0, Ny =—P
17 |:P2] P22] |: E, 18 2 33
Ny =[0 P33A;—YCi], Ny =P3A—-YC, Nys = P3B; — Y D;
Nog = P3(Eq+ E;) —Y(Fg+ F), No7 = Py3Ef — Y Fy, Nyg=0
CT
N33 = N1, N34 =0, N3s = N3¢ = N37 =0, N3g = [eracr}
1

Nygy = Noo, Nygs = Nyg = Ng7 =0, Nyg=—-CTvT, Nss = —yl

Ns¢ = N57 =0, Nsg=-DI'vT, Ng6 = Nss, N¢7 =0
Nes=Fj,;—(Fa+F)'V',  Npy=Nss, Npg=F[, —FfV'
Ngg =—yl.

8.4.2 H_ to H Design Formulation

Denote the dynamics of residual generator (8.23)—(8.24) by

X, =Ax, +Bu+E qd+E. ;rf, r=Cx,+Du+F.yd+F. rf

l l
_|4 0 | A 0] _ .
Ar—|:0 A—LCi|+z;'Bl|:Ai—LC,' Oj| -—Ar,0+2;/31Ar1
1= 1=
B]  « B :
— . i — .
B, = |:Oi| +;/31 |:Bi —LD[:| ~—Br,0+;,31Brl

¢, =[0 vC] +Zﬂ, [vCi 0] ro+2ﬂ,c”

i=1

l 1 [ 1
Dy=) BiVDi=) BiDri.  Fra=VFi+) BiVF=Fyo+) piF.
~ —

i=1 i=1

I
E, E;
Er,d:|:Ed_LFd:|+21:,Bi|:E _LF:|—E 0+Z,31 ri
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E
Ery= [Ef —fLFf]’ Frp=VFy.

Along with the idea of the H_ to Ho design of residual generators presented in
Sect. 7.8.4, we formulate the residual generator design as finding L, V such that

ICrs1— A [Br Era]+[Dr Fral|, <v (8.43)
|Cr(sT =AY Er p+ F | — max. (8.44)

It follows from Lemmas 8.2—-8.3 that (8.43)—(8.44) can be equivalently written into

max y1 subject to (8.45)
L,V,P>0,0=0T
NP P(Br,O + Br,i) P(Er,O + Er,i) (Cr,() + Cr,i)T
(Bro+ Br)T P yl 0 DT
T T <0

(Er,O + Er,i) P 0 _VI Fr,d

Cr,O + Cr,i D, Fr,d -yl
(8.46)

Np=Aro+A) P+ PAo+A), i=1...1

No+(Cro+Cr)(Cro+Cri) Qs+ (Cro+ ) Frp] o o 41
ET, 0+ F!,(Cro+Cri) FT Frp—yil >0 (47)
rf r e i rfirf TV

No=Aro+A)TQ+ QAo+ Ar), i=1,...1

As mentioned in our study on the H_ to H design, (8.45)—(8.47) are an optimiza-
tion problem with NMI constraints, which can be approached by advanced nonlinear
optimization technique.

8.5 Residual Generation for Stochastically Uncertain Systems

In this section, we deal with residual generation for stochastically uncertain systems,
which, as introduced in Chap. 3, are described by

x(k + 1) = Ax (k) + Bu(k) + Eqd (k) + E s f (k) (8.48)
y(k) = Cx (k) + Du(k) + Fqd (k) + Fr f (k) (8.49)
A=A+ AA, B=B+ AB, C=C+AC
D=D+ AD, Eg=Eq+ AE, F;=F;+ AF
where AA, AB, AC, AD, AE and AF represent model uncertainties satisfying

!
AA AB AE A, B E
[AC AD AF:|:Z(|:CI. D; Fl,i|l7i(k)) (8.50)

i=1
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with known matrices A;, B;, C;, D;, E;, F;,i =1, ...,1, of appropriate dimensions.
pT(k) = [p1(k) --- pi(k)] represents model uncertainties and is expressed as a
stochastic process with

pk)=E(pk)) =0, E(pk)p” (k) =diag(oy, ..., o)

where o;, i = 1,...,[, are known. It is further assumed that p(0), p(1),..., are
independent and x (0), u(k), d(k), f (k) are independent of p (k). For the purpose of
residual generation, the FDF

2(k+ 1) = A% (k) + Bu(k) + L(y(k) — $(k)) (8.51)
Y(k) = Cx(k) + Du(k), r(k) =V (yk) — 3(k)) (8.52)

is considered in the sequel.

8.5.1 System Dynamics and Statistical Properties

For our purpose, the dynamics and the statistical properties of residual generator
(8.51)—(8.52) will first be studied. Introducing the following notations,

B x(k) . A 0 o Ai 0
= [x(k) —i(k)] A= [0 A—Lc]’ Ani = [Ai — LG 0}
i
B B;
A=A 0+ ZAr,ipi(k)’ Bro= [0 :| ’ Bri= |:B,- - lLDi]

i=1

1
B,=B.o+ Y Bripik), Cro=[0 VC], C.=[VC 0]

i=1

! I
Cr = Cr,O + Zcr,ipi(k), Dr,i = VDi’ Dr = ZDr,iPi(k)
i=l i=1
E E !
_ d o i _ o
E;o= [Ed _LFJ, Eyi= [Ei N LF,-]’ E, _E,,O+X;Er,,pl(k)
1=
!
Fro=VFa, Fri=VF Fr:Fr,O+ZFr,ipi(k)
i=1
E
Bns = |:Ef —fLFf] Frp=VFEy
we have

X (k+1) = A, x, (k) + Bru(k) + E;d(k) + E. ¢ f (k) (8.53)
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r(k) = Crxp (k) + Dyu(k) + Frd(k) + Fy, ¢ f (k). (8.54)

Note that the overall system (the plant 4 the residual generator) is mean square
stable only if the plant is mean square stable, since the observer gain L has no
influence on system (8.48). In the following of this section, the mean square stability
of the plant is assumed. Remember that p (k) is independent of d (k), u (k), x(k), e(k)
and p(k) = 0. Thus, the mean of (k) can be expressed by

Xr(k+ 1) = Ay 0X, (k) + Byou(k) + Eyod (k) + Ey, ¢ f (k)
r(k) = Croxr (k) + Fyod(k) + Fy ¢ f (k)
which is equivalent to
e(k+1)=(A—LC)e(k)+ (Eq — LFy)d(k)+ (Ef — LFy) f(k) (8.55)
r(k) = V(Cé(k) + Frd(k) + Fff(k)) (8.56)

where %, (k) = £ (x, (k)), e(k) = E(e(k)), F (k) = E(r (k).

8.5.2 Basic Idea and Problem Formulation

Note that the mean of the residual signal given by (8.55)—(8.56) is exactly presented
in a form, to which the unified solution can be used. Bearing in mind the stochastic
property of the model uncertainty, we introduce the following performance index

J = 5(}’(]() - rr@f(k))r (V(k) - rref(k)) (8.57)

which will be minimized by selecting L and V. In (8.57), ryy(k) stands for the
reference model given by

xref(k +1)= Arefxref(k) + Ef,reff(k) + Ed,refd(k)
Vrejf(k) = Crefxreff(k) + Ff,reff(k) + Fd,refd(k)
Aref =A- LoptC’ Ef,ref = Ef - anth’ Ed,ref =E;— Lopth

Cref = VoptCa Ff,ref = Voptha Fd,ref = Vopth

with Ly, Vopr chosen using the unified solution described in Theorem 7.19. It is
evident that J is a standard evaluation of the difference between the residual signal
r and the reference model r,,r in the statistic context. Since

E(r(k) = rrep ()" (r(k) = rreg ()
= E(r(k) —F(0)) " (r(k) = F(k)) + (F) = rrep () (F(k) = rrep (K))
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we formulate the design problem as finding L, V such that for some given y > 0

(F(k) = rrep ()" (7 (k) — rrep (k) —> min (8.58)

subject to o> (k) = E(rik) — F(k))T (r(k) — 7 (k)) is bounded.

Next, we shall derive an LMI solution for (8.58).

8.5.3 An LMI Solution

For our purpose of solving optimization problem (8.58), we are first going to find
LMI conditions for

k—1
(F) = rreg () (FK) = rrer () < 02> (@ (HAG) + FT(G) £ ()
j=0
+a3(d" kydk) + TR fR)  (8.59)

k—1

of (k) <y (AT (hHdG) + TG FG) +ul Ghu(h))
0

j=
+y3(dT Rd k) + T k) f k) +u” (uk)) (8.60)

for some a1 > 0, ap > 0, y1 > 0, y» > 0. We start with problem (8.59). Introducing
notions

[ aw [ [A-LC 0
f;‘(k)—[xref(k)] d(k)—[f(k)] Ag_|: . Aref]

) _[Ea—LFs Ef—LFy
Ce = [VC _Cref]’ Eg,d B [ Ed, ref Efref

Frg=[VFi—Fars VFr—Fr]
yields

E(k+1) = Ak (k) + E; gd (k) (8.61)
F(k) = rrep (k) = Ce£ (k) + Fy gd (k). (8.62)

The following theorem provides an LMI condition for (8.59).

Theorem 8.2 Given system (8.61)—(8.62), the constants o1 > 0, ap > 0 and sup-
pose that £(0) =0, then Vk
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r k—1
(F k) = rrep(0))" (Fk) = rrep (k) < f Y (d" (DAY + £ () F())
j=0

+a3(d" td k) + T (k) f (k)

if the following three LMI’s hold for some P > 0

P PAg PES";_
Afp P 0 |>o0 (8.63)
T
E[;P 0 I
Pl
s 1=0 (8.64)
Cg Olll_
I FT.7
[ $4 =0 (8.65)
Fg’j Ol21_

Proof Let
V(j)=&eT()HPE(), P>0,j=1,....

It is evident that

VG + D=V <d (Hd() (8.66)
ensures
k—1 _ _
T (k) PE(K) < Y _dT (Hd()). (8.67)
j=0
(8.60) is equivalent with
AT
|:ETé_i|P[A$ ES’J]_[g ﬂ<o. (8.68)
&.d
If (8.67) holds, then
k—1
ClCi<aiP = &ETWOC[Cek) <ai) dT(j)d(j). (8.69)
j=0

Applying the Schur complement yields

Pl A E.4 P PA; PE.;
Al P 0 |50 Alp P 0 -0
Ef. 0 1 Ef.P 0 I

£.d £.d
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P T
clci<dlP = % >0,
Ce Ollzl
Since
() = rreg ()" (F () = rreg () < &7 (0OCL Ce ) +d" () F] 3 Fy jd (k)
I FT.
Fl Fg<d}l &d | >0
§d75 Feg o3l
= d'WF] ;F gd(k) <a3d” (kyd (k)
the theorem is proven. O

The solution of (8.60) is somewhat involved. We start with some preliminary
work. Define

V (k) = E(x] (k) Px,(k)) (8.70)
for some P > 0. We know from the basic statistics that
Vk) =E[ey, (k) Pey, ()] + E(X] () PE(K)),  ex, (k) = x, (k) — Xy (k)
and moreover

Elel (k) Pey, (k)] = trace(PEx, (k)),  Ex, (k) = E[ex, (k)el (k)]

Hence,
L0 [xGk)
B u(k) u(k)
V(k+ 1) =trace(MaEy, (k)) + aw | M| ag (8.71)
fk) fk)
where
_ l
Ey, (k) = E(ex,(k)el (k). Ma=Al PAo+ Y of Al PA,;
i=1
Al
BT, | =
M = ErT P[Ao Bro Ero Ey]
r,0
T
ET,
T
Ar,i
+2 0 Er; P[A.; B, E. 0]. (8.72)
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Suppose
P 0 0 O
M < 8 (I) ? 8 (8.73)
0 0 0 1
Note that (8.73) also implies
MA<F

then we have
Vk+1) <&[el (k)Pey, (k)] + X! (k) P, (k)
+d" (d k) +u” (kyuk) + £ (k) f (k)
=V (k) +dT (k)d(k) +u” (kyuk) + fT (k) f (k) (8.74)

which leads to
k—1
Vik) <Y [d"(Hd () +u" GuG) + TG FG)]
j=0
= trace(PEy, (b)) + X! (k) P, (k)
k—1
<Y [d"(a) +u" GHuh) + TG FD]- (8.75)

j=0

‘We now consider 0,2 (k) and write it into

uk) " u(k)
o2 (k) = trace(McEy, (k)) + %] (k) Max, (k) + | d(k) | M| d(k)

f ) Q)
l !
Mc=C,Cro+ ) 07CliCri. M=) 0/C[;Cri<Mc  (8.76)
i=1 i=1
I DZ:,
M; = Zaiz FZi [Dni F.i 0]. (8.77)
i=1 0

As a result, if

trace(Mc Ex, (k)) + % (k) Mo, (k) < y{ (trace(PEy, (k) + ] (k) P%, (k)
(8.78)

M; <y} (8.79)



274 8 Residual Generation with Enhanced Robustness

then it holds

k—1
o2y <y [dT(Hd() +uT (Hu() + TG ()]
0

~

+y3 (" R)d k) + 1R f (k) +u” (Ryuk)).
It is evident that (8.78) holds, when
Mc < y}P. (8.80)
In summary, we have proven the following theorem.

Theorem 8.3 Given system (8.53)~(8.54) and constants y1 > 0, y2 > 0. Then (8.60)
holds if there exists P > 0 so that

P 0 0 O
0 I 0 0
Mi<|o o7 o (8.81)
0 0 0 I
Mc <ylP (8.82)
M3 <y} (8.83)

where M1, Mc, M3 are respectively, defined in (8.72), (8.76), (8.77).

Remark 8.5 1t follows from Lemma 8.4 that the LMI (8.73) ensures the stability of
the overall system.

Starting from Theorems 8.2 and 8.3, we are now in a position to describe opti-
mization problem (8.58) more precisely. The design objective is to solve the opti-
mization problem

- 2 2
rﬁl&l(wlal + woa3) (8.84)

subject to (8.63)—(8.65) and (8.81)—(8.83) for given constants y; > 0, y» > 0. In this
formulation, w1, wy are two weighting factors whose values depend on the bounds
of the £, norm and L of u, d, f. Let P matrix given in (8.63)—(8.65) be

P 0
P = |: 0 P2i| >0
and set P matrix given in (8.81)—(8.83) equal to

= | P3 O
P = |: 0 Pli| > 0. (8.85)
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275
Moreover, define
L=P Y.
As aresult, (8.63)—(8.65) can be respectively, rewritten into
r P 0 N 0 N> N3 T
0 P 0 PAws PoEgrs PrEfre
NT 0 P 0 0 0
0 AP 0 P 0 0 >0 (8.86)
Ny Ej Py O 0 1 0
T T
Ny ET P 00 0 I
Ni=PA-YC, No=PE;—YF;, N3=PE;—YFy
Py o cTv?
0 P —CL |>o0 (8.87)
VC —Cuny o}l
1 0 FIVI—F]
0 I Fivl—F[ . |=0. (8.88)
VFs—Fgpf VFp—Fpre a3l

As to (8.81)—(8.83), a reformulation is needed. To this end, rewrite M|, M¢ and M3
into

P 0 - 0 No]
;o 1] 0 P 0 N
L | e 1
0 0 ofP|[ N _
No=[Ar0 Bro E.o Erf]. Ni=[An Bni E,; 0], i=1,...1
I 0 0 [ Cr0
, O 0 Cri
MC_[Cr,O Crl Crl] . : :
0 0 0121 Cr
ofl 0 T
My =[T, TCh| o 0
0 0121 T
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Then applying the Schur complement yields

r_p T T T
—-P N N] N,
No —-pP! 0 0
88l) «— | M 0 —@P)" . 0 <0
LN 0 0 —(ofP)"!
[—P NjP N[P NI'P
PNy —P 0 0
D -2
e | PN 0 —o/7P 0 <0 (8.89)
PN, 0 0 —o°P
P OO O
~ |0 1 00
P=10 01 0
0 0 0 I
r 2 T T
—riP Co G, Cro
Co —I 0 0
-2
(8.82) < Ca 0 =0yl -+ 0 J<g (8.90)
LGy 0 o0 -0l
__yZZI Tr‘Tl Tr];’
1 —oy?l -~ 0
(8.83) i , , , <0. (8.91)
L Trl 0 —0'1_2]
Note that
PN = P3A 0 PsB PsE, PyEy
=]l 0 PA-YC 0 PE;—YF; PE;—YF;
PN — P3A; 0 P3B; P3E; 0
P 0 PilA;, —YC;, PBi—YD; PE —-YF O
Cro=[0 vC], Ci=[vC 0], i=1,..,1
T.i=[VD; VF, 0], i=1,...,1

Thus, (8.86)—(8.91) are LMIs regarding to Py, P>, P3, Y, V. It allows us to use the
following algorithm to solve (8.84).
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Algorithm 8.3 (LMI aided FDI design for stochastically uncertain systems)

S0: Set oy, a2, y1, ¥2 and wy, wy
S1: Find P; >0, P, >0, P3>0,Y, V so that (8.86)—(8.91) are satisfied
S2: Decrease (w loef + wzag) and repeat S1 until the tolerant value is reached

S3: Set L=P/'y.

Remark 8.6 The solution may become conservative due to definition (8.85). Using
an iterative algorithm, this problem can be solved.

Example 8.3 In this example, we continue our study on the benchmark vehicle dy-
namic system (see Sect. 3.7.4). Our purpose is to design an FDF via Algorithm 8.3,
which takes into account the stochastic change in C/,,. To this end, the discrete time
system model (3.79) with a slight modification

v =98600+ ACqyy, ACqyy € [—5000, 5000]
is adopted. AA, AB are respectively,

0.9854 0.0001i| ’ AB — |:0.0054:| .

AA= [0.1419 0.9836 0.1963

We assume that only yaw rate measurement is available for the fault detection pur-
pose. Our design procedure is as follows:

e Design of the reference model:

0.1899
Lapt = |: 14433j| s Vopt =5.6204.

e Under the setting w; = wp = 1, we get

9.3759 0.2417 1.6828  —0.2225

V=000, F 1=[0.2417 0.0064:|’ 2=[—0.2225 0.0707}
_ [1.6287 0.0657 _ [—-0.6480 _ [—-0.0814
37 10.0657 0.0272 ] ~ [ —0.0166 |’ ~ | 0.4749

a1 =27.6533, oy =5.6344.

8.5.4 An Alternative Approach

In the above presented approach, the optimization objective is described by (8.58).
Alternatively, we can also define

k k

S FGD) = 1 (D) FG) = rrer (D) < @2 YT (DAG) + FTGF(G)) (8.92)

j=0 J=0
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subject to

k
Y ot <y Y (@ DHdG) + T DG +u" (Gu()) (8.93)
=0

k
j=0

as a cost function and formulate the design problem as finding L, V so that o2 is
minimized for a given constant 2. Its solution can be easily derived along with the
lines given above and the standard solution for #,, norm computation (Bounded
Real Lemma). Next, we sketch the basic steps of the solution and give the design
algorithm. We assume that £(0) = 0, e,, (0) = 0. It follows from Lemma 7.9 that
(8.92) holds if and only if there exists a P > 0 so that

—P PAS PES»J 0

ASTP —P 0 cg
T T

Es,JP 0 —al FE,J
0 Ce FE,(; —al

< 0.

Setting
A0 _ p-l
p_[o P2]>0, L="PY
leads to
r—P 0 Ni3 0 Nis Nie 0 7
0 -P 0 PyAs PrEgrer  PrEfref 0
NL 0 -P 0 0 0 ctv?t
T T
0 AyPr 0 =P 0 0 =Cur | <0 (894)
Nfs Ej, P O 0 —al 0 NI
NL O EL P, 0 0 0 —al N
L o 0 Ve —C.,  Nis N —al

Ni3=PA-YC, Nis=PEg—YFy, Nig= P Ef—YFy
N75s =V Fq — Fy ref, N16 =V Ff — Fp ref.

To find a sufficient LMI condition for (8.93), we introduce
V() =E[el (j)Pex, ()]
and consider
o7 () = yHd" (NAG) + fT DD +ul (Du(D) + VG +1D = V() <0
which ensures that (8.93) holds. Remember that

o () =E[rT (Pr(D] —EFDTF())
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It turns out

V() = E[xI (HPx-()] — E(X () Px-())).

E[rT(Hr(p]+E[x G+ DPx (G + D] = E[x] () Px(j)]
—v2(d" (DadG) + TG FG) +u” GHulh))
— (EFDTFD) +EF G+ DPE + 1) = EF (DPEA())) <0

which is equivalent to

T
Ar,O

T
BrO

T
Cr, i

DT

r,i

FT.

I,

0

F[Ar,o Br,O Er,O Er,f]_

P 0][An
0 I||C,

r.0 F[A,,o Bro Er,O Er,f]—

P 0O 0 O
0 y2I 0 0
0 0 y2I 0
0 0 0 2
B.; E,_ 0}
’ , <0
Dr,i Fr,i 0
P 0O 0 O
0 y2I 0 0
0 0 y2I 0
0 0 0 2

It is evident that (8.95) implies (8.96). Now, let

]-0

and apply Schur complement to (8.95). We have for (8.95)

where

™
|
o o oMY

<
SO o
~

P=

— P 0
0 P

< 0.
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(8.95)

(8.96)

(8.97)
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PNo — Pz A 0 PsB PsE, P3Ey
=l 0 PA-YC 0 PE;—YF; PE;—YF;
s P3A; 0 P3B; PE; 0
PN; = 0 PiA;—YC; PBi—-YD; PE;—YF, 0|, i=1,...,1
VCi 0 VD,' VF,' 0

In summary, we have the following algorithm.

Algorithm 8.4 (An alternative approach to LMI aided FDI design for stochastically
uncertain systems)

S0: Seta>0andy >0

S1: Find P; >0, P, >0, P3>0,Y, V so that (8.94) and (8.97) are satisfied
S2: Decrease « > 0 and repeat S1 until the predefined tolerant value is reached
S3: SetL=P'Y.

8.6 Notes and References

In this chapter, we have focused our study on the application of the LMI technique to
dealing with the robustness issues surrounding the design of residual generators for
systems with model uncertainties. Although different types of model uncertainties
have been addressed, the underlying ideas of the presented methods are similar.
The core of these methods is the application of a reference model. In this way,
similar to the solution of the ., OFIP, the original residual generation problem is
transformed into a, more or less, standard MMP problem.

A key and also critical point surrounding the reference model-based residual gen-
eration strategy is the selection of the reference model. Among the different selec-
tion schemes, handling the residual generation in the Ho, OFIP framework is the
most popular one, where the faults themselves or the weighted faults are defined as
the reference model. This method has been first introduced in solving the integrated
design of controller and FD unit [126, 160] and lately for the residual generation
purpose [26, 66, 120, 148], where the optimization problem can also be solved in
the Hoo/u framework [199]. Significantly different from it, disturbances are inte-
grated into the reference model used in our study in this chapter. The basic idea
behind such a reference model is the trade-off between the robustness and fault de-
tectability. This idea has been first proposed by Zhong et al. [196], where the unified
solution is, due to its optimal trade-off, adopted as reference model. The methods
presented in this chapter are the results of the application of this idea to the systems
with different kinds of model uncertainties, where the LMI technique as the tool for
the solution plays a central role. We refer the reader again to [16, 154] for the needed
knowledge of the LMI technique. A comprehensive discussion on Lemma 8.1 can
be found in [179].
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We would like to call reader’s attention to the systematical and comprehensive
study on the interpretation of the unified solution in Chap. 12. It will be demon-
strated that the unified solution provides us with a reference model that is optimum
in the sense of a trade-off between the false alarm rate and the fault detectability.

Another way of handling residual generation problems for uncertain systems is
to extend the H_ /Hoo or Hoo/Hoo solutions [21, 22]. For instance, [151] proposed
to solve Hoo and H_Ho problems in the Ho/u framework. [88] developed a two-
step scheme, in which H_ /H, design of the residual generator is first transformed
and solved by means of the LMI technique and then in the second step the fault
sensitivity performance is addressed with the aid of p-synthesis.

Comparing with the study in the previous two chapters, the reader may notice that
the results presented in this chapter are considerably limited. This is also the state
of the art in the model-based FDI technique. If we say, the results in Chaps. 6 and 7
mark the state of the art of yesterdays’ and today’s FDI technique respectively, then
it can be concluded that the study on the model-based FDI for uncertain systems
would be a major topic in the field of the model-based FDI technique in the coming
years.
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Chapter 9

Norm-Based Residual Evaluation and Threshold

Computation

In this and the next two chapters, we shall study residual evaluation and threshold
computation problems. The study in the last part has clearly shown that the residual
signal is generally corrupted with disturbances and uncertainties caused by param-
eter changes. To achieve a successful fault detection based on the available residual
signal, further efforts are needed. A widely accepted way is to generate such a fea-
ture of the residual signal, by which we are able to distinguish the faults from the
disturbances and uncertainties. Residual evaluation and threshold setting serve for
this purpose. A decision on the possible occurrence of a fault will then be made by
means of a simple comparison between the residual feature and the threshold, as

shown in Fig. 9.1.

disturbances ——»

actuators

% faults

input

process
(plant)

% faults

l«————— disturbances

sensors

% faults

» output

deterministic

i i
) residual | feature of the 1
residual signal . residual residual signal !
generator ' evaluation i
= a
1
1 L alarm
1 1
1 1
i i
| | threshold |threshold | i g free
! generator !
i i
| Py ——— 1
Fig. 9.1 Schematic description of residual evaluation and threshold generation
S.X. Ding, Model-Based Fault Diagnosis Techniques, Advances in Industrial Control, 285
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Depending on the type of the system under consideration, there exist two residual
evaluation strategies. The statistic testing is one of them, which is well established
in the framework of statistical methods. Another one is the so-called norm-based
residual evaluation. Besides the less on-line calculation, the norm-based residual
evaluation allows a systematic threshold computation using the well-established ro-
bust control theory.

In this chapter, we shall focus on the norm-based residual evaluation and the as-
sociated threshold computation, as sketched in Fig. 9.1. The statistic testing methods
and the integration of the norm-based and statistic methods will be addressed in the
next two chapters.

9.1 Preliminaries

The concepts with the signal and system norms introduced in Sects. 7.1 and 8.1 are
essential for our study in this chapter.

Remember that in Sect. 7.1 we have introduced the so-called peak-to-peak gain
and the generalized H; norm. Both of them are the induced system norm and
useful for our study in this chapter. Below, we present the known results on the
LMI aided computation of these two norms, published by Scherer et al. in their
celebrated paper entitled multiobjective output-feedback control via LMI optimiza-
tion.

Lemma 9.1 Given system
G:x=Ax+Egd, y=Cx, x(0)=0.
Then for a given constant y > 0
Gl <y <= IYlpeak < ¥Ildll2

if and only if there exists a P > 0 so that

ATP+PA PE, -0 P CT -0
ETP —1I ’ C I ‘

Lemma 9.2 Given system
G:x=Ax+Eyd, y=Cx+ Fygd, x(0)=0
where d is bounded by
v, dT(t)d@) <1.
Then for a given constant y > 0
1Glpeak < v <= IYllpeak < 711dlpeak

if there exist . > 0, u > 0 and P > 0 so that
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[ATP+PA+kP PEd}
<0

ETP —ul
AP 0 cT
0 (y—wl FdT > 0.
C Fy yl

The following two lemmas are the extension of Lemmas 9.1 and 9.2 to the sys-
tems with polytopic uncertainties. For their proof, the way of handling polytopic
uncertainty described in the book by Boyd et al. can be adopted.

Lemma 9.3 Given system

G:i=(A+AA)x + (Eq+ AE)d,  y=(C+AC)x,x(0)=0
[
AA AE Ai E
|:AC 0:|:;'Bi|:ci 0}
Zﬁi:l’ Bi=>0,i=1,...,1.

Then for a given constant y > 0
Gl <y <= lylpeak < vIdll2
if there existsa P > 0 so thatVi =1, ...,1,
(A+A)TP+P(A+A) P(Eq+E)
[ (Eq+ E)T P —1 ] =0

P (C+c)T
[C+Cl- V2 }>0‘

Lemma 9.4 Given system

G:i=(A+AA)x + (Eq+ AE)d, y=(C+AC)x+ (Fy+ AF)d, x(0)=0

Then for a given constant y > 0

”g”peak <y <<= |ylpear < V”d”peak

if there exist A >0, u>0and P >0so thatVi=1,...,1,
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FA+mﬂP+PM+AD+M’Puh+Bq<O

(Eq+E)TP —ul

AP 0 (Cc+cpH’

0 (y—mI (Fa+F)T |>o0.
C+C; F;+F; ylI

9.2 Basic Concepts

In practice, the so-called limit monitoring and trend analysis are, due to their sim-
plicity, widely used for the purpose of fault detection. For a given signal y, the
primary form of limit monitoring is

Y <Ymin OF ¥>ymax — alarm, a faultis detected

Ymin <V < Ymax — no alarm, fault-free

where Ymin, Ymax denote the minimum and maximum values of y in the fault-free
case. They are also called threshold.

The trend analysis of a signal y can be in fact interpreted as limit monitoring of
v, and thus formulated as

Y < ¥min O V> ymax = alarm, a fault is detected

Vmin <V < Ymax == no alarm, fault-free.

Also widely accepted in practice is the root-mean-square (RMS) (see also Sect. 7.1),
denoted by || - ||rums, that measures the average energy of a signal over a time interval
(0, T'). The fault detection problem is then described by:

1y llRms < Iy IIRMS,min~ OF  |¥llrRps > |3 1| RaS, max
— alarm, a fault is detected
Iyl RMs,min < ¥ llRms < I¥llRMS,max ==  no alarm, fault-free

with ||y ||ras, min> | V]| RMS, max as minimum and maximum values of ||yl gus.

In order to overcome the difficulty with noises, the average value of a signal over
a time interval [, t + T], instead of its maximum/minimum value or RMS, is often
used for the purpose of fault detection. In this case, the limit monitoring can be
formulated as:

1 t+T 1 t+T
y(t):_/ 7(1)dT < Ymin O )_’(t)z_/ r(t)dt > Ymax
T J; T J;
— alarm, a fault is detected
Vmin < ¥(#) < Yymax = no alarm, fault-free

where Ymin, Ymax represent the minimum and maximum value of y(¢), respectively.
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In summary, it is the state of the art in practice that for the purpose of fault
detection an evaluation function is first defined, which gives some mathematical
feature of the signal, and, based on it, a threshold is established. The last step is
then the decision making. In the subsequent sections, we shall study these issues in
a more generalized form.

9.3 Some Standard Evaluation Functions

Consider a dynamic process. Driven by the process input signal u, the value or
average value or the energy of the process output y may become very large. In order
to achieve an efficient and highly reliable FDI, it is reasonable to analyze the system
performance on account of a residual signal instead of y. In our subsequent study
in this chapter, we assume that for the FDI purpose a residual vector, r € Rk is
available. Next, we describe some standard evaluation functions which are in fact a
generalization of the above-mentioned evaluation functions of y.

Peak Value The peak value of residual signal r is defined and denoted by, for
continuous-time r(t)

ky 1/2
] = (zrzm) o
i=1

Jpeak = ”r”peak = sup“r(t)
t>0

and for discrete-time r (k)

ky 1/2
J,,eakz||r||peak:=2ug||r(k)||, ||r(k)||=<2r?(k)> : (9.2)

i=1

The peak value of r is exactly the peak norm of r, as introduced in Sect. 7.1. Using
the peak value of r, the limit monitoring problem can be reformulated as

Jpeak > Jihpeak ==  alarm, a fault is detected

Jpeak < Jihpeak ==  no alarm, fault-free
where Jij, peak 18 the so-called threshold defined by

Jth,peak: sup ”r(t)”peak or th,peak= sup Hl’(k)“ 9.3)

cak”
fault-free fault-free pea

Also, we can use the peak value of 7 or Ar(k) =r(k+ 1) — r(k) to reformulate the
trend analysis. Let

Jirena = ¥ |l peak = sup” F(t) || for the continuous time case 9.4)
t>0
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Jtrend = ||Al"(k) ”

peak = ilig” Ar (k) || for the discrete time case 9.5)
Jih.trena = sup |7 (¢) or Jippeak = sup |Ar(k) 9.6)
o fault-free ” ”p cak ped fault-free ” ”'n eak
then
Jirend > Jth.rend =  alarm, a fault is detected
Jirend < Jih.trena ==  no alarm, fault-free.
Often, for the practical implementation 7 is replaced by r,
Fs) = ——r(s) ©9.7)
F(s) = r(s .
as +1
with 0 < o < 1 or Ar(k) by
Ar(k)=r(k) —r(k—1). (9.8)

As for the average value evaluation, we define for the continuous-time case

1 t+T
Jmmge=||r(r)||mmge=§:10>||f(t)||pwk, P =% /, r(vydt  (9.9)

and for the discrete-time case

_ . .
Javemge = ||r(k) ”average - i;g”r(k) ||peuk’ r(k) = N ;r(k o 10
and moreover,
Jth,average = SUp ||r(t)|| or sup ||r(k) || 9.11)

average average’

fault-free fault-free

As a result, the decision logic for detecting a fault is

Javerage > Jth,average ==  alarm, a fault is detected

Javerage < Jth,average ==  no alarm, fault-free.

The following modified form of average value v given in (9.9) or (9.10) is often
adopted

F(1) = —tF (1) + r (1) 9.12)
Flk+1)= (1= pB)Frk) +rk) (9.13)

where 0 <t land 0K B < 1.
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RMS Value As introduced in Sect. 7.1, the RMS value of r is defined by, for the
continuous-time case,

| 4T 5 12
Jrnts = 1) s = (? / @] df> ©.14)
t

and for the discrete-time case,

12
1 N

Trms = |1 () || ggs = (NZ||r(k+j)||2) . (9.15)
j=1

Jrus measures the average energy of r over time interval (¢, 4+ T) as well as
(k,k + N). Remember that the RMS of a signal is related to the £, norm of this
signal. In fact, it holds

1
Ir®ljs < 71713 (9.16)

as well as

1
I s = 57 Ir ©17)
Let

Jin.rms = sup ||rllrms
fault-free

be the threshold, then the detection logic becomes

Jrms > Jin.rms =  alarm, a fault is detected

Jrms < Jin.kms =  no alarm, fault-free.

9.4 Basic Ideas of Threshold Setting and Problem Formulation

From the engineering viewpoint, the determination of a threshold is to find out the
tolerant limit for disturbances and model uncertainties under fault-free operation
conditions. There are a number of factors that can significantly influence this proce-
dure. Among them are

e the dynamics of the residual generator

o the way of evaluating the unknown inputs (disturbances) and model uncertainties
as well as

e the bounds of the unknown inputs and model uncertainties.

Next, we shall briefly address these issues.
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9.4.1 Dynamics of the Residual Generator

We assume that the system model is given by (8.8)—(8.10), where the model uncer-
tainties are either the norm-bounded type (8.11) or the polytopic type (8.34).

Remark 9.1 The model uncertainty of the stochastic type given in (8.50) will be
handled in a separate chapter.

Applying residual generator (8.13) to this process model yields

X=Ax+Bu+Eqd+Esf (9.18)
é=(A—LC)e+(AA—LAC)x + (AB — LAD)u

+(Eq—LFg)d+(Ef—LFy)f 9.19)

r(s) = R(s)(Ce + ACx + ADu + Fqd + Fy f). (9.20)

Note that the modified forms (9.7) or (9.8) of the trend analysis or (9.12) as well
as (9.13) of the average value analysis can be handled as a filtering of the residual
signal and thus included in the post-filter R(s). Hence, without loss of generality,
we use below (9.18)—(9.20) to represent all the three possible forms of the resid-
ual signal under consideration. Let’s denote the minimal state space realization and
the state vector of R(s) by (A,, By, Cp, Dp) and x,, respectively with subscript
p standing for post-filter. For our purpose, write (9.18)—(9.20) into the following
compact form

Xr = (Ar + AA)X + (Eqr + AE)d, + Er’ff (9.21)
r=(Cr+ACy)xr + (Far + AF,)d, +Fr,ff (9.22)
where
X A 0 0 AA 0 0
xx=|e |, A,=|0 A—LC 0 |, AA,=|AA—-—LAC 0 O
Xp 0 B,C Ay B,AC 00

. B Eq AB AE
dr=[ } Enq=|0 E;—LF;|, AE,=|AB—LAD AE—LAF

0  BpFy B,AD B,AF
Ey

E.;y=|Ef—LF;|, C-=[0 D,C C,], AC,=[D,AC 0 0]
BpFy

Fra=[0 D,F;]., AF,=[D,AD D,AF], F,;=D,Fy.
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In case of the norm-bounded model uncertainty

E E
AA,=| E—LF |A®[G 0 0], AE,=|E—LF |A®[H J]
B,F B,F

AC, =D,FAW[G 0 0], AF,=D,FAW[H J], AT () A®@) <841

while for the polytopic uncertainty

! A; 0 0

AA =Y BiAri, Ani=|A—LCi 0 0

i=1 B,Ci 0 0

I B; E;
AE, =Y BiEni. E.j=|B —LD; Ei—LF

i=l1 BpDi BpFi

1
AC, =) BiCriv Cri=[0 0 D,C]

i=1

[
AFrZZﬂiFr,i’ Fr,iZ[DpDi DpF,]
i=1

9.4.2 Definitions of Thresholds and Problem Formulation

Recall that the threshold is understood as the tolerant limit for the unknown inputs
and model uncertainties during the fault-free system operation. Under this consid-
eration, the threshold can be generally defined by

Jin= sup J
f=0,d,A

with A denoting the model uncertainties and J the feature of the residual signal like
Jpeaks Jirena> Jrms defined in the last subsection. Also, the way of evaluating the un-
known inputs plays an important role by the determination of thresholds. Typically,
the energy level and the maximum value of unknown inputs are adopted in practice
for this purpose. In this context, we introduce below different kinds of thresholds to
cover these possible practical cases.

Definition 9.1 Suppose that d, is bounded by and in the sense of

”dr”peak = ”d”peak + ”M”peak = (Sd,oo + (Su,oo- (923)
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Then the threshold Jip peak, peak is defined by

Jth,peak,peak = sup Jpea (9.24)
Hdr ||peak§5d,oo+5u.oc
f=0, 6(A)=d4

for the norm-bounded uncertainty or

]th,peak,peak = sup Jpeak (9.25)
Hdr ||peak§8d,oo+8u,oc
f=0, g;, i=1,...,1

for the polytopic uncertainty.

Jth,peak,peak measures the maximum (instantaneous) change in r caused by the
instantaneous (bounded) changes of A, d,. Note that Ji; peak peak can be reached
even if the energy level of signal d, may be very low but its size at some time
instance is very large.

Definition 9.2 Suppose that d, is bounded by and in the sense of
||dr||2 = 8d,2 + 314,2 and ”dr”peak = C‘;d,oo + 8u,oo~ (9.26)
Then the threshold Jy pear,2 is defined by

Jth,peak,Z = sup Jpeak (9.27)
lldrll2<8a,2+6u,2
”dr prkfad,oo+6u,oo
f=0, 6(4A)<5a

for the norm-bounded uncertainty or

Jth,peak,Z = sup Jpeak (9.28)
lldrll2<84,2+6u,2
||dr‘|peclk58d,oo+8u,oc
=0, g;, i=1,...,1

for the polytopic uncertainty.

Although Jij, peak,2 also measures the maximum change in r, but different from
Jth,peak,peak> Jih,peak,2 does it with respect to the bounded energy in d;.

Definition 9.3 Suppose that d, is bounded by and in the sense of
ldrll2 < 8a,2 4 6u,2.
Then the threshold J;; ruys,2 is defined by

Jth,RMS,2 = sup JrRms (9.29)
lldr Il Rprs <8a,2+6u,2
=0, 0(A)<éa
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for the norm-bounded uncertainty or

Jih,RMS,2 = sup JrRums (9.30)
lldr Il Rps <8a,2+6u,2
=0, Bi, i=1,....0

for the polytopic uncertainty.

Jin.rMs,2 measures the maximum change in the (average) energy level of r in
response to the model uncertainty and unknown inputs which are of certain energy
level.

In practice, aiming at an early fault detection on the one hand and a low false
alarm rate on the other hand, 84, is often set low and J;4 peak, peak 18 used to activate
the computation of Jij peak,2 OF Jin,rus,2- While Jip pear,2 is generally set higher
than Jij peak,peak> due to the assumption on the energy level of d;, Ji rus,2 requires
an observation of the residual signals over a (long) time window. This scheme is
used to reduce the false alarm rate.

Remark 9.2 Although the input signal u is treated as a “unknown input”, the avail-
able information about it will be used to realize the so-called adaptive threshold,
which will then recover the performance.

From the mathematical and system theoretical viewpoint, the above-defined
thresholds can be understood as induced norms or “system gains”. In this context,
we are able to formulate the threshold computation as an optimization problem:

o Computation of Jin peak, peak

Jth,peak,peak =miny (84, 0o + dy,00)  With y subject to (9.31)

Vd, satisfying (9.23), A either norm-bounded or polytopic

sup||r(t)|| <y sup”d,(t)” or sup”r(k) || <y sup”dr(k) H
t>0 >0 k>0 k>0

o Computation of Jip peak,2
Jth,peak,2 =min y1 (84,2 + 8,,2) + ¥2(8d,c0 + Su,00)  With y1 subject to  (9.32)
Vd, satisfying (9.26), A either norm-bounded or polytopic
sup[r()| <vif|d @], or sup|r()| <yifd K],
t>0 k>0
Remark 9.3 The term y2(84,00 + 0u,00) in (9.32) is due to the existence of Fy , +

AF,, by which d, will act on r instantaneously. In the section dealing with the
computation of Jip pear,2, we shall explain it in more detail.
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o Computation of Jip RMS.2

Jin.rms2 =miny (842 + 6,2) with y subject to (9.33)

VT, d, satisfying (9.26), A either norm-bounded or polytopic
[r@l, =vld-0l, or [r@],=v|d-®],

Using the LMI technique, we shall derive algorithms for solving these problems.
This is the major objective of the rest of the sections in this chapter.

9.5 Computation of J;; rus,2

In this section, we address the computation of J;, rys,2 for the systems with both
the norm-bounded and polytopic model uncertainty.

9.5.1 Computation of Jin,rus,2 for the Systems
with the Norm-Bounded Uncertainty

For our purpose, we first give a theorem, which builds the basis for the computation
of Jin,rms,2.

Theorem 9.1 Given system (9.21)—(9.22) with the norm-bounded uncertainty and
y > 0, and suppose that x,(0) =0, AT A®G) <1, then

[r@o], <vld-®],
if there exist € > 0, P > 0 so that

AP+ PA, +¢G'G PE,4+¢G'TH CcI PE

T ol ~ 2 T 7 T
E  P+eH G yI+eH"H F,;, 0 -0 (9.34)
G Fy, —1  D,F
ETp 0 FTD; —el
where
B B B E
G=[G 0 0], H=[H J], E=|E-LF]|. (9.35)

The proof of this theorem is similar with the one of Theorem 8.1 and follows
directly from the Bounded Real lemma and Lemma 8.1.
The “discrete-time version” of Theorem 9.1 is given below.
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Theorem 9.2 Given system

xp(k+1) = (Ar + AAp)x (k) + (Eq,r + AE;)d, (k)
r(k) = (Cr + AC)x, (k) + (Fa.r + AF)d, (k)
with the norm-bounded uncertainty, where all system matrices are identical with the

ones used in (9.21)—(9.22), and y > 0, and suppose that x,(0) =0, AT(RAK) <1,
then

|rdo ], < v|d-@ |, (9.36)
if there exist n > 0, P > 0 so that

—P 0 PA, PE, PE
0 - C, F; D,F
Alp ¢l aG'G-P  nG'H 0 |<o0 (9.37)
E_[{,P Fl, nH'G  nHTH—-y%I 0
ETP F'D] 0 0 —nl

with E, G, H as defined in (9.35).

Proof Due to the similarity to Theorem 8.1, we only briefly sketch the proof. It is
evident that (9.36) holds if

(A, +AA)T  (C,+ACHT [P O1[A, +AA, Eu,+ AE,
(Eqr+ AE)T (Fy,+AF)T || 0 1 || Cr+AC, Fu,+ AF,

P 0

Recall that
E
AA, AE,| | E-LF
[AC, AFJ_ B, F Ak)[G 0 0 H J].
D,F

It follows from Lemma 8.1 that the above inequality holds, provided that for some
e>0

AT T P O ‘1_8 E—LF || E-LF A, E,
El, F] 0 I B,F B,F C, F
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Now, applying the Schur complement yields

E e 7
E-LF | | E-LF po]! A, E,
8 - r
B,F B,F 01 C, F,
DyF Dy F <0
Al T 16"G-p 1G'H
El.Fl, 1HTG 1HTH-y%1
_p 0 PA, PE, PE
0 —I C, F, D,F
s | AP I 1G'G-p 1G'H 0 | <o
T T L gTw \gTg_ .2
E] P FJ, 1H'G  1H'TH-y*1 0
=T T T 1
ETp FTD! 0 0 -1
Finally, setting n = é completes the proof. U

With the aid of Theorems 9.1 and 9.2 as well as the relation between the £, norm
and the RMS, (9.16) or (9.17), we have the following.

Algorithm 9.1 (Computation of J;; rys,2 for the systems with the norm-bounded
uncertainty)

SO: Substitute G, H in (9.35) by G //34, H/x/34
S1: Solve optimization problem

miny subject to (9.34) or (9.37)

fore >0, P > 0 and set y* = miny
S2: Set

Y (a2 +8u2) Y*(8a,2 + 8u.2)

Jih,RMS,2 = T or  Jip rMs,2 = /N (9.38)

Example 9.1 In this example, we illustrate the application of the above algorithm
to the threshold computation via the laboratory system DC motor DR300. In order
to demonstrate that the proposed approach is also applicable for systems modelled
in terms of transfer functions, our study is based on the input-output description of
the DC motor DR300 given in Sect. 3.7.1. We assume that the gain of the nominal
model is uncertain with

by + A
3+ ars? +ays + agp

Gyu(s) =

where A € [—/84,+/04], 4 = 10000, and moreover the measurement y is cor-
rupted with a noise,

¥(5) = Gyu(s)u(s) +0.01d, |dll2 <842=1.8.
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Fig. 9.2 Threshold and the 3 w
evaluated residual signal: Ity
A=-100, f4=0.05V, o5l —Jdnrusy2
occurred at r =25's '
2 =
g
_T 15+
1L
0.5F

15 20 25 30 35 40 45 50
Time [s]

We now apply the residual generator developed in Example 5.9 to this system. It
leads to

é=Ge+[AH —0.0IL][Z], r=we+[0 0-01][3]

with

An[0 0 0 1 0].

S oo~

A4 E
AH = 8 = [F]A(t)[G H J]=

By solving optimization problem
miny subject to (9.34) or (9.37)

we get
y*=0.27.

On the assumption that 6, 2 = 2.1 and the evaluation time window T = 10 s, the
threshold is finally set to be

Y (a2 + 6u2)
V10

To verify the design result, simulations with different faults are made. Figures 9.2
and 9.3 show the threshold and the responses of the evaluated residual signal to an
actuator fault and a sensor fault.

Jih,RMS,2 = =0.33.
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Fig. 9.3 Threshold and the 1.6 w
evaluated residual signal: L
A=-100, fs1 =—0.25V, 1.4 — Jnavs2 [
occurredatt =25's
1.2+
1F
(2]
=
_T 08
0.6
0.4
0.2f
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9.5.2 Computation of Jin,rus,2 for the Systems with the Polytopic
Uncertainty

Now, we consider system (9.21)—(9.22) with the polytopic uncertainty. The follow-
ing two theorems follow directly from Lemma 8.2 and its “discrete-time version”.

Theorem 9.3 Given system (9.21)—(9.22) with the polytopic uncertainty and y > 0,
and suppose that x,(0) =0, then

lr®], <vld-®], (9.39)
if there exists P > 0 so thatVi =1,...,1,

(Ar + Ar,i)TP + P(Ar + Ar,i) P(Er,d + Er,i) (Cr + Cr,i)T
(Era+E)"P —vI (Fra +F)" | <0.
Cr+Cr,i Fr,d+Fr,i —)/1
(9.40)

Theorem 9.4 Given system
xp(k+1) = (Ar + AAp)xp (k) + (Eq,r + AE;)d, (k)
r(k) = (Cr + ACy)x, (k) + (Fg,r + AFy)dy (k)

with the polytopic uncertainty, where all system matrices are identical with the ones
used in (9.21)—(9.22), and y > 0, and suppose that x, (k) =0, then

lrol, < vld- o], 041

if there existsa P > 0 so thatVi =1, ...,1,
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—P P(Ar +Ar,i) P(Er,d'i‘Er,i) 0
Ar+a)' P =P 0 (Cr+Cri)?
(Er,d + Er,[)TP 0 _VI (Fr,d + Fr,i)T < 0. (942)
O Cr + Cr,i Fr,d + Fr,i _y[

Based on Theorems 9.3 and 9.4, we have the following algorithm.

Algorithm 9.2 (Computation of J;; rys.2 for the systems with the polytopic uncer-
tainty)

S1: Solve optimization problem
miny subject to (9.40) or (9.42)
for P > 0 and set y* = arg(miny)
S2: Set
JinRrsa = y*Gaz+du2) Jon RugS2 = y*Ga2+u2)

Example 9.2 We continue our study in Example 8.2, in which an FDF is designed
for CSTH with polytopic model uncertainty. Our objective is now to compute the
corresponding J;; rus,2 via Algorithm 9.2. We assume that 42 is bounded by 2
and the evaluation window is 5 s. The computation of S1 gives

y* =40.1872.
Following it, we have
40.1872(2+ 64.2)
e .

In our simulation, §, > is on-line estimated (see Sect. 9.8). In Fig. 9.4, both the RMS
value of the residual signal and the corresponding threshold are shown, where a fault
in T sensor occurred at t = 25 s.

Jth,RMS,2 =

Fig. 9.4 Residual response 50 : ‘
and threshold gy
a5 ___y ]
th,RMS,2
40+ 1
] R 1
_ 30F |
[
3
2 251 ]
c
20+ J
15f J
10}t J
5 [ 4
0

0 5 10 15 20 25 30 3 40 45 50
Time (s)
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9.6 Complltati()n Of Jth ’peak’peak

9.6.1 Computation of Jin peak peak fOr the Systems
with the Norm-Bounded Uncertainty

We start with the (sufficient) condition for
“r(t) ”peak <V ||d,« ) Hpeak
under the assumption that f =0, x,(0) =0 and a given y > 0.

Theorem 9.5 Given system (9.21)—(9.22) with the norm-bounded uncertainty and
y > 0, suppose that x,(0) =0, ||d, ()l peak <1, AT()A@) < 1. Then

HI"(I) ||peak <V

if there exist A >0, u >0, e1 >0, &2 >0, P > 0 so that

PA, +AT'P + AP +¢G'G PE;,+eG'H PE ]
ELPHIETE —ul+eHTH 0 | <0 (9.43)
ETP 0 —e11 |
vi Cr Fd,r Vl/szF_
cr AP — GG —&GT'H 0
’ g — >0 (9.44)
Fd,r —eH'G (y—wl—-—eH"H 0
2D, F)T 0 0 el

where E, G, H are given in (9.35).

The proof of this theorem can be achieved along with the lines in the proof of
Lemma 9.2 provided by Scherer et al., together with the application of Lemma 8.1,
see also the proof of the next theorem.

Theorem 9.6 Given system
Xp(k+1) = (Ar + AA)xr (k) + (Erg + AE)d, (k)
r(k) = (Cr + ACH)x, (k) + (Fra + AF)d, (k)

with the norm-bounded uncertainty, where all system matrices are identical with the
ones used in (9.21)—(9.22), and y > 0, and suppose that

x-(0) =0, AT Ak <1, dl (kyd, (k) <1
then

”I‘(k) ”peak <V
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if there exist . >0, u > 0,¢e1 >0, e >0, P >0 so that

P PA, PE, PE
ATP (1-M)P—-eG'G - G'H 0
El,P - HTG wl—tHTH 0
ETP 0 0 el
2 C; Fra y'/?DyF ]
CrT AP — 826T6 —826Tﬁ 0
Fl, —&H'G  (y—-wl—eH'H 0
Vl/z(DpF)T 0 0 el |
where E, G, H are given in (9.35).

Proof Let
V (x, (k) = x (k) Px, (k)
for some P > 0 and assume that

nw
V(xr(k)) < T

for 0 < A < 1, u > 0. Note that V (x(k)) satisfying
V(rE+D)+ 0 =DV (k) <pn, V(x(©0)=0
is bounded by the solution of difference equation
V(xrk+1D) =1 =2V (x (k) +

that is,
n
V(xr (k)) < —.
A
On the other hand, matrix inequality

(Ar+ 24T
(Eqr + AE)T

+(1—A)|:g 8]<u|:8 (I)i|

ensures that Vd” (k)d (k)

:| P [(Ar + AA)) (Ed,r + AEr)]

V(tk+ D)+ 0= DV(x k) <pd” )dk) = V(xk)< T

303

>0 (9.45)

>0 (9.46)

(9.47)

(9.48)

(9.49)

7
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Thus, (9.47) holds if (9.49) is satisfied. Note that Vd,, A(k), bounded by ||d; ||pear < 1
and AT (k) A(k) < I, respectively,
rT (k) <y (yd! (kydy (k) + AV (x, (k) — pd! (k)d, (%))
= rlork) <y? (9.50)
if (9.47) holds. Moreover, (9.50) can be expressed in terms of matrix inequality

AP 0

-1 |: (Cr + ACr)T
0 (y—-wl

(Fs +AF)T}[C,+AC, Fd,,+AF,]§[
N r

:|. (9.51)

According to Lemma 8.1, we know that for n; > 0, n, >0

S P Nicams

|:Elr:|(P —THEE) [Ar Ed,r]+a|:ﬁTi|[G H]
a1-xnpP 0

<[ 0 MI]

-1 CrT T\—1 LG = =
% K (I —=mD,F(D,F)")" " [C, Fd,,]+E g7 |[G H]

AP 0
<
=lo o-wr
are sufficient for (9.49) and (9.51), respectively. Applying the Schur complement,
we have

P~ —mEE” Ay Eq,
T 1laTes _1aTg
Al (1-WP—-1LG'G LG'H | >0
T \ gTH L gTi
Ed,r —HH G ,bLI - HH H
P PA, PEg, PE
ATp 1-nP-1G"¢6 -L1G'H 0
n m
— |ep  —ld'G r—1mg o |7
_d,r n K n
ETP 0 0 Ly
m
2 C Fa, y'?DpF
cr AP - LGTG - LGTH 0
2 m =0
T L gTa L gT i =
FI, —H'G  (y-wI-H'H 0
1/2 T 1
y2(D,F) 0 0 L
The theorem is finally proven by setting &1 = n_l1’ &= % g
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Algorithm 9.3 (Computation of Jij, peak,peak Tor the systems with the norm-bounded
uncertainty)

SO: Substitute G, H in (9.35) by G //34, H/x/34

S1: Solve optimization problem

miny subject to (9.43)—(9.44) or (9.45)—(9.46)

fork >0, u>0,61 >0,60>0, P>0andset y*=miny
S2: Set

Jth,peak,peak = V*(Sd,oo + 8u,oo)- (9.52)

9.6.2 Computation of Jin peak peak fOr the Systems
with the Polytopic Uncertainty

Consider system (9.21)—(9.22) with the polytopic uncertainty. Following Lemma 9.4
and its “discrete-time version”, we have the following theorem.

Theorem 9.7 Given system (9.21)—(9.22) with the polytopic uncertainty and y > 0,
and suppose that x,(0) = 0, then

[ e < 7 ldr @]

peak peak

if there exist A >0, u > 0and P > 0so thatVi =1, ...,1,

(Ar+ A D)"P+P(A + A ) +AP  P(Era+Er)
[ (Era+ Er)T P Y
AP 0 (Cr + Cr,i)T
0 (y—mI (Fra+F.)" | =0. (9.54)
Cr+ Cr,i Fr,d + Fr,i 124

Theorem 9.8 Given system

Xp(k+1) = (Ar + AA) X (k) + (Er g + AE)d, (k)
r(k) = (Cr + AC)x, (k) + (Fr,d + AF)d, (k)

with the polytopic uncertainty, where all system matrices are identical with the ones
used in (9.21)—(9.22), and y > 0, and suppose that x, (k) =0, then

”I‘(k) ”peak <V ”dr (k) ”peak
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if there exist . >0, u >0and P >0 so thatVi=1,...,1,

P P(Ar + Ar,i) P(Er,d + Er,i)
(Ar+A)TP (1=2)P 0 >0 (9.55)
(Er,a’ + Er,i)TP 0 ,LLI
AP 0 C,+C:)T
0 -wl (Fa+F)" |20 (9.56)
Cr + Cr,i Fr,d + Fr,i VI

Algorithm 9.4 (Computation of Jip peak,peak for the systems with the polytopic un-
certainty)

S1: Solve optimization problem
miny subject to (9.53)—(9.54) or (9.55)—(9.56)

for >0, u>0and P > 0and set y* =miny
S2: Set

Jth,peak,peak = y*(ad,oo + 814,00)-

9.7 Computation of Ji peak,2

9.7.1 Computation of Jin peak,2 Jor the Systems
with the Norm-Bounded Uncertainty

Consider system (9.21)—(9.22) with the norm-bounded uncertainty. It is evident that
dy(t) acts directly on r(¢) via the crossing matrix F,. 4 + A F,. The maximum change
in r(¢) caused by d,(¢) via F, 4 + AF, is given by ;/2*(8,1,00 ~+ 8u,00) With

T —_—
sup  (Fra+DpFAH) (Fra+ DpyFA(MWH) <v}1
F(AM))<ba

where H is given in (9.35). Using Lemma 8.1, ¥, can be determined by solving

Y, =miny, subject to 9.57)
n3>0
I Fra  DyF
Fl, wl-mH'H 0 |>0.
FTD; 0 nal

Write r into two parts,

r=ri+ryri=(C+ AC))x,, FZZ(Fd,r'FAFr)dW
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Using Lemmas 9.1 and 8.1, we are able to compute the boundedness of the influence
of d, on ry, as stated in the following theorem.

Theorem 9.9 Given system
Xr = (Ar + AA)x, + (Eqr + AE})d,
ri = (Cr + ACy)x,

with the norm-bounded uncertainty, where all system matrices are identical with the
ones used in (9.21)—(9.22), and y; > 0, and suppose that x,(0) =0, ATHAw <1,
then

[ @ pear < i lldr @1

if there exist n; > 0, n2 > 0, P > 0 so that

peak

ATP+PA, +mG'G PE,4+mG'H PE

El,P+mH'G mHTH —y21 0 |[<0 (9.58)
ETp 0 —ml
—1I C, D,F
¢ —P+mG'G 0 |[<o0 (9.59)
F'D! 0 —nol

where E, G, H are given in (9.35).
The proof of this theorem is similar to the one of the next theorem.

Theorem 9.10 Given system
xp(k+1) = (A, + AA)x, (k) + (Er,d + AE,)d, (k)
r (k) = (Cr + ACr)xr(k)

with the norm-bounded uncertainty, where all system matrices are identical with the
ones used in (9.21)-(9.22), and y1 > 0, and suppose that

x(0)=0, ATkAK <I
then
[ G| e < 1 lldr ],

if there exist n; > 0, n2 > 0, P > 0 so that

—-P PA, PE, PE
ATP nG'G-P mGTH 0
EZdP mHTG mﬁTﬁ—yfl 0
ETP 0 0 -1

<0 (9.60)
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—1I C,  D,F
¢ —-P+mG'G 0 |<o 9.61)
F'D! 0 —nol

where E, G, H are given in (9.35).

Proof Let
V (x (k) = x; (k) Pxr (k)

for some P > 0. Considering that

V(5 k+1) = V(&) < yi|d®| 9.62)
yields
k—1 5
V(e ®) <vi Y[
j=0
we have
k—1 5
rtk) <y |d-(
j=0
provided that
(Cr +ACHT(C, + AC,) < P. (9.63)

We now express (9.62) in terms of matrix inequality:

P 0

0 ylzl

(Ar + AA)T
(Er,d + AEr)T

}P[Ar—i—AA, Er,d+AEr]—|: }<o. (9.64)

Using Lemma 8.1 leads to a sufficient condition for (9.64) as well as (9.63), respec-
tively

—P PA, PE.,4 PE
ATP 9 GTG-P mGTH 0 0
ET,p mH'G mHTH-y 0 |~
ETP 0 0 —-mI
—1I C, D,F
¢l —-P+mG'G 0 |<o
F'D! 0 -l
for some 11 > 0, ny > 0. O

Algorithm 9.5 (Computation of J;j pear,2 for the systems with the norm-bounded
uncertainty)
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SO: Substitute G, H in (9.35) by G //84, H//54
S1: Solve optimization problem (9.57) for y}
S2: Solve optimization problem

miny; subject to (9.58)—(9.59) or (9.60)—(9.61)

forn; > 0,72 >0, P > 0 and set y;" =miny,
S3: Set

Jinpeak,2 = V1 8a.2 + 8u,2) + V3 (84,00 + 8u,00)- (9.65)

9.7.2 Computation of Jin peak,2 for the Systems with the Polytopic
Uncertainty

We now study the computation of J;j peak,2 for system (9.21)—(9.22) with the poly-
topic uncertainty.

In order to evaluate the influence of d,(¢) on r(¢) via the crossing matrix F, 4 +
AF,, we propose to solve the following optimization problem: finding y,* such that
vVi=1,...,1,

(Frag+ F ) (Fra + Frp) <y51. (9.66)

For the evaluation of the influence of £, norm of d, on r; we have the following
two theorems which are a straightforward extension of Lemma 9.3 and its “discrete-
time version”.

Theorem 9.11 Given system

)‘Cr = (Ar + AAr)xr + (Ed,r + AEr)dr
r1 = (Cr + AC))x,

with the polytopic uncertainty, where all system matrices are identical with the ones
used in (9.21)—(9.22), and y, > 0, and suppose that x,(0) =0, then

[r1 @] e < nl1dr 0]
if there exist P > 0 so thatVi=1, ...,1,

[(A, + A P4 P(Ar 4 Ari) P(Era+ Em')} <0 067

(Era+E.)TP =1

P (Cr + Cr,i)T
|:Cr +C " :| > 0. (9.68)
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Theorem 9.12 Given system

Xp(k+1) = (Ar + AA)xr (k) + (Era + AE,)d, (k)
r (k) =(Cr + ACr)xr(k)

with the polytopic uncertainty, where all system matrices are identical with the ones
used in (9.21)—(9.22), and y, > 0, and suppose that x, (k) =0, then

[71 G e < v ldr @]

peak

if there exists P > 0 so thatVi =1, ...,1,

—P P(Ar+Ay)) PE.qa+E:.)
(Ar+ AT P —P 0 <0 (9.69)
(Era + E;)T P 0 ~ri1
=1 Cr+ Gy
T <O. .70
|:(Cr+Cr,i)T —-P j| - (9 )

Algorithm 9.6 (Computation of J;; peax,2 for the systems with the polytopic uncer-
tainty)

S1: Solve optimization problem (9.66) ;'
S2: Solve optimization problem

miny, subject to (9.67)~(9.68) or (9.69)—(9.70)

for P > 0 and set y;* =miny,
S3: Set

Jth,peak,Z = yl* ((Sd,Z + 8u,2) + Vz*(sd,oo + Bu,oo)-

9.8 Threshold Generator

The thresholds derived in the last sections have it in common that they are constant
and a function of a bound on the input vector u. Since u is generally on-line available
during process operation, substituting the bound on # by an on-line computation
would considerably reduce the threshold size and thus increase the fault detection
sensitivity. Those thresholds which are driven by the system input signals, as shown
in Fig. 9.1, are known as adaptive thresholds or threshold selectors. Analog to the
concept of residual evaluator, we call them threshold generator.

While the bound on the peak of §, ~ can be easily replace by the instantaneous
value

lu@®)|| = VuT @®ut) or |uk)|=vuT kuk)
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8,,2 will be approximated by

1+T 5 1/2 N 5 172
= (f " rolPae)” or o= (Sl 1)
t j=1

in an iterative way or with a weighting, e.g.
2 2 . 2
[uGol3 ;11 = lut 3 ; + |rte+j+ D
lu@ ;1) = eu®l; + lr&k+j+ 1]

with0 <o < 1.

The three kinds of constant thresholds introduced in the last sections, Ji rus,2,
Jth,peak,peak and Jip peak,2 given by (9.38), (9.52) and (9.65) respectively, will be
replaced by the threshold generators

*
g Y 8an
Jinrms,2 () = NG

or
s 9.71)
Y 0d2
Jtiz,RMs,z(k) = N + ¥ [u | gy
‘Ité;l,peak,peak(t) = V*Sd,oo + V* ”M(l‘) ”

(9.72)

Jhpeakpeak(k) *8d,00 +)/*||M(k) “

‘Ité;l,peak,Z(t) =" 811,2 + 811,00 + V]* ||”(t) HZ,T + VZ* Hu(t) “

(9.73)

th peak, z(k) Vl*ad@ + )/2*5d,oo + )/1* ”u(k) HZ,N + )/2* Hu(k) ”

where the superscript g stands for generator.

It is interesting to notice that the threshold generators consist of two parts: a
constant part and a time varying part. This time varying part depends on the instan-
taneous energy change in the input signals. In other words, under different operating
conditions, expressed in terms of the input signals, the threshold will be different.
In this context, the threshold generator is an adaptive threshold. Since

8 8 8
Jth,RMS,Z = Jth,RMS,Zs Jth,peak,peak = Jrh,peak,peuks Jth,peak,Z = th,peak,Z

it is clear that substituting the thresholds by the corresponding threshold generators
will enhance the fault detection sensitivity.

Example 9.3 In this example, we replace the constant threshold computed in Ex-
ample 9.1 by a threshold generator and repeat the simulation. It follows from (9.71)
that

T rus.2 () = 0.15 + 0.27[ (@) | gz
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Fig. 9.5 Threshold generator 05 w
and the evaluated residual
signal: A =—100,

fa =0.006 V, occurred at
t=25s

[rll -9
RMS Jinrms 2 u

i i i

15 20 25 30 35 40 45 50
Time [s]

Fig. 9.6 Threshold generator T J‘g

and the evaluated residual RMS th AMS, 2 u
signal: A =—100,

fs1 =—0.125V, occurred at
t=25s

0.1 B

i i i

15 20 25 30 35 40 45 50
Time [s]

where ||u(?)||rps Will be on-line computed. Figures 9.5 and 9.6 show the threshold
generator and the responses of the evaluated residual signal to an actuator fault and
a sensor fault.

Comparing Figs. 9.5 and 9.6 with Figs. 9.2 and 9.3, we clearly see that the thresh-
old generator scheme delivers higher fault detectability, also in case of a large size
input signal.

9.9 Notes and References

Although the norm-based residual evaluation was initiated by Emami-naeini et al.
[58] two decades ago, only few research results on this topic have been published,
see for instance [48, 64, 93, 103, 148]. On the other hand, in practice limit mon-
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itoring and trend analysis schemes are very popular, where the determination of
thresholds plays a central role. It is the state of the art in practice that thresholds are
generally determined based on experiences or by means of real tests and simulation.

The results and algorithms presented in this chapter are a considerable extension
of the results reported in [42]. They have been achieved in the norm-based frame-
work and therefore may lead to a conservative threshold setting. Even though, they
provide the system designer with a reliable and reasonable estimate of the value
range of the thresholds. It can save a great number of real tests and therefore are
valuable both from the technical and economic viewpoint.

It is worth to mention that in this chapter only issues of residual evaluation in
the time domain have been addressed. Similar study can also be done in the fre-
quency domain. In that case, the residual signals will be evaluated in the frequency
domain after, for instance, an FFT (fast Fourier transform). Frequency domain eval-
uation of residual signals is standard in the field of oscillation detection and con-
ditional monitoring [28]. Given a frequency domain residual evaluation function,
the threshold determination and computation can be realized for example, using the
LMI method for the system norm computation in a finite frequency range, which
has been presented in Sect. 7.8.5. Also, the methods given in [176, 177] provide us
with a powerful tool to deal with the threshold computation.

The major tools used for our study in this chapter is the robust control theory
and LMI technique. We refer the reader to [16, 154] as well as [198] for the needed
knowledge and computation skills in this area.

The proofs of Lemmas 9.1, 9.2 on the generalized 7, norm and peak-to-peak
gain can be found in [154] and as well as in [16]. The extension of these results to
the systems with polytopic model uncertainties, as given in Lemmas 9.3 and 9.4, is
schematically described in [16].

A major conclusion of this chapter is that for different application purposes dif-
ferent residual evaluation functions and correspondingly different induced norms
should be used. This conclusion also reveals the deficit in the current research. The
efforts for achieving an optimization without considering the evaluation function
and the associated threshold computation can result in poor FDI performance. Re-
search on the optimization schemes under performance indices different from the
Hoo Or Hp norm is urgently demanded in order to fill in the gap between the theo-
retical study and practical applications.



Chapter 10
Statistical Methods Based Residual Evaluation
and Threshold Setting

10.1 Introduction

The objective of this chapter is to present some basic statistical methods which are
typically applied for residual evaluation, threshold setting and decision making.

In working with this chapter, the reader will observe that the way of problem
handling and the mathematical tools used for the problem solutions are significantly
different from those presented in the previous chapters. We shall first introduce some
elementary statistical testing methods and the basic ideas behind them. Although no
dynamic process is taken into account, those methods and ideas build the basis for
the study in the subsequent sections. A further section is devoted to the criteria
for the selection of thresholds. In the last section, we shall briefly address residual
evaluation issues for stochastic dynamic processes, as sketched in Fig. 10.1.

10.2 Elementary Statistical Methods

In this section, a number of elementary statistical methods are introduced.

10.2.1 Basic Hypothesis Test

The problem under consideration is formulated as follows: Given a model
y=0+€eeR

with € ~ N (0,02 (ie., normally distributed with zero mean and variance o),
6 =0or 0| > 0, a number of samples of y, yj, ..., yn, and a constant & > O (the so-
called significance level), find a threshold J;j, such that

N
- _ 1
prob{I| > Jin |6 =0} <. 5= v (10.1)
i=l1

S.X. Ding, Model-Based Fault Diagnosis Techniques, Advances in Industrial Control, 315
DOI 10.1007/978-1-4471-4799-2_10, © Springer-Verlag London 2013
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stochastic noise

stochastic noise
process <

(plant) sensors
actuators > output

input
% faults % faults % faults

stochastic |} !
residual | statistical feature
residual signal H residual of residual signal}
generator ! evaluation E
1 1
i - 1 yes
E C ' H, hypothesis
i i fault
: N
1
! threshold threshold i Ho hypothesis
1
! generator i fault-free
1 1
1 1

Fig. 10.1 Schematic description of statistic testing based residual evaluation and decision making

where prob{|y| > Jyj, | 6 = 0} denotes the probability that |y| > J;; under condition
0 = 0. It is well known that the probability prob{|y| > Jy, | & = 0} is the false alarm
rate if the following decision rule is adopted:

|y| < Jr: 0 =0 (Hp, null hypothesis) (10.2)
|yl > Jin: 6 #0 (Hj, alternative hypothesis). (10.3)

From the viewpoint of fault detection, the above mathematical problem is the answer
to the fault detection problem: Given system model, how can we select the threshold
towards a reliable detection of the change (fault) in 6 based on the samples of the
output y? In the problem formulation and the way of approaching the solution, we
can observe some key steps:

e the objective is formulated in the statistical context: the probability of a false deci-
sion, that is, prob{|y| > J;, | & = 0}, should be smaller than the given significance
level o

e an estimation of the mean value of y based on the samples, y = % Z,N: 1 Vi» 18
included in the testing process

o the decision is made based on two hypotheses: Hy, the null hypothesis, means no
change in 6, while Hj, the alternative hypothesis, means a change of 6.

Throughout this chapter, these three key steps to the problem solutions will play an
important role.

The solutions of the above-formulated problem are summarized into two algo-
rithms, depending on whether o is known. For details, the interested reader is re-
ferred, for instance, to the textbook by Lapin.
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Algorithm 10.1 (Computing J;; if o is known)

S1: Determine the critical normal deviate z4/2 using the table of standard normal
distribution

prob{z > 742} =a/2 (10.4)
S2: Set Jy,
o
Jin = Za/ZW (10.5)
since y is normally distributed with
o2
EM) =0, var(y) = v (10.6)

Algorithm 10.2 (Computing Jy;, if o is unknown)

S1: Determine t,/, using the table of ¢ distribution with degree of freedom equal
N —1,1e.

prob{t > t4p} = /2 (10.7)
S2: Set Jip
N =\2
s s =y)
Jin =typ—, === - 10.8
th a/Zﬁ s N —1 (10.8)
where

)
s/vVN

satisfies Student distribution with the degree of freedom equal to N — 1.

t

Remark 10.1 The idea behind the above algorithm is an estimation of the variance o
by s.

It is clear that for the purpose of change detection, following on-line computation
(evaluation of the samples of y) is needed: In case that o is known it is

N
Y=N Z Yi
i=1
otherwise y and

SN i —3)?
N —1 ’

S =
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10.2.2 Likelihood Ratio and Generalized Likelihood Ratio

Likelihood ratio (LR) methods are very popular in the framework of change detec-
tion. In this subsection, we briefly introduce two basic versions of these methods.
We refer the interested reader to the excellent monograph by Basseville and Niki-
forov for details on the topics introduced in this and the next subsections.

Given the system model

0o =0, Hp (no change)

_ ~ 2 _
y=0+e ¢ N(O’ g )’ 0= {91, H) (change but constant)

the log likelihood ratio for data y; is defined by

o= _ L 002 00 et = —— O
e, (i) 202 N
(10.9)

where pg(y;) is the probability density of y for y = y;. The basic idea of the LR
methods can be clearly seen from the decision rule

(i) = <0, Hpy (8 =0) is accepted
$Wi) = >0, H; (8 =0) is accepted.

Note that s(y;) > 0 means pg, (i) > pg,(yi), 1.e. given y; the probability of 6 = 6,
is higher than the one of 6 = 6. Thus, it is reasonable to make a decision in favor
of Hi.

In case that N samples of y, y;, i = 1,..., N, are available, the (log) LR is
defined by

N N N
po, (i) 1
SV=>"si=) = =2—Z(y,-—eo)2—(y,~—91)2]
= = Pa ) P

1

N
61 — 6o 01 + 6o
== Z(yi— > ) (10.10)

i=1

We distinguish two different cases: 8; is known and 6; is unknown.

Detection when 6; (>0) Is Known and 8y =0 Note that

N

N
01+ 6 0
SV >0 = E <yi— 12 O):E (y,-—El)>0
i=1

i=1

1 & 6,
— Nzyi>3 (10.11)
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and moreover
N 2
1 o
— E Vi ~./\f<0, —)
N — N

Thus, given allowed false alarm rate «, the following algorithm can be used to com-
pute the threshold.

Algorithm 10.3 (Computing Jy, if 8; is known)

S1: Determine z4 > 971 using the table of standard normal distribution
prob{z > z4} =«

S2: Set Jip

I =zaj—ﬁ. (10.12)

It is interesting to see the interpretation of condition (10.11). Recall that
% ZZNZ 1 yi gives in fact an estimate of the mean value of y based on the avail-
able samples. (10.11) tells us: if the estimate of the mean value is larger than 971,
then a change is detected. This is exactly what we would instinctively do in such a

situation.

Detection when 6; Is Unknown and 6y =0 In practice, it is the general case
that 67 is unknown. For the purpose of detecting change in 6 with unknown 61, the
so-called generalized likelihood ratio (GLR) method was developed, where 0; is
replaced by its maximum likelihood estimate. The maximum likelihood estimate of
01 is an estimate achieved under the cost function that the LR is maximized. Thus,
the maximum LR as well as the maximum likelihood estimate of 6; are the solution
of the following optimization problem

N
1
max S}V :max—Z[in— (i —61)°]
BETANEY
= max — | — | =N - )? 10.13
"b?xzaz[zv(;”) & y)} (10.13)

N N 2
A 1 1
— = SN —5=— ;| A ;
1 argrréellx 1 =Y N_Z:yl ng:lx 1 762N <;)’z>

N 1 =\2
= mas)= )2 (10.14)
o
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It is of practical interest to notice that

e the maximum likelihood estimate of 6; is the estimate of the mean value, y =
1 N
N Zi:l Vi

. 1
e the maximum LR, %N

e a suitable threshold should be established to avoid high false alarm rate.

(7)2, is always larger than zero and thus

Note that the distribution of 21
o“/N

level o, the following algorithm can be used to compute the threshold.

()7)2 is Xz(l). Therefore, given a significant

Algorithm 10.4 (Computing Jy, if 8 is unknown)
S1: Determine x, using the table of x2-distribution with 1 degree of freedom
prob{x > xu} =«
S2: Set Jip,
Jih = Xa /2. (10.15)
For the both cases, the decision rule is

gN — <Jw, Hp (0 =0)is accepted
1 >Jim, Hi (0 #0) is accepted

which ensures that false alarm rate is not larger than .
It has been theoretically proven that the LR based change detection leads to a
minimization of the missed detection rate for a given false alarm rate.

For the on-line implementation of the above-described LR methods, computation
of § {v is needed, which is

|
}_’=NZ)&'
i=1

in case that 0, is known and otherwise
(&
o (20)
i=1

10.2.3 Vector-Valued GLR

In this subsection, the vector-valued GLR test is presented. Given the system
model
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6o, no change

y=9+€, 6’\’/\/—(072)9 9:{91’ change

where y,6,e € R" and the probability density of Gaussian vector y is defined
by

1 1 T 51
= —20-0)" 27 (y-0)
=——¢72 . 10.16
po.z(¥) RSO ( )
Hence, the LR for given vector y satisfies

po(y) 1

)~ 2[(y —00) "2 'y -0) -y -0y -]
0

s(y)=In

On the assumption that 6§y = 0 and N (vector-valued) samples of y, vk, k =
1,..., N, are available, the maximum likelihood estimate of #; and the maximum
LR are given by

N N
Y E =Y =" o - 91)}

_ 1
01 1 2 k=1 k=1
N N
PRSI W e
k=1
1 N
T yv—1 T y—1
—-N|6, 276, -20{ ¥ N;ykﬂ
=
1 R
_ 1 “Ty—15 s Ty—1/5 vV — —
= max [Ny YTy-NQO-61) Xy 91)]’ y_NZ;yk
=

6 2

N N
= 0 =argn(19axva =y = n};axSfV = ES)TZ‘_I)'/. (10.17)
1 1

Once again, we can see that also in the vector-valued case, the maximum like-
lihood estimate of 6; is y = %ZINZI yk. Since y is an n-dimensional vector
with

y~N(@, X/N).

NyT £~15 is distributed as a x%(n). As a result, the following algorithm can be
used for computing the threshold if the decision rule is defined as

N _]< Jin, Hp (6 =0) is accepted
U™ > T, Hy (0 #£0) is accepted.
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Algorithm 10.5 (Computing Jy, if vector 6; is unknown)

S1: Determine x, using the table of x2-distribution with n degrees of freedom
prob{x > xa} =«

S2: Set Jyy,
Jih = Xa /2. (10.18)

10.2.4 Detection of Change in Variance

Given the system model
y=0+eeR, e~N(0,07)

a number of samples of y, yi, ..., yy and a constant o > 0 (the significance level),
find a statistic and a threshold J;; such that the change in variance (assume that
o’ > 00) can be detected with a false alarm rate smaller than «. We present two

testing methods for our purpose.
Testing with the x2 Statistic Given by Lapin  The statistic

NG Ds® 5 XiLiGi—5)’

. §= 10.19

has the standard x2 sampling distribution with the degree of freedom equal to N — 1.
Thus, given «, the threshold is determined by (using the standard X2 distribution
table)

Jin=x2, prob{x2 > xf} =a. (10.20)

The decision rule is

N <, Ho (02 <0p) is accepted
= >J, H(0?> 00) is accepted.

Testing Using GLR Given by Basseville and Nikiforov  For this purpose, first
consider LR which is described by
N

N
SNzi;s, Zl Py O1) _ a—ﬁ;Zz—%Z
p=

o Pal) 0 i=1 o1 iz1

Thus, solving the optimization problem
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N N
N _ w0, s 1o
max S\ = n}‘2|1x<Nln i D V=5 Zyi> (10.21)

0 j=1 1 j=1

N
1
~2 N 2
= —argmax S; = — :
M T Nz,lyl
1=

SN = 1nao__[1+1n< Zyﬂ ziyg

%0 i—

gives the GLR.

10.2.5 Aspects of On-Line Realization

The above-presented detection methods can be realized on-line in different ways.

On-Line Implementation with a Fixed Sample Size N In this case, the decision
rule, for instance for the GLR test, is defined by

gk+DN _ { <Jm, Hp (8 =0) is accepted

kN+1 >Jim, Hp (8 #0) is accepted
N (k+1)N Do (y)
k+1)N
SIEN+} = ZSkN"'i = Z In I( l)
i=1 i=kN1 POl

The observation will be stopped after the first sample of size N for which the deci-
sion is made in favor of H; (6 # 0). Note that in this case the maximal (possible)
delay is N x T;, where T; is the sampling time.

On-Line Implementation in a Recursive Manner In practice, for the reason of
achieving a sufficiently large sample size and continuously computing the LR, GLR
is often realized in a recursive form. For this purpose, we define

k T k
1 1
k_ L , -1 I LY
S _2k<zy’) > (Zy’)_zkz}%kz Eysk
i=1 i=1
k
Ey,k:Zyl" k=1,...,
k=i

and write S¥*1 into
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1 k+1 T k+1
k+1 _ . -1 .
= (2) = (2]
i=1 i=1

1 1 T il 1 o . .
25[(k+1)2y”‘2 Zykt gy BEn T e e 2 )

k k 1 1 T »
- (k+1)S +(k+1) 2y,k+1—§yk+1 27 e

Based on it, the following recursive calculation is introduced:

1 T
S =Sk + (1 — ) <2y,k+l - Eykﬂ) =y, =0 (10.22)
2y k1 = Xy k + Vi1

where 0 < a < 1 and acts as a forgetting factor. In order to avoid X ; being too
large, yi := %Ey,k can be replaced by

Vi1 = aye + (1 — o) ye1, yo=0.
As aresult, (10.22) can then be written into

(I-a
2

T
Skl = o 8% + (§k+1 - yk+l> 2 e (10.23)

and, in case that 1 — « is very small, furthermore
S =Sk + 50 5 . (10.24)

Setting a Counter An effective way to make the decision making procedure to
be robust against strong noises is to set a counter. Let

Lisks g
be an indicator that the GLR is larger than the threshold, i.e.

! 1, Sks gy
S =d =0, S* < .

Then the stopping rule is set to be

N
ta :mln:k : Zl{sk—i>.][h} > 7’]}

i=0

where 7 is a threshold for the number of the crossings of threshold J;.
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10.3 Criteria for Threshold Computation

In the last section, the threshold is determined in such a way that the admissible
false alarm rate will not be exceeded. In this section, we first study this criterion
from the theoretical viewpoint and then present a number of different criteria for the
threshold computation given by Mcdonough and Whalen.

10.3.1 The Neyman—Pearson Criterion

Let us introduce notations
Py = prob(D1 | Hop), Py = prob(Do | Hy)

for the probability that decision for Hj is made (D7) in case of no change (Hyp) and
the probability that decision for Hy is made (Dg) as the change is present (Hj),
respectively, that is,

false alarm rate = Py

missed detection rate = P,,.

The scheme adopted in the last section for the threshold computation can then be
formulated as: Given an admissible false alarm rate Py, the threshold should be
selected such that

Py =prob(Dy | Hp) < Pyq. (10.25)

It is also desired that the missed detection rate is minimized under the condition that
(10.25) is satisfied. It leads to the following optimization problem:

min P, = min prob(Dg | H;) subjectto Py =prob(D1 | Hy) < Py,. (10.26)
Note that
Py = prob(Dg | Hy) =1 — prob(D1 | Hy)

and Py := prob(D; | H;) means the detection rate, thus optimization problem
(10.26) can be equivalently reformulated as:

max P; = max prob(Dy | Hy) subjectto Py =prob(D; | Hy) < Pr,. (10.27)

Optimization problem (10.27) is called Neyman—Pearson criterion. On the assump-
tions that

e the conditional densities
po(y) == p(Ho | y), p1(y):=p(H1|y)

are known
e there exist no unknown parameters in po(y), p1(y)
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the so-called Neyman—Pearson lemma provides a solution to the optimization prob-
lem (10.27), which can be roughly stated as follows: Given po(y) (#£0), p1(y)
and Py

o if p1(y)/po(y) < Jin, choose Hy
o if p1(y)/po(y) > Jin, choose Hj
e J;j, is determined by

prob(p1(y)/po(y) > Jun | Ho) = Pra. (10.28)

Following Neyman—Pearson lemma, it becomes clear that the LR method introduced
in the last section for the case of both 6, 61 being known ensures a maximum fault
detection rate. Moreover, the GLR provides us with a sub-optimal solution, since
p1(y) contains a unknown parameter (0; is unknown and estimated).

10.3.2 Maximum a Posteriori Probability (MAP) Criterion

Consider again the system model

6p, no change
01, change.

y=0+¢, e~N(0,X), 0:{
Assume that a posteriori probability 6 is available, that is,
Py =prob(0 =6y), P;=prob(d =0;) areknown

then it turns out

py(y | H1) Py
py()’)

, po(y)=p(Hp|y) =
py(¥)

pi(y)=p(H|y) =

Now consider the (log) LR

py) _ pyOITHOP  pyGIH) P
poy)  py(yIHo)Py  py(y|Ho) Py’

s(») =1n

The MAP criterion results in a decision in favor of H; if s(y) =1In Zé—g; > 0, other-
wise Hy. Thus, following the MAP criterion, the threshold is computed by solving

Jo | H P
pRoUmlHY Py (10.29)
oG [ Hy "By

For instance, for the above-given system model we have
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Jin | H P 0 —6 01 +6 P
o oG HY PL 6 O(th— 1+ O>+ln—l

n=—
Py (Jen | Ho) Py o Py
(I | H P 61 — 6 0 6 P
1nP)(zh| 1)+ln—1=0 1 20<th— 1+ O):ln—o
Py(Jin | Ho) Po o 2 P
2
o Py 61+6p
th 01 —6y Pi 2

To determine the false alarm rate, the probability
prob(y > Ji | Ho)

will be calculated.

10.3.3 Bayes’ Criterion

Bayes’ criterion is a general criterion which allows us to make a decision among a
number of hypotheses. For the sake of simplicity, we only consider the case with
two hypotheses, Hy and Hj.

The basic idea of the Bayes’ criterion consists in the introduction of a cost func-
tion of the form

J =CooP (Do | Hy) Py + C10P (D1 | Hy) Py + Co1 P(Dg | Hy) Py
+CuP(D1 | H)Py (10.30)

where Py = prob(Hy), P; = prob(H;) and are assumed to be known, C;;, i, j =
0, 1, is the “cost” for choosing decision D; when H; is true. Thus, it is reasonable
to assume that

Vi, j Cijizj > Cii.

The decision rule is then derived based on the minimization of the cost function J.
For this purpose, (10.30) is rewritten into

J = Coo(1 — P(D1 | Hp)) Py + Coi(1 — P(Dy | Hy)) Py
+ C1oP (D1 | Hy)Po+ C11 P(Dy | Hy) Py

= CooPo + Co1 P1 + /[PO(CIO — Co0)po(y) + P1(C11 — Co)p1(»)] dy
where po(y), p1(y) stand for the densities of Hy, H;. It turns out that

Py(Cro — Coo) po(y) + P1(C11 — Con)p1(y) <0

p1(y) - Py(C1o — Coo)
po(y)  Pi(Co1 — C11)
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will reduce the cost function. As a result, the threshold is defined

P Cio—C
J,hzln—o—i-lnu
P Co1 — Cni

and the decision rule is

s(y) =In p1(y) | >Jun=In %) +1In % decision for H;
Po) [ <Jy=In %) +1n g:)?:g??, decision for Hy.

10.3.4 Some Remarks

It is evident that the main difference among the above-introduced methods consists
in the fact that using Neyman—Pearson strategy the prior probabilities of Hy, H; are
not needed, while Bayes’ criterion and MAP criterion are based on them.

It is remarkable that all three methods lead to the computation of (log) LR.
Neyman—Pearson scheme is mostly suitable for the solution of the fault detection
problem formulated as: Given an admissible false alarm rate, find a threshold and a
decision rule such that the missed detection rate is minimized, although the GLR
may only give a sub-optimal solution. On the other hand, the Neyman—Pearson
scheme is a traditional statistical method whose core is performing hypotheses tests
towards decisions consistent with sample evidence. In against, Bayes’ and MAP
schemes allow to make a decision even if the usual sample data are not available.
In particular, Bayes’ criterion takes into account the possible “costs” for a decision.
This will make the whole decision procedure more reasonable.

It should be pointed out that the Bayes’ scheme can also be extended to the case
where the probabilities of Hy, H; are not available. In this case, the worst case due
to the unknown Py, P; = 1 — Py should be taken into the optimization procedure.
For instance, instead of minimizing J in (10.30) a so-called minmax optimization
problem is solved:

max minJ
Py, P1=1-Py Cij

= max min

CooP (Do | Hy) Py + C1oP (D1 | Hp) Py
Py, P1=1—Py C,'_,' )

+Co1 P(Do | H)P1 4+ C11P(Dy | H) P,

10.4 Application of GLR Testing Methods

The methods presented in this section are in fact the application and extension of the
above introduced methods to the solution of fault detection problems met in linear
dynamic systems.
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10.4.1 Kalman Filter Based Fault Detection

Consider an LTI system given by
x(k+1) = Ax(k) + Bu(k) + E7 f (k) + n(k) (10.31)
y(k) = Cx (k) + Du(k) + Fy f (k) + v (k) (10.32)

where n(k) ~ N (0, X)), v(k) ~ N (0, X,) are independent white noises. Using a
steady Kalman filter introduced in Sect. 7.2 an innovation process

r(k) =V (y(k) — C2(k) — Du(k)), y(k) —CE(k) — Du(k) ~N(0, =) (10.33)

is created with white Gaussian process r(k) ~ N(0,1), V = Z‘r_l/z, X=X, +
CYCT, when f(k) =0. We are interested in detecting those faults whose energy
level is higher than a tolerant limit L ¢, i.e.

| <L, H, (fault-free)
_ T _; _n=1=F5 0
lr®l = | ZO fTk—i) fle—i) = { L (il (10.34)
1=l
by using r (k) as the residual signal and on the assumption that r(k —i),i =0, ..., s,
are available for the detection purpose. Next, we apply the GLR scheme to solve this
problem.
Werite the available residual data into a vector
r(k —s)
rtk—s+1)
Tk—s k = .
r(k)
It turns out
Thesk =Tk—s,k,0 T Tk—s,k, f (10.35)

where ri_; k.0 represents the fault-free and stochastic part of the residual signal
Fe—sk0 ~N(©, 2., X, =diag(l,..., 1)
and r¢_g k, r is described by
flk—s)
Ti—sk, f=Ase(k—8)+Mgs feosk, fi-sk= :

£(&)
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VC VFy 0
VCA VCE
Ag = : s Mf,sz . f
- : . . 0
N - J— -
vea VCAS'E; ... VCE; VFy

with e(k) denoting the mean of the state estimate delivered by the Kalman filter (see
Sect. 7.2), that is,

ek+1)=Ae(k)+Esf(k), A=A—LC, Efj=E;—LF; (10.36)
and L the observer gain given by (7.65). We assume that e(k) = O before the fault
occurs.

For our purpose, the GLR for the given model (10.35) is computed as follows

SUD £ (k1> L s Pl fimsitll>L s Th—s5.k)

28k—s,k =2In
SUP| £yl <L Pl fisi <Ly Tk—s.k)
=— sup  [—Crsk = Fres k) (Fhosk — Frs )] (10.37)
IftOls<Ly
+osup = kesk — Fhms k)T ke k — Fres k)] (10.38)
Ifls>Ly

whose solution can be approached by solving optimization problems (10.37) and
(10.38) separately. To this end, we first assume that e(k — s) is small enough so
that

F—s,k = Tk—s,k, f = M5 fi—s k- (10.39)
Note that
17O = —— fT, s
s+1
— |rwl=L;
= [l fisk SGHDLY =15 (10.40)

we have for || f(k)|ls < Ly

. ) . )
fimsko=arg sup [—(r—sk — Fh—s.k)’ Fkosk — Tk—s.k)]
lf <Ly

=arg inf [(skc — M5 fr—s )T (rk—sk — Mg fs i) ]

1 T
mfk_kafk—s,kSLf

and for || f(k)|ls > Ly
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. B - B
fimska=arg  sup  [—(r—sk — Fk—sk)’ Tkesk — Th—s.0) ]
IfU)s>L g

=arg inf , [(r—sic — M5 frmsi) " (rkms — M g5 frs i) ]-

1 /T
71 Ji—s e So—s k> L5

On the assumption that My, is right invertible, that is, of full row rank, we
have

~ -1
Seosko=Mf (MpsM{ ) risk

if rkT—s,k(vaS M}jy)il Tk—s,k =< l_zzf,

Ly
\/rkT,S’k(Mf,sM}:S)_lrk—s,k

p 1
Seosko=M} (MpsM7 )" risk

if rkT_S’k(Mf,sM;X)_lrk_S,k > l_%c, and

f -1

Se—s k1 = M}:S (Mf,sM;’S) Tk—s.k

if rkas,k(Mf,sM}:x)_lrk—s,k > l—%c,
I:f +¢

\/rkT—s,k(MfysM}:s)_lrkfs,k

A -1
Jr—sx1= Mﬁs(M_f,sM;S) ay

if rkas’k(Mf,sM}?S)_lrk_s,k < Z%c, where ¢ > 0 is an arbitrarily small constant. It
turns out

T Zf+6 2 =
_rk—s,k(l - T Ms VMT 1 ] ) rk—s,ka F S Lf
28 ok = VMM (10.41)
k—s,k = T i ) R
Y e — ) rk—sk, I >L%
’ \/rk,J,k(Mf,st,S)ilrkﬁr,k
where

-1
F=rl  (MpsM7 ) resi.

As a result, the decision rule follows from (10.41) directly and is described
by

-1 -

i (MpsME ) ri_si < L3+ Ho (10.42)
—1 -

i (MpsM} ) ik > LY 2 Hy. (10.43)

Thus, ! (MysM ;S)_l rk—s.k builds the evaluation function (testing statistic) for
our fault detection purpose.
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Next, we study the following two problems: (a) glven residual evaluation function
rk . My, MT 1 S) rk—s k and threshold J;, = f’ find the false alarm rate defined
by

o= prob(rf_, ((MpsME) " sk > Ju | | FO|, < L) (10.44)

(b) given residual evaluation function rkT_ kM, SM; S)_lrk_s, « and allowable false
alarm rate «, find the threshold. To solve these two problems, let

y =hpin(MssMF) (10.45)

with Apin (M, SM; ) denoting the minimum eigenvalue of matrix M, SM; ;- The
false alarm rate o can then be estimated by means of

o <prob(rl_; ;re—sk > v | | F)|, < Ly). (10.46)

Considering that in the fault-free case rkT_S «"k—s.k is noncentrally X2 distributed
with noncentrality parameter

fkT_S,ka,sM}:sfk—s,k = I:sz)\max(Mf,sM;S)

and the degrees of the freedom equals to the dimension of r;_; x, the probability in
(10.46) can be computed using the noncentral x? distribution.
To solve the second problem, we can directly use the following relation

prob(x2(dim(re—s x), 8%) > Jip) =« (10.47)
8% = L dmax (M s M7 )

for the determination of J;; by given o, where dim(rk—s ), 82 stand for the degrees
of the freedom and the (maximum) non-centrality parameter of the non-central 2
distribution, respectively.

Algorithm 10.6 (Threshold computation)

S1: Computation of Lf)Lmax(MfA MJ, )

S2: Determination of J;j, according to (10.47).

Algorithm 10.7 (Computation of false alarm rate)

S1: Computation of y, yl_% and I:zf)hmax(Mf,S M%S)

S2: Computation of prob(xz(dim(rk_s,k), 5 > yizf).

Algorithm 10.8 (On-line realization)

S1: Computation of evaluation function

rkax,k(Mf»SM}:x)_lrk—s,k

S2: Comparison between rkT_X’k(le,sM;S)’lrk_s,k and threshold J;,.
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Remember that the above solution is achieved on the assumption of (10.39). We
now remove this assumption. Let

ot — )
etk =) Ve VE, 0
flk—s) ) N
_ ) _ VCA VCEy
fkfs,kz : , Mf,S: ) )
: : : 0
) VCA* VCAS"YEs ... VCE; VF
L fk) 4 4 /

and rewrite 7 _g 4 into

Fh—sk =Tk—sk,f =Mps fi—s k-

Since e(k — ) is driven by the fault, we replace our original problem formulation
(10.34) by

_ 1 <Ly, H, (fault-free)
17k—s,kll = s+ 1Vk 5, krk s,k = { >L;, H (fault) (10.48)

where L; is a constant determined by
Li=|VC@l — A "Ef| Ly. (10.49)

That means, we now define the fault detection problem in terms of the influence of
the fault on the mean of the residual signal. Thus, instead of estimating the fault
vector itself, we are going to estimate 7, x under the condition (10.48). Applying
the GLR to the given model (10.35) yields

SUP|7_, > Li PllFc—skll>Ls Tk—s.k)

28k—sk =2In
SUP |7 il <Ly PliFk—sil <Lz (Tk—s.k)
=—  sup  [—Ok—sk = Fes.) hmsk — Fros)] (10.50)
[1Fk—s k1< L7
+ osup [ kesk = Fas k) Chsk — Thos )] (10.51)
[lPk—s,k II> L7

Along with the way of solving (10.37) and (10.38), we can find out that for
lrk—s.kll < L7

A - T -
Fiesko=arg sup [—(rk—sk — Fk—sk) (Fk—sik — Fk—s,)]
llrk—s k I<Li

= Tk—s,k
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e T 2
if Ti_sxTk—s,k < L7 and

a - T -
Fkesk0=arg  Sup  [—(rk—sk — Th—s.k)’ Fkesk — Tk=s.k) ]
lFk—s,kII<L7

Ly
= ks k
A% Ti—s.k"k—s.k

if rkT_S’krk,S,k > L2, as well as for ||y k]| > L7

2 - T -
Fk—sk,1 =arg  sup [—(rk—sk — Fkms k)" (Fk—s.k — Fr—s.i0)]
Fg—s,icll> L7

=Tk—s.k

e T 2
if Ti—skTk—sk > L3 and

2 - T -
Fiesko=arg  sup  [=(k—sk = Fk—s.k) (Pkosk — Th—s.1)]
llFk—s kII> L7

Ly +¢
= Thos ke
V The—s,kTk—s.k

if rl re—sx < L%, where & > 0 is a arbitrarily small constant. It leads to

T Lite 2 T 2
_rk—s,k(l ~ 77 = ) Fk—s.k» Th—s i Thk=sk = L
2Si_sk = Teos Tk k (10.52)
k—s,k = I’T (1 _ L; )2}’ rT r - L2 .
k—s,k T k—s.ks> Tp_g kThk—s.k 7
\ Tk—s kTk—s.k
Thus, the decision rule can be defined as
r <L2: H 10.53
Fi—s kTk—sk = Ly - 110 (10.53)
r L} H 10.54
Ti—skTk—sk = Ly : 1 (10.54)

with rkT_S’ «"k—s.k s the testing statistic. Similar to the study in the first part of this
section, we are able to estimate the false alarm rate o by applying decision rule
(10.53) and (10.54) or determine the threshold for a given allowable false alarm rate
o, as described in the following two algorithms.

Algorithm 10.9 (Computation of false alarm rate)

S1: Compute L7, §> = L?
S2: Compute

a < prob(x?(dim(rx—s ), 82) > y L2). (10.55)



10.4 Application of GLR Testing Methods 335

Algorithm 10.10 (Threshold computation)

S1: Compute 52
S2: Solve

prob(x*(dim(rk—s ), 87) > Jp) = (10.56)

for Jip,.

10.4.2 Parity Space Based Fault Detection

Applying the parity space method to system (10.31) and (10.32) yields

0 utk —s)
y(k —s) CB .
Fe—sx =X 2V : -
y(k) o 0 :
CAS"'B ... CB D u(k)
(10.57)
=X V2(My frosk + €x—s.0) (10.58)
where V is the parity matrix,
B Ff 0
Myps=V Céf
: . . 0
| CATEp - CEy Fy
vk —s) 0 nk —s)
: c . :
sk =V ' + . ' ~N(©, ).
v(k)) cas~l ... Cc 0 n(k)

Again, we are interested in detecting those faults whose energy level is higher than
a tolerant limit L ¢, that is,

_ | ) . _ | =Ly, H, (fault-free)
lrwl], = —s+1§fT(k—t)f(k—t)—{>Lf’ G, | (1059

Comparing (10.58) with (10.35) makes it clear that we are able to use the same
method to solve the above-defined fault detection problem. Thus, without a detailed
derivation, we give the major results in the following two algorithms.
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Algorithm 10.11 (Threshold computation)

S1: Compute 8> = L2

Frmax (DM M 2
S2: Solve

prob(xz(dim(rk_s,k), 52) > th) =o

for J;h.

Algorithm 10.12 (Computation of false alarm rate)

S1: Compute yl:fc and §2 = Z?c)»max(z_l/sz,sM;X2_‘1/2) ]
S2: Compute the false alarm rate prob(x2(dim(rg—s 4), 8%) > ysz).

In the above two algorithms, the parameters y, l_% are identical with the ones
given in (10.45) and (10.40).

Remark 10.2 The above results have been achieved on the assumption that My is
invertible. In case that it does not hold, we can replace M by its approximation
which is then invertible.

Example 10.1 To illustrate the application of Algorithm 10.6, we consider three
tank system DTS200 given in Sect. 3.7.3. In order to get more insight into the system
design and threshold computation, we design two different Kalman filters, based
on model (3.68). The first one is a Kalman filter driven only by one sensor (the
level sensor of tank 1). Such a residual generator is often integrated into a bank of
residual generators for the isolation purpose, see Sect. 13.4.1. Under the assumption
that

5,=0.10y3, %, =0.1

the observer gain is given by

0.6179
L= 0.0741
0.1798

Suppose that L y = 0.05 and the length of the evaluation window s = 15, then we
get

L2 hmax (E 72 M g M 271/2) = 0.2804.

In the next step, J;; is determined according to (10.47). Setting o = 0.05 re-
sults in

Jin =26.7553.
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Fig. 10.2 Testing statistic 150
and the threshold: one sensor
case
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Figure 10.2 provides us with a simulation result of the testing statistic and
threshold by a offset fault (5 cm) in sensor 1 at + = 12 s. The second Kalman
filter is designed using all three sensor signals. For X, = X, = 0.1/3x3, we
get

0.6178 42789 x 1078 2.1232 x 10~*
L=142789 x 108 0.6175 2.0765 x 1074
21232 x 107* 2.0765 x 1074 0.6176

On the assumption Ly = 0.1 and length of evaluation window s = 15, it turns
out

L (72 Mp M 2712) = L1218,

On the demand of o = 0.05, we have
Jin = 28.1120.

Figure 10.3 gives a simulation result of the testing statistic and threshold by the
same offset sensor fault (f =5 cm, t = 12 s) like the last simulation. Comparing
both the simulation results, we can evidently see that fault detectability is enhanced
with more measurements.

10.5 Notes and References

In this chapter, essentials of statistic methods for the residual evaluation and deci-
sion making have been briefly reviewed. In Sect. 10.2, basic ideas, important con-
cepts and basic statistic testing tools have been introduced. For the basic knowledge
and elementary methods of probability and statistics, we have mainly referred to
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Fig. 10.3 Testing statistic 150
and the threshold: three
SENsors case
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the book by Lapin [110]. By the introduction of the LR and GLR technique, the
monograph by Basseville and Nikiforov [12] serves as a major reference.

The discussion in Sect. 10.3 about criteria for threshold computation is intended
for providing the reader with deeper background information about the LR method
and other useful alternative schemes. It is mainly based on [124]. It is worth to
point out that application of the Bayesian technique to FDI is receiving considerable
attention. We refer the reader to [94] for an excellent survey on this topic.

From the FDI viewpoint, Sect. 10.4 builds the main focus of this chapter. Along
with the ideas presented in [12] and equipped with the skill of applying the GLR
technique to solve change detection problems learned from [12], we have intro-
duced two methods for detecting faults in stochastic systems. They serve as a bridge
between the model-based FDI methods presented in the previous chapters and the
statistical methods, and build the basis for an extended study in the forthcoming
chapter.

We would like to emphasize that the statistical methods introduced in this chap-
ter is only a small part of the statistical methods based FDI framework. For more
detailed and comprehensive study, we refer the reader to the excellent monographs
by Basseville and Nikiforov [12] and by Gustafsson [84] as well as the frequently
cited book [111]. There also are a great number of excellent papers, for instance
[9-11, 109, 193].



Chapter 11

Integration of Norm-Based and Statistical
Methods

In this chapter, we study the integration of norm-based and statistical methods to
address FDI in systems with both deterministic disturbances and stochastic uncer-
tainties. Three schemes with different solution strategies and supported by different
tools will be presented. The first scheme deals with FDI in systems with determin-
istic disturbances and stochastic noises, while the second and third ones address
systems with stochastically varying parameters.

11.1 Residual Evaluation in Stochastic Systems
with Deterministic Disturbances

As sketched in Fig. 11.1, in this section we continue our study started in the last
chapter. We consider systems modelled by

x(k +1) = Ax(k) + Bu(k) + Eqd (k) + E s f (k) + n(k) (11.1)
y(k) = Cx(k) + Du(k) + Fad(k) + Fy f (k) + v(k). (11.2)

The terms Eyd(k), Fyd (k) represent the influence of some deterministic unknown
inputs with known distribution matrices E;, Fy and vector of unknown inputs
d (k) € Rk, which is bounded by

Vk,

k
> dT()d(i) <5

i=k—s

with s denoting the length of the evaluation window. n(k) € R", v(k) € R™ are
assumed to be discrete time, zero-mean, white noise and satisfy

j S
(18] van)=| & & la
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Fig. 11.1 FDI in systems with deterministic disturbances and stochastic noises

Further, n(k), v(k) are assumed to be statistically independent of the input vector
u(k).
Our objective is to detect the fault vector f (k) € R¥/ if it differs from zero.

11.1.1 Residual Generation

For the residual generation purpose, we use, without loss of generality, an FDF
Xtk+1)=(A—LC)x(k)+ (B— LD)u(k) + Ly(k)
r(k) =V (y(k) — Cx(k) — Du(k)) € R™
which yields

e(k+1) = Ae(k) + Eqd (k) + E 7 f (k) + 7j(k) (11.3)
r(k) = V(Ce(k) 4+ Fad(k) + Fy f (k) + v(k)) (11.4)

with
e(k) = x(k) — x(k), n(k) =n(k) — Lv(k)
A=A-LC, E;=E;—LF,, Ef=E;—LFy.

The observer matrix L and post-filter V' can be selected for example, using the
unified solution or Kalman-filter scheme.
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In the steady state, the means of e(k), r(k), e(k) = E(e(k)), r(k) = E(r(k)),
satisfy

e(k+1) = Ae(k) + Eqd(k) + E f (k) (11.5)
F(k)=V(Ce(k) + Fad (k) + Fy f (k). (11.6)
For our purpose, we write 7 (k) into
r(k) =rq(k) +ryk)
with
ra(2) = V(Cl — A Eq + Fy)d(z)
rr@=V(Ca&l— A Ef+ Fy) f(2).

Note that in the fault-free case the mean of the residual signal is bounded by

k
ralk—se= | D ri@rat) < |V(C@I = A~ Eq+ Fa)|| 8a =8, (11.7)

i=k—s

for all k. On the assumption of the steady stochastic process, the covariance matrix
of r(k) is given by

E(rtk) — (k) (rk) — F(k))" =V (cPCT + R)VT (11.8)
where P > 0 solves

APAT — P+ X =0

r=[1 —L][SQT ;] [_QT}zQ—LST—SLT+LRLT.

To simplify the study, it is supposed that

v=(cpcT+R)"".

11.1.2 Problem Formulation

Along with the lines in Sect. 10.4, we formulate two problems for our study.

Problem 1 Given {r(i),i =k — s, ..., k}, find a residual evaluation function (test-
ing statistic), |7 ||, a threshold J;;, and compute the false alarm rate defined by

a = prob{|r(k)|, > Jin | f =0}. (11.9)
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Problem 2 Given {r(i),i =k — s, ..., k}, an allowable false alarm rate « and the
residual evaluation function (testing statistic), ||7||., as defined in Problem 1, find a
threshold J;j, such that

prob{|[r(k)|, > Jin | f =0} <a. (11.10)

These two problems are of strong practical interests.

11.1.3 GLR Solutions

Below, we use the GLR method to solve the above two problems. For this purpose,
the GLR for given r(i),i =k — s, ..., k, is computed. It results in

k

250 =2 ) si=2log - :
& SUP gl <85, =0 limk—s Pr=0(r (@)

k
=— sup |:— Z (Ard(i))TArd(i):|

lrallk—sk<8ry. f=O| ;_p_g

k .
SUP |1y <ty £70 ] limi—s Pr0(r ()

k
T .
+ sup [— 2 (4rap@) Ardsf(’)} (11.10)
Hrd”k—s,kfsrd’f;ﬁo i=k—s

where

1 T .

przo(r@) = T e~ 2(Araf )T Ara 7 ()
. 1

pr=o(r®) = N

Arg(@) =r(i) —rq(i), Arg (i) =r@) —rq(@) —rg().

o~ 3Ara@)T Arg 7 (i)

Introduce the notations

Ard k—s.k = Tk—s.k — Td k—s.k> Ard, fk—sk = Tk—s.k — Tdk—s.k — T fk—s.k
rtk —s) ra(k —s) ry(k —s)
Fk—s,k = s Tdk—sk = o Tfk—sk =
r(k) ra (k) ry(k)

then we have
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285 o =-— sup [—(Araj—s0)" Arak—si]
lrallk—sx<ér; f=0
+ sup [—(Ara p—s ) Ara prsi].  (11.12)

lrall—s,k <dr,. f#0
Moreover, the boundedness of r4 (k) gives

k

T T,. . 2
Td k—skdk—s.k = E rg (Dra(i) <67,
i=k—s

Next, we compute the LR estimate for ry x—s k:

F T
Fd k=s.k,0 = 418 sup [—(Argi—si) Argp—sk]
Ta ks ATdk—sk <07,
Si—s.k=0

. T 2
=rr—sk, If Ti—s ik Tk—s,k = 8rd

¥ T
T'd k—s,k,0 = arg sup [_(Ard,k—s,k) Ard,k—s,k]
rdT.k—x,krd,k—s,kSSfd
fkfx,k=0

8,

= rkfs,kTi,
rk—s,krk—s’k

7, T
Td k—sk,1 = arg sup [—(Ara, px—s.)" Ara, fr—s.k] =0
Vdr,kﬂ,krd,kfs.kﬂfd

fkfs,k #O

- T 2
if Ti—skTk—s.k > 8y

as well as for 7k

r T
T fk—s,k,1 = arg sup [—(A"d,f,k—s,k) Ard,f,k—s,k] =5 k-
rik,&krd.k—s.kflsrzd

fk*S,k#O

As a result, we have

T 2
0 for Fi—skTk—sk = O,
8y

T 2 T 2
TisaTk—s k(1 — 5 =—=—==)* forr;_  re—sk > 3.
V Th—s i Tk=s.k

Recall that in the context of the GLR scheme a decision for a fault will be made
if S,’(‘fx > 0. Thus, it follows from (11.13) that the probability of a false alarm (the
false alarm rate) equals to

285, = (11.13)
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o = prob(Sf_; > 0| frms.k =0) = prob(r/_, xrk—s.k > 8z, | frmsk =0). (11.14)

In this way, rkT_S «"k—s.k defines a residual evaluation function (testing statistic) and
82 -, the threshold. For the computation of the false alarm rate, we need a further
study on the testing statistic rkT_S «"k—s.k- Remember that in the fault-free case

Arg () ~N(@O,1) = Argi—si ~N(QO,1). (11.15)

Thus, for f =0, rkaS «"k—s,k is noncentrally X2 distributed with the degree of free-

dom equal to m, (s + 1) and the noncentrality parameter rg’ ks kTd k=s,k- Consider
that

o= prob(rkaS’krk_s,k > 83{1 | Jh—s.k = 0)
=1- prob(m(?x rkT_S’krk,S,k < 83(1 ‘ Se—sk = 0).
Hence, « is bounded by
a <1 —prob(x*(m,(s +1).87,) <6},) (11.16)

where Xz(m, (s+ 1), (Srzd) denotes X2 distribution with the degree of the freedom
equal to m,(s + 1) and the noncentrality parameter 8r2d. As a result, Problem 1 is
solved.

We summarize the major result in the following algorithms.

Algorithm 11.1 (Computation of « for given statistic and threshold)

S1: Compute 6,2d according to (11.7)

S2: Form X according to (11.15)

S3: Compute prob(x>(m,(s + 1),
(11.106).

2y<s

r ,2d) and finally the bound of « using
Algorithm 11.2 (On-line realization)
S1: Compute testing statistic
P kTk—s.k
S2: Comparison between the testing statistic threshold J;, = 83 o
Now, we solve Problem 2 for given testing statistic rka s kT k—s,k and an allowable

false alarm rate «. It follows from (11.16) that the threshold J;; can be determined
by solving

a=1—prob(x?(mr(s + 1), 87,) < Jin). (11.17)

It leads to the following algorithm.
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Algorithm 11.3 (Threshold computation)

S1: Compute 8,2d
S2: Determine J;; according to (11.17).

11.1.4 An Example

Example 11.1 We continue our study in Example 10.1, where a fault detection sys-
tem is designed for the three-tank system benchmark. Now, in addition to the noises,
offset in the sensors is taken into account and modelled as unknown inputs by

Fyd, Fy=1 and deTR.

It is assumed that d is bounded by §; = 0.005. Our design objective is to determine
the threshold J;;, using Algorithm 11.3. For the residual generation purpose, we use
the same two Kalman filters designed in Example 10.1, that is, (a) a Kalman filter
driven by the level sensor of tank 1 (b) a Kalman filter driven by all three sensors.
Under the same assumptions with « = 0.05, we have

Case (a) with one sensor:  J;;, = 26.3291
Case (b) with three sensors: J;;, = 65.1979.
Figures 11.2 and 11.3 show the simulation results of the testing statistic and thresh-

old by an offset fault (5 cm) in sensor 1 at # = 12 s, with respect to the designed FD
systems.
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11.2 Residual Evaluation Scheme for Stochastically Uncertain
Systems

In Sect. 8.5, we have studied the residual generation problems for stochastically
uncertain systems. The objective of this section is to address the residual evaluation
problems, as sketched in Fig. 11.4.

stochastic uncertainties
. SOl
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generator

: Y R
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Fig. 11.4 FDI in systems with deterministic disturbances and stochastic uncertainties



11.2  Residual Evaluation Scheme for Stochastically Uncertain Systems 347

11.2.1 Problem Formulation

As studied in Sect. 8.5, we consider system model
x(k+ 1) = Ax(k) + Bu(k) + Eqd(k) + E ¢ f (k) (11.18)
y(k):5x(k)+5u(k)+Fdd(k)+Fff(k) (11.19)

where

A=A+ AA, B=B+ AB, C=C+AC
D=D+ AD, E;=E;+ AE, F;=F;+ AF.

AA, AB, AC, AD, AE and AF represent model uncertainties satisfying

I
AA AB AE| Ai B Ei|
|:AC AD AF}_;([Q D; F,-i|p’(k)> (11.20)
1=
with known matrices A;, B;, Ci, D;, E;, F;,i =1, ..., 1, of appropriate dimensions.
pT(k) = [p1(k) --- pi(k)] represents model uncertainties and is expressed as a

stochastic process with

ply=E(pk)) =0,  E(pk)p" (k) =diag(o1. ..., 01)

where o;, i = 1,...,[, are known. It is further assumed that p(0), p(1),..., are
independent and x(0), u(k), d(k), f (k) are independent of p(k).
For the purpose of residual generation, an FDF

£k +1) =A% (k) + Bu(k) + L(y(k) — 3(k)) (11.21)
y(k) = Cx (k) + Du(k), r(k) =V (yk) — $(k)) (11.22)
is used. The dynamics of the above residual generator is governed by

X (k+1) = A, x, (k) + Byu(k) + E,d(k) + E. ¢ f (k) (11.23)
r(k) = Crx, (k) + Dru(k) + Frd(k) + Fr p £ (k) (11.24)

[ xo T_[x
)= [x(k) —f(k)} = [e(k)}

and the mean of (k) is
e(k+1)=(A—LC)e(k) + (Eq — LFg)d(k) + (Ef — LFy) f(k) (11.25)
r(k) = V(Cé(k)+Fdd(k)+Fff(k)). (11.26)

The matrices Ay, By, Cy, Dy, E;, Fy, E; g and F;, r in (11.23)—(11.24) are described
in Sect. 8.5. We assume that the system is mean square stable.
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In the remainder of this section, the standard variance of r (k) is denoted by

o, (k) = E[(r(k) — 7)) (r (k) — 7(k)) ] = E[e] (K)e, (k)]
with
er (k) = r (k) — F (k).

It is the objective of our study in this section that a residual evaluation strategy will
be developed and integrated into a procedure of designing an observer-based FDI
system. This residual evaluation strategy should take into account a prior knowledge
of the model uncertainties and combine the statistic testing and norm-based resid-
ual evaluation schemes. Note that the residual signal considered in the last section
is assumed to be a normal distributed. Differently, we have no knowledge of the
distribution of the residual signal addressed in this section.
The problems to be addressed in the next subsections are

e selection of a residual evaluation function and
e threshold determination for the given residual evaluation function and an allow-
able false alarm rate «.

11.2.2 Solution and Design Algorithms

A simplest way to evaluate the residual signal is to compute its size at each time
instant and compare it with a threshold. Considering that (k) is a stochastic process
whose distribution is unknown, it is reasonable to set the threshold equal to

T = \/ sup 7T (k)7 (k) + \/ﬁ sup o, (k) (11.27)
d,f=0 d.u

and define the decision logic as

J=VrT®rk) > Jy, = fault (11.28)
J=vVrT(rk) < Jy, == fault-free (11.29)

where 8 (>1) is some constant used to reduce the false alarm rate. In (11.27), the
first term represents the bound on the mean value of the residual signal in the fault-
free case, while the second term, considering the stochastic character of r (k), is used
to express the expected deviation of r (k) from its mean value.

It is evident that the above decision logic with threshold (11.27) may result in a
high false alarm rate if the standard variance of r(k) is large. For this reason, we
propose the following residual evaluation function

| T 1N
J= (Nzr(k—i)> (WZr(k—i)) (11.30)

i=1 i=1
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for some N. In fact
1N
5 > rlk—i)
i=1
is the average of the residual signal over the time interval (k — N, k), which is

influenced by both the additive and multiplicative faults. The following theorem
reveals an important statistical property of evaluation function (11.30).

Theorem 11.1 Given system model (11.23)—(11.24) and suppose that the system is
mean square stable, that is, S(er (k)x,(k)) and E[e; (k)ex (k)] with

ex (k) = x (k) — x, (k)

are bounded. Then,

1 & T 1
s(ﬁgexk—i)) (Wizzler<k—z>>sﬁ

where n > 0 is some constant.
Proof Note that for i > 0

Elel krer(k —i)] = E[el (k — i)(CroAl ) Croerk —i)]

xp(k—=1) | | xr(k—1)
+trace | £ utk —i) utk —1i) Qi
dk —1i) dk —1)

T

0i=> o?| Bl (CroA ) [Crj Drj Frjl

It leads to

(o) ()]

[e (k—1i)e,(k — 1)]

I
Mz

1

N j—1

+ 0 D (Elef k= der k= p]+E[e] k — jenk—)])

j=2 i=1
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N N
= Elel ke, k= )]+ (w; +v])
i=1 j=2
with
j-1 A\7
W =£ [ef (k — j) (Z C,,oA;,()) Croex(k — j)}
i=l1
k=N [xk-n7"
+trace | £| uk — j) utk — j) [oF
dk—j) dk—j)
Recall that

j-1 .
(I~ An0) Y Alg=Ao(I — Al

i=1

and moreover, considering that the size of all eigenvalues of A, ¢ is smaller than
one, we also have Vj

j—1
Yo ALy=U— A0 Ano(l = AlG")
i=1
is bounded by
j—1
Jim > A= = A0 Aro.
i=1

It turns out

. . T
xptk—=j) | | % (k=)

Wi+ =Ele] (k— H®jexk—j)|+ trace | €| uk—j) || utk—j) | 1;
d(k—j) d(k—j)

j—1
0 = 1] €Ly ol = (0, o)

i=1

j-1 ! Ari
d.0i=) o | Bu | I Clo[Cri Dri Fri]
i=1 i=1 ErT,.

_ —1
Fj=I—An0) " Ano(I — ALL).
Note Vj @, I1; are bounded, that is, 3¢, £f7 so that

vj 0—max((pj) =éop, Umax(nj)fgﬂ
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(o) (o)

N
ork—i)+e9 ) E[er (k= pexk = )]

we have

M=

=
i=1 j=2
. T .
N xr(k—J) xr(k—J)
+8n25|:u(k—j):| {u(k—j)}inN
=2 Ldk—j | [dk—j)

n=maxo, k) + eo max Elel (k)ex (k)] +en Igaxé’[xrr (k)x, (k)]

+en rgax(uf(k)u(k) +d" (kydk)) (11.31)

where, due to the boundedness of E[e! (k)e, (k)] and E[x (k)x, (k)1, n is a constant
and independent of N. It results in finally

1 & T
£<N§er(k—i)) (N;er(k—i))
1 l : R . n
=m5|:<Zer(k—L)) (Zer(k—l))] <V

i=1 i=1

The theorem has thus been proven. g
Note that

1 N T 1 N 1 N

i=1 i=1 i=1

< [ max rT(k)rk) =6, -
\V kd, f=0

We have, following Theorem 11.1,
N

T N
1 . 1 .
EJ? = 5<N > rlk— 1)) E(N Er(k - 1))

i=1

1Y N1 . y
+Qf|:<ﬁ§€r(k—l)> (ﬁge,(k—l)>:|§5;max+ﬁ~ (11.32)
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(11.32) and Theorem 11.1 reveal that for N — oo

| N iy
5|:<N§€r(k—l)> <N§er(k—l)>:|—>0 (11.33)

EJ? <82 (11.34)

— “Tmax

i.e. J will deliver a good estimate for the mean value of the residual signal.
Motivated and guided by the above discussion, we propose, corresponding to
evaluation function (11.30), the following general form for setting the threshold:

T =J82 4 B0 man (), 0 max (k) = sup o, (k) (11.35)
d,u

where B(N) is a constant for a given N. In this way, the problem of determining
the threshold is reduced to find 8(/N). Next, we approach this problem for a given
allowable false alarm rate «. To this end, we first introduce the well-known Tcheby-
cheff Inequality, which says: for a given random number x and a constant € > 0
satisfying €2 > E(x — %)%, it holds

Ex—x 2
prob(|x — | > €) < sz) (11.36)
€
Recall that the false alarm rate is defined by
prob(J > Jiy | f =0)
and moreover
prob(J > Jy | f=0) =prob(J —EW) > Jyy —EW) | f=0)
< prob(J &) > Jin | f=0)
< prob(|J —EW)| = Ju | f=0).
If follows from the Tchebycheff Inequality that setting
Jin =82+ BON)Omax
which satisfies
_ 2 2 52 n
EWU 25]) Sgizi i o TN “a
I, I afmax + B(N)0r, max
(1—a)s2 + 12
= pN)z——m T (11.37)
0y max

ensures

prob(J > Jy | f=0) <c.
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From (11.37), it can be seen that a lower allowable false alarm rate o requires a
larger B(N).
To complete our design procedure, it remains to find S;Zmax and o, max as well as

& [e){ (k)ex (k)] and £ [x,T (k)x, (k)] which are needed for the computation of thresh-
old (11.35) as well as n in (11.31). Using the LMI technique introduced in Chap. 8,
we obtain the following results.

Theorem 11.2 Given system model (11.25)—(11.26), y; > 0, and assume that

l[d@) |, <842, VkydT (k)d(k) < 8d,00-
Then, Yk
FLUOF (k) < 71875 + 1287 00 =67 (11.38)

if the following two LMI’s hold for some P > (

P P(A—LC) P(E;—LFy)
(A—LOTP P 0 >0 (11.39)
(Eq—LE)TP 0 I

p ctyTl
[vc ni ]zo (11.40)

1/2 . . .
where Vz/ denotes the maximum singular value of matrix V Fy.

Proof The proof of this theorem is straightforward. Indeed, it follows from (11.26)
that

@R < (VCeh) v Cat) + (V Fad0) "V Fd (k).

Thus, according to the discrete time version of Lemma 9.1 the first term is bounded
by

Jveew) veaw <y,

and the second term by

V(VFA() TV Fd®) < 0w (V Fa)sa 00 = 7,24 . 0
Theorem 11.3 Given system model (11.23)—(11.24) and y, > 0, y» > 0, and as-
sume that
ld()], <842, VEVAT (R)d(K) < 84.00-
Then, Yk

o (k) = E[(r(k) — 7)) (r(k) — 7(0)) ]
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k—1
<n Y _([@d"(HdG) +u” (Hu(i) + v2(d" (d k) +u” Ryuk))  (11.41)
j=0
k—1
<N87 o+ 1287 o+ 11 (T (Du()) +yau” (k) =07 max () (11.42)
j=0

if the following matrix inequalities hold for some P > 0 so that

P 0 O
Mi<| O I 0], Mc <y P, Mp <»l (11.43)
0O 0 I
ATy AT,
M, = B,{() P[Ar,O Br,O Er,0]+20i2 Br7:i P[Ar,i Br,i Er,i]
ErT,O i=1 ErTz
(11.44)
I
Mc=Cl,Cro+ Y o?CliCi (11.45)
i=1
l DT-
MD:ZGI-2|:F921:|[DN‘ Fri]. (11.46)
i=1 i

The proof of this theorem is identical with the one of Theorem 8.3 and is thus
omitted here.

Theorem 11.4 Given system model (11.23)—(11.24) and y, > 0, y» > 0, and as-
sume that

max |[d(k) |, <842

then Yk and for y = yz_l(l + 1),

k—1
Elel Wex)] < ¥ Y (d"(Hd () +u" (ju(i)) (11.47)
j=0
k—1
<y8ia+y D (W (Hu()) = orma)  (1148)
j=0

if the following matrix inequalities hold for some P > 0

[AZOPAKO —P Al PB,

BT PA,, ni }SO, Bo=[Bro Ero] (11.49)
r,0 r -
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P 0O
Mi<|0 I 0 (11.50)
0 0 I
P>yl (11.51)

where M is given in (11.44).

Proof By proving Theorem 8.3, it has been shown that for given P > 0

k—1
trace(P Ex (k) + %1 (k) Px, (k) < Z(dT(j)d(j) +u” (Hu()))
j=0

if (11.50) is true. Since

k—1
L (HPEG)<n Y _(@"(HdG) +u” (Hu()))
j=0
k—1
= yy (@ (HdG) +u" uG)—x G+ DPEG+ 1)
j=0

+x(jH)P%(j)) =0
<— (11.49) holds

it turns out

k—1

ya€lel (e (k)] < (L+y1) Y _(d" (Hd () +u” (Hu()))
j=0

when
P>yl

The theorem is thus proven. g
Theorem 11.5 Given system model (11.23)—(11.24) and y > 0, and assume that
max”d(k) ||2 <6842

then ¥k and for ¢ =y ™!

k—1

E[x] Wx (0] <Y (d"(NAG) +u" (Hu()) (11.52)
j=0
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k—1
<edj,+e Z(uT(j)u(j)) =87 (u) (11.53)
j=0
if there exists P > 0 so that
P 0O
Mi<|0 I 0 (11.54)
0 0 I
P>yl (11.55)

where M is given in (11.44).

Proof In the proof of Theorem 8.3, it has been shown that for given P > 0

k—1
Elxl b Px, ()] <D (" (Hd () +u” (u(j))

j=0

if (11.54) holds. As a result, for given y > 0,P > y [ leads to

k—1
yE[x] x, (0] < D (d" (Hd () +u" (Hu(j)).
Jj=0
The theorem is thus proven. O

We would like to call reader’s attention to the fact that the bounds of oy (k), o, (k)
as well as £ (x,T (k)xy(k)) are respectively a function of the input signal u(i), i €
[k — N, k). As a result, the threshold defined by (11.35) is an adaptive threshold or
a threshold generator driven by u (k).

Based on the above theorems, we are now able to present the following algorithm
for the threshold computation by a given false alarm rate o and evaluation window
[k — N, k).

Algorithm 11.4 (Threshold computation)

S1: Compute 5 defined by (11.31) using the results given in Theorems 11.3-11.5
S2: Determine B(N) as defined by(11.37)
S3: Set Jyj according to (11.35).

Remark 11.1 We would like to emphasize that increasing N may significantly de-
crease the threshold and thus enhance the fault detectability. But, this is achieved at
the cost of an early fault detection.
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11.3 Probabilistic Robustness Technique Aided Threshold
Computation

In this section, we introduce a new strategy for the computation of thresholds and
false alarm rate. This study is motivated by the observation that a new research line
has recently, parallel to the well-developed robust control theory, emerged, where
the robust control problems are solved in a probabilistic framework. Comparing
with the method introduced in the last section, the implementation of this technique
demands less involved computation and the threshold setting is less conservative.
It opens a new and effective way to solve FD problems and builds an additional
link between the traditional statistic testing and the norm-based residual evaluation
methods.

11.3.1 Problem Formulation

Consider the system model

%= Ax + Bu+ Eqd, y=Cx+ Du+ F;d (11.56)

A=A+AA, B=B+AB, C=C+AC
D=D+AD, E;=E;+AE;, F;=F;+ AF,;

where AA, AB, AC, AD, AE;, AF; represent model uncertainties satisfying

AA AB AE;| _[E
[AC AD AFd]_[F]E[G H ]

with known matrices E, F, G, H, J of appropriate dimensions. Different to the
similar model form introduced in Chap. 3, X' represents a norm-bounded uncertainty
and is expressed in terms of a random matrix with a known probability distribution
fx over its support set X, ¥ :={X :6(X) < n}, where o (-) denotes the maximal
singular value of a matrix.

As described in Chap. 3, we model the influence of faults by

¥=(A+AAp)x +(B+ ABp)u+Eqd + Eff (11.57)
y=(C+ ACF)x + (D + ADp)u+ Fyd + Fy f (11.58)

where AAp, ABr, ACp, ADfp and Ey f, Fy f represent multiplicative and addi-
tive faults in the plant, actuators and sensors, respectively. It is assumed that f € R*/
is a unknown vector, E ¢, Fy are known matrices with appropriate dimensions and
AAfp, ABr, ACfp, ADF are unknown. To simplify the notation, we shall use

F AAr ABp
“ | ACr ADp
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to denote the set of multiplicative faults so that F =0, f = 0 indicate the fault-free
case and otherwise there exists at least one fault.

For the residual generation purpose, an observer-based fault detection system of
the following form

i= AX+Bu+L(y—39), y=Cx+Du, r(s) = R(s)(y(s)—)?(s)) (11.59)

is applied, where R(s) € RH o denotes the post-filter. The dynamics of the above
residual generator is governed by

r(s) = Ri(s)@u,a(s) + Ra(s)d(s) (11.60)
% =Ax+ Bu + Eqd, Oua=2(Gx + Hu+Jd) (11.61)
with
Ri(s)=R(s)(F+C(sI —A+LC) (E - LF))
i=Dr1+ Cr(sI — A) "' By
Ra(s)=R(s)(Fa+ C(sI — A+ LC) N(E; — LFy))
=Dy + Cr(sI — A;) "' Byo.

For the purpose of residual evaluation, the £, norm of r(¢) is used:

oo 1/2
J=|rla= </ rT(t)r(t)dt) )
0

7 =supflirlz: 1l =80, lpwallz < supllgualz} — (11.62)

d,u

We know that

< IRlloc sup ll@u,all2 + [1R2 [l ocda (11.63)
d,u

where sup ||d||> = §4.
We would like to emphasize:

e the system model is assumed to be stable and (A, C) is detectable

e due to the existence of model uncertainty, the residual signal is also a function
of the system input u. Since u and its norms are, different from the unknown
inputs, known during the on-line implementation, this information should be used
to improve the performance of the FD system. As a result, the threshold is driven
by u

e although the following study can be carried out on the basis of (8.23)—(8.24),
we adopt (11.60)—(11.61) for our study, because it will lead to a considerable
simplification of the problem handling.
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We now begin with the formulation of the problems to be solved in this section.
Let the false alarm rate FAR be defined as

FAR = prob{|irlla > Ju, | F =0, f =0}. (11.64)

Our first problem to be addressed in this section is to estimate FAR by a given
threshold J;,. It follows from (11.63) that

prob{J < Juy | F =0, f =0}
> prob{ IR lloo sup 91112 + | R2llocba < Jon}
d,u
— FAR=1—prob{J <Juy | F=0,f=0}<1—p (11.65)

p = prob] IR lloc sup 91.all2 + I Rallocds < I
d,u

LR (11.66)

=prob{sup I puallz <
da IR lloo

Thus, the problem of estimating FAR is reduced to find an estimate for p when Jy;,
is given.

On the other hand, following the definition of FAR and (11.65), we have, for a
given (allowable) FAR,,

p>1—FAR, = 1—p<FAR, = prob{J > Jy |F=0,f=0}<FAR,.

As a result, the second problem of finding J;;, so that the real FAR is smaller than
FAR, can be formulated as finding J;, so that the following inequality holds

0> 1— FAR,. (11.67)

11.3.2 Outline of the Basic Idea

It is clear that the core of the problems to be solved is the computation of the proba-
bility that an inequality related to the random matrix X' holds. We propose to solve
those two probabilistic problems formulated in the last subsection using the proce-
dure given below:

e Denote inequality

sup [lgu.all2 < (Jin — I R2llooda) /Il Rill o
d,u

by g(X) <6, where 0 is independent of X'. Find an algorithm to compute the
norms used in g(X') on the assumption that X is given
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e Generate N matrix samples of X', ¥ 1 .. >N onthe assumption that the random
matrix X' is uniformly distributed in the spectral norm ball

e Generate N samples g(X!), ..., g(X") using the algorithms developed in the
first step

e Construct an indicator function of the form

1(2)_{0, otherwise i=1,...,N

e An estimation for prob{g(X) < 6} is finally given by % ZlN:l 1(Zh).

In the following of this section, we are going to realize this idea step by step.

11.3.3 LMIs Used for the Solutions

We now consider inequality

sup lou,allz < (Jin — IR2ll008a) /I R1 lloo-
d,u

It follows from (11.61) that

sup lou,all2 = 1Wullolltll2 + [[Walloo8a
d,u

where
1P lloo = sup{ll@ull2 : lulla =1}
U, Xy=Ax,+Bu, ¢,=2X(Gx,+ Hu)
1%Walloo = sup{ll@all2 : ld|l2 =1}
Wy ig=Axg+Egd, ¢q=2(Gxq+ Jd).

Hence, the above inequality can be further written into

1 llocllull2 + 1Wallooda < (Jen — IIR2ll008a) /Il R1 lloo- (11.68)

Note that the term on the right side of (11.68) is independent of the model uncer-
tainty regarding to X'. We denote it by

0 := (Jun — I R2ll008a) /I R1 lloo (11.69)

where || R0, || R2]lco can be computed, according to Lemma 7.8 by solving the
following LMI problem:
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|Rilloco =min B; := Bimin, [ =1,2 subjectto (11.70)
ATp4+ PA, PB, CT
BLp -l DL | <0, P>0.
Cr Dri _ﬂil

Differently, both ||¥, |« and ||¥ |l depend on X and will be computed, again
using Lemma 7.8, as follows:

¥y lloco =miny; :=y1min(¥) subject to (11.71)
(A+EXG)P+P(A+EXG) P(B+EXH) (XG)T
(B+EXH)P —y (THT | <0, P>0
G YH vy
|Willoo = minys := y2min(X) subject to (11.72)
(A+EXG)P+P(A+EXG) P(Es+EXJ) (26)T
(Eq+EXIHTP i xNHT [ <0, P>o0.
>G XJ =yl

As a result, inequality (11.68) can be rewritten into

Yimin(Z) lull2 + y2min(2)dq 1= g(X) < 6. (11.73)

11.3.4 Problem Solutions in the Probabilistic Framework

Assume that the probability distribution fx of X over its support set X is given.
Using (11.70)—(11.73), our original problems can be reformulated as:

Problem 1 Estimate p for a given J;;,
p:prob{g(Z‘)fG}. (11.74)
Problem 2 For a given admissible FAR,, determine J;;, such that
FAR =prob(J > J;, | F =0, f =0) < FAR,. (11.75)

The core of these two problems is the computation of the probability that some
LMIs are solvable. For this purpose, the so-called probabilistic robustness technique
can be used in the form of the procedure described in Sect. 11.3.2. In the framework
of the probabilistic robustness technique, the so-called randomized algorithms pro-
vide an effective method to generate samples of a matrix X uniformly distributed
in the spectral norm ball. Assume that g(X') is a Lebesgue measurable function
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of ¥ and N matrix samples of X, >t .. %N are generated. Then an empirical
estimation of the probability of g(X) <6 is given by

,0=N

where n,, is the number of the samples for which g(¥ 7y < @ holds. It is well known
that for any € € (0, 1) and 6 € (0, 1), if

|

1
N > o8
— 2¢2

(11.76)

then it holds
prob{|p —p| <€} >1-6, p=prob{g(X) <6}. (11.77)

In fact, € describes the accuracy of the estimate and § the confidence. In the follow-
ing, we focus our attention on the application of the probabilistic robustness tech-
nique for solving the above-defined Problems 1 and 2. We refer the interested reader
to the references given at the end of this chapter for the details of the randomized
algorithms.

To solve Problem 1, we propose the following algorithm.

Algorithm 11.5 (Solution of Problem 1)

S1: Generation of N matrix samples X L., xN using available randomized al-
gorithms, where N is chosen to satisfy (11.76) for given € and §
S2: Construction of indicator functions for given J;5: fori =1,..., N
; L if yimin(ED) ull2 + vamin(Z)84 <0
iy _
12(2 ) - {O, otherwise (1.78)
S3: Computation of the empirical probability
|
A i
pN_N;Iz(z ). (11.79)
1=
As a result, we have an estimation for FAR, denoted by FAR,,
FAR,=1— py. (11.80)

According to (11.77), we know that
prob{|FAR, — FAR| <€} =prob{|py —p| <€} =1-3 (11.81)
< prob{|FAR, — FAR| > €} <.

(11.81) gives the confidence of FAR, as an estimate of FAR.
For the solution of Problem 2, we propose the following algorithm.
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Algorithm 11.6 (Solution of Problem 2)

S1: Generation of N matrix samples X!, ..., ¥V using available randomized al-

gorithms, where N is chosen to satisfy (11.76) for given € and §
S2: Computation of

0" = Yimin(Z)lul2 + Yomin()8a, i=1,...,N

S3: Construction of indicator functions

i 1, ife/ <o
i Jj\ , = . .
hL(® )_{0, otherwise bjetl.N)

S4: Computation of
ol = € E Ii(Z‘j) (11.82)
NTN 2

S5: Determination of threshold for given FAR, and €

Jen = Brmin0* + Bomindas 05 = Vimin(ZF) Iullz + vamin(ZX)8s  (11.83)

k= argie(rlr’l.ille){,éj'v } ,5}\, >1—FAR, +6}.

We now check the real false alarm rate
FAR =prob{J > J;, | F =0, f =0}
with Jyj, satisfying (11.83). Since
Pr{|pk — 1+ FAR| <€} > 1-3
we finally have that setting J;; according to (11.83) ensures
prob{FAR, — € < FAR<FAR,} >1-§

where € is some constant larger than zero. Thus, the requirement that FAR < FAR,
is satisfied with a probability not smaller than 1 —§.

11.3.5 An Application Example

We now study an application example and illustrate the results achieved in this sec-
tion. The system under consideration is again the benchmark system vehicle lateral
dynamics introduced in Sect. 3.7.4. In our study, it is assumed that only yaw rate
sensor is used. The purpose of our study is to
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e cstimate the FAR of an observer-based FD system designed based on (3.78),
where the false alarms are caused by the stochastic model uncertainty due to C,,,,
and Cyg

e compute the threshold for the observer-based FD system under a given FAR.

The following assumptions are made:

e Cl, =CS, + ACyy, ACqy € [—10000, 0] is a random number with uniform
distribution
o Coy =kCl,,, k=1.7278.

For our study, (3.76)—(3.77) are rewritten with u = 8%, y = r and

T (HhCyy  Ka-lyC, oy
A= MUypef mvfef B — MUpef
Klg=l)CY, GG+KECy, |7 lyCoy,
L I Izvrej I
B 1+k klg—ly 1
- MVUref mvzf MVpef
_ 4 rej — 7€)
AA = Kl —ly l%,-ﬁ—kl%_l AC()[Vs AB = Iy ACQV
I - Iz vpef L

AC=0, AD=0, AE;=0, AF;=0.

For the purpose of residual generation, the following observer is used

» _ UGy Wa=CE 4 Coy
W _ MUypef "“’fef :8 + MVyef u + ll (}" _ ;)
di (Klg=ly)CY, UG +k3)Coy 7 lyCsy, I
dr I Izvref I

residual signal Ar=r —7

with [} =10.4472, [, = 31.7269.

In our study, different driving maneuvers have been simulated by CARSIM, a
standard program for the simulation of vehicle dynamics. Here, results are pre-
sented, which have been achieved using the input data generated by CARSIM dur-
ing the so-called Double Lane Changing (DLC), a standard driving maneuver for
simulation.

The Sample Size N It follows from (11.76) that for given § = 0.02, ¢ = 0.01,

Sl

N>log

> = 10000.
2¢2

N = 10000 has been used in our study.

In Table 11.1, FAR estimations with respect to different threshold values,
achieved using Algorithm 11.5, are listed, while in Table 11.2 the result of the
threshold computation for different FAR,, using Algorithm 11.6, is included.
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Table 11.1 Estimation of -
FAR for a given threshold The given threshold Jy;, 0.078 0.080 0.082 0.084

Estimation of FAR (%) 8.43 6.22 3.90 1.38

Table 11.2 Computation of )
threshold for a given FAR, The given FAR, (%) 10 5 2

The achieved threshold J;;, 0.0766 0.0811 0.0836

11.3.6 Concluding Remarks

It is well known that the sample size N plays an important role in estimating empiri-
cal probability. Increasing N will improve the estimation performance but also lead
to higher computation costs. For this reason, effective algorithms should be used
for solving the above-mentioned problems. The reader is referred to the references
given at the end of this chapter for such algorithms. Also for the same reason, our
study has been carried out on the basis of (11.60) instead of the original form, in
order to avoid norm computations for systems of the 2nth order (the order of the
system + the order of the observer).

The solution of Problem 1 is useful for the analysis of observer-based FD sys-
tems. It is shown that for a given constant threshold the FAR will be a function of
system input signals. To ensure a constant FAR, the adaptive threshold should be
adopted, as demonstrated by the solution of Problem 2. The solution of Problem 2
provides a useful tool to set a suitable threshold and to integrate it into the design of
observer-based FD systems. The introduction of the adaptive threshold ensures that
the requirement on the FAR will be satisfied for all possible operation states of the
process under consideration.

The basic idea behind our study in this section is the application of the proba-
bilistic robustness theory for computing the thresholds and FAR. Different from the
known norm-based residual evaluation methods, in which the threshold computation
is based on the worst-case handling of model uncertainty and unknown inputs, our
study leads to the problem solutions in the probabilistic framework and may link the
well-established statistic testing methods and the norm-based evaluation methods.

Although the study carried out in this section aims at solving the fault detection
problem, it is expected that the achieved results can also be extended to solving the
fault isolation problem if statistical knowledge of faults, for instance their probabil-
ity distribution, is available.

The methods presented here can also be extended to the cases, where L, norm
or the modified forms of £,, Lo norms like RMS or peak value are used as residual
evaluation function.
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11.4 Notes and References

In this chapter, we have introduced three different schemes for the purpose of resid-
ual evaluation and threshold setting. They have one in common: the integration of
the norm-based methods and statistical methods builds the core of these schemes.

Section 11.1 is in fact an extension of the discussion in Sect. 10.4. Some of the
results have been provisionally published in [43]. [85] also addresses fault detection
in systems with both stochastic and deterministic unknown inputs, where the influ-
ence of the deterministic unknown inputs is, however, decoupled from the residual
signal by means of solving the PUIDP (see Chap. 6). In our view, the most important
message of this section is that the integration of the norm-based and statistic based
methods may help us to improve the performance of FDI systems. As mentioned in
the previous chapter, the reader is referred to [10, 12] for the needed knowledge of
the GLR technique.

Motivated by the observation in practice that a priori knowledge of the model
uncertainties is generally limited, the study in Sect. 11.2 has been devoted to those
systems, which are corrupted with stochastically uncertain changes in the model
parameters. Different from the study in Sect. 11.1, we have only information about
mean values and variances instead of the distribution of the stochastically uncertain
variables. To handle such systems and to solve the associated FDI problems, the
LMI technique based analysis and synthesis methods for systems with multiplicative
stochastic noises are adopted as a tool, which has been introduced in Chap. 8. For
more details and the needed mathematical skills, we refer the reader again to [16,
154]. We would like to call reader’s attention to the fact that the key to link the norm-
based methods and statistical handling, as done in this section, is the Tchebycheff
Inequality [137]. This idea has first been proposed by Li et al. [112].

The probabilistic robustness technique is a new research line that has recently,
parallel to the well-developed robust control theory, emerged [18-20, 162]. This
technique allows to solve robust control problems in a probabilistic framework and
opens a new and effective way to solve fault detection problems. The design scheme
presented in Sect. 11.3 is the preliminary result achieved by the first application of
the probabilistic robustness technique to addressing the fault detection problems.
A draft version of this scheme has been reported in [41]. An advanced study with
an application can be found in [150, 190]. In our view, the probabilistic robustness
technique is an alternative way to build a bridge between the well-established statis-
tic testing schemes and the norm-based methods.
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Chapter 12
Integrated Design of Fault Detection Systems

The objective of this chapter is the design of model-based fault detection sys-
tems. In the literature related to the model-based FDI technique, this task is of-
ten (mis)understood as the design of a residual generator. In the last part, we have
studied the residual evaluation issues and learned the important role of the residual
evaluation unit in an FDI system. A three-step design procedure with

e construction of a residual generator under a given performance index
o definition of a suitable residual evaluation function and, based on it
e determination of a threshold

seems a logical consequence of our study in the last two parts towards the design of
the model-based FDI system.

On the other hand, it is of considerable practical interests to know if an integrated
design of the fault detection system, that is, the design of the residual generator,
evaluator and threshold in an integrated manner instead of separate handling of these
units, will lead to an improvement of the FD system performance. This question is
well motivated by the observation that the residual evaluation function and threshold
computation have not been taken into account by the development of the optimal
residual generation methods, as introduced in Part II. A residual generator optimized
under some performance index does not automatically result in an optimal fault
detection system. Now, a critical question may arise: what is the criterion for an
optimal fault detection system?

Having studied the last two parts, the reader should have gained the impression
that many model-based FDI problems have been handled in the context of the ad-
vanced control theory and an optimum FD system is understood in the context of
robustness vs. sensitivity.

In practice, essential requirements on a fault diagnosis system are generally ex-
pressed in terms of a lower false alarm rate and a higher fault detection rate, and
an optimal trade-off between them is of primary interest in designing an FD system.
In this context, a separate study on residual generation, evaluation and threshold
computation makes less sense. To achieve a successful design of a model-based
FD system, an integrated handling of residual generator, evaluator and threshold is

S.X. Ding, Model-Based Fault Diagnosis Techniques, Advances in Industrial Control, 369
DOI 10.1007/978-1-4471-4799-2_12, © Springer-Verlag London 2013
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needed. False alarms are caused by disturbances and model uncertainties. In order to
reduce them, thresholds are introduced, which result, in turn, in a reduction of fault
detection rate. The core of designing a fault detection system is to find out a suitable
trade-off between the false alarm rate and the fault detection rate. In fact, the con-
cepts robustness and sensitivity are the “translation” of false alarm rate and fault
detection rate into the language of control theory. Unfortunately, their application is
mostly restricted to the residual generator design.

In this chapter, we shall study the integrated design of fault detection systems,
as sketched in Fig. 12.1, and introduce two design strategies. A further focus of our
study is to re-view some residual generation methods introduced in Part II in the
context of the trade-off between the false alarm rate and the fault detection rate.

12.1 FAR and FDR

As introduced in the last two chapters, false alarm rate (FAR) and fault detection
rate (FDR) are two concepts that are originally defined in the statistic framework.
Suppose that r is a residual vector that is a stochastic process corrupted with the
unknown input vector d and the fault vector f. We denote the residual evaluation
function, also called testing statistic, by J = ||r||. and the corresponding threshold
by J:i, and suppose that the fault detection decision logic is

J<J;, — fault-free (12.1)

J>Jy = faulty. (12.2)
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Definition 12.1 The probability FAR
FAR =prob(J > Ji, | f=0) (12.3)

is called false alarm rate in the statistical framework.

Definition 12.2 The probability FDR
FDR =prob(J > Jy, | f #0) (12.4)

is called fault detection rate in the statistical framework.

Definition 12.3 The probability
1 — FDR =prob(J < Juy, | f #0) (12.5)

is called missed detection rate (MDR) in the statistical framework.

For FD systems with deterministic residual signals, it is obvious that new defini-
tions are needed. Ding et al. have first introduced the concepts FAR and MDR in the
context of a norm-based residual evaluation. Below, we shall concentrate ourselves
on the establishment of a norm-based framework, which will help us to evaluate the
performance of a model-based FD system in the context of the trade-off between
the FAR and FDR.

To simplify the presentation, we first introduce the following notations. We de-
note the residual generator by G, and suppose that G, generates a residual vector r
which is driven by the unknown input vector d, the fault vector f and affected by
the model uncertainty A. We assume that d is bounded by

ldll < éa
where | - || stands for some signal norm. We denote the norm-based evaluation of r
by

J=lrlle

threshold by J;j, and suppose that the decision logic (12.1)—(12.2) is adopted for
the detection purpose.

The objective of introducing the concept FAR is to characterize the FD system
performance in terms of the intensity of false alarms during system operation. A
false alarm is created if

J>Jy for f=0. (12.6)

Definition 12.4 Given residual generator G, and J;p, the set 2p4(G,, Jy) defined
by

QLra(Gr, Jin) = {d | (12.6) is satisﬁed} (12.7)

is called set of disturbances that cause false alarms (SDFA).
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The size of SDFA indicates the number of the possible false alarms and thus
builds a direct measurement of the FD system performance regarding to the intensity
of false alarms. On the other hand, it is very difficult to express FAR in terms of the
size of SDFA and moreover the determination of the size of SDFA depends on Jy,.
For this reason, we introduce the following simplified definition for FAR.

Consider that in the fault-free case Vd, A,

Irlle < ¥lldll < yda
with y denoting the induced norm defined by

y=_sup |rle.
£=0.4.ld||=1

Thus, a threshold equal to y 3§, will guarantee a zero FAR. It motivates us to intro-
duce the following definition.

Definition 12.5 FAR given by

J, th
FAR=1—- — (12.8)
Y34
is called FAR in the norm-based framework.
Note that for J;;, =0
FAR =1, 2ra(G,,0) = max 2rAGr, Jin) (12.9)
th

thatis, VJy, >0, $£2ra(Gyr, Jin) S 2Fa(Gr,0)
and for Jy, = 04

FAR =0, 2ra(Gr, v3a) :H}inQFA(gr» Jin) (12.10)

th

thatis, VJy, <y84, R2Fa(Gr.v84) S R2Fa(Gr, Jin).

The introduction of the concept FDR is intended to evaluate the FD system per-
formance from the viewpoint of fault detectability, which is understood as the set of
all detectable fault. Recall that a fault is detected if

J>Jy for f#0. (12.11)

We have
Definition 12.6 Given residual generator G, and J;p, the set 2pg (G, J;p) defined
by

.QDE(Qr,JZh)z{fHIZ.ll)is satisﬁed} (12.12)
is called set of detectable faults (SDF).
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The size of SDF is a direct measurement of the FD system performance regarding
to the fault detectability. Similar to the case with the FAR, we now introduce the
simplified definition of FDR in the norm-based framework. For our purpose, we
call reader’s attention to the fact that on the assumption d =0, A =0,

VE#0, lirle =&l S
where

= inf ) 12.13
& f#o,jI:lO,A:()”r”e ( )

Suppose that those f vectors whose size is larger than § 7, min are defined as faults
to be detected. Then, setting threshold equal to &6 f,min Will give a 100 % fault
detection. Bearing this in mind, we have

Definition 12.7 FDR given by

8 .
FDR = 8fmin (12.14)
Jtn
is called FDR in the norm-based framework.
Note that on the assumption d =0, A =0 we have for J;, = &8/ min
Qpe(Gr &8 fmin) = max  2pp(Gr, Jip).
th=80 f,min
According to this definition, given an FDR, the threshold should be set as
";:‘Sf min
Jin= — 12.15
h="pre ( )

12.2 Maximization of Fault Detectability by a Given FAR

In this section, we present an approach in the norm-based framework, which will
lead to a trade-off between the FDR and FAR, expressed in terms of maximizing the
number of detectable faults by a given FAR. Our focus is not only on the derivation
of this approach but also on an evaluation of the existing optimal residual generation
approaches in the context of the trade-off strategy.

12.2.1 Problem Formulation

For the sake of simplicity, we consider system model

V() = GyuSuls) + Gya(s)d(s) + Gy (s) f(s) (12.16)
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apply residual generator
r(s) = R(s)(My(s)y(s) — Nu(s)u(s)), R(s) € RHoo (12.17)

for the residual generation purpose, and use £, norm as the residual evaluation
function.

Recall that according to detection logic (12.1)—(12.2) a fault can be detected if
and only if

Irll2 > Jin

— H R(s)(ad(s)d(s) + Ef (s)f(s)) ||2 > Jyp—detection condition
(12.18)

and in the fault-free case if
7l = H R(s)Gy ($)d(s) H2 > Jiyn—false alarm condition (12.19)
then a false alarm will be released, where
Ga(s) = My(5)Gya(s), G y(s) = Mu()Gyals)

and are assumed to be stable.
Suppose that the allowable FAR is now given. It follows from the false alarm
condition (12.19) and the definition of FAR that the threshold should be set as

Jin =1 — FAR) | R(9)G a(s) | . da- (12.20)
For our design purpose, we formulate the trade-off design problem as follows:

Problem of Maximizing SDF Under a Given FAR (PMax-SDF) Given FAR
and Jy;, setting according to (12.20), find Ryp, pE(s) € RH o so that

VR(s) e RHoo, $2pe(R,Jin) € 2pE(Ropt,DE> Jin)- (12.21)

(12.21) means that $2pg(Ropt, pE, Jih, d) is the maximum SDF and thus should
give the maximum FDR. At the end of the next subsection, we shall prove that
maximizing SDF is equivalent to maximizing FDR.

12.2.2 Essential Form of the Solution

In this subsection, we shall outline the basic idea and present a solution for PMax-
SDF on the following assumptions:

Al:
rank(G4(s)) =rank(Ga(s)) =kg =m (12.22)
A2: The co-outer of G 4(s) = G 4,()G 4i (5), Gao(s), is left invertible in RH s, i.€.
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Yo e[0,00], Gy (jw) 62’} (jw) >0 for continuous-time systems (12.23)
VO €10,2], Ga(e")G(e”) >0 for discrete-time systems.  (12.24)
We now start with addressing the solution of PMax-SDF. Let
R(s) = Q(5)Gy, ()

with Q(s) € RH standing for an arbitrarily selectable matrix of appropriate di-
mension. It yields

T = I =[0Gy ()G () f(s) + Q()Gai()d(s) |,
— (1= FAR) [ Q(5)G ai (5) | oo

Considering that

[0©)Gai )], = [(2)Gai )" o = [ 2®)]

10)G) ()G £ () f(5) + Q()Gai()d(s)

<10®)| NGz G () f () + Gai()d(5)
it turns out VO (s) # 0 € RHoo
T =TI = Q)| (G ()G () £ () + Gai()d(5) |, — (1 — FAR)S4)
which means
|G ()G () f(5) + Gai(5)d(s)|, — (1 — FAR)S4 > O (12.25)

is a necessary condition, under which fault f(s) becomes detectable. We have
proven the following theorem.

Theorem 12.1 Given system (12.16), residual generator (12.17), FAR and thresh-
old setting (12.20), a fault f(s) can then be detected only if (12.25) holds.

Note that setting Q(s) = I and therefore R(s) = G;ol (s) leads to

J =i = |Gyl ()G £ (5) f(5) + Gai()d(s) ||, — (1 — FAR)S,.

This means that (12.25) is also a sufficient condition for f(s) to be detectable, pro-
vided that R(s) is set to be Ggol (s). This result provides us with the proof of the
solution for PMax-SDF, which is summarized into the following theorem.

Theorem 12.2 Given system (12.16), residual generator (12.17), FAR and thresh-
old setting (12.20), then

Ropr.pE(s) = Gy (5) (12.26)
is the optimal solution of PMax-SDF (12.21).
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The following corollary follows from Lemmas 7.4 and 7.5.

Corollary 12.1 Given system (12.16), residual generator (12.17), FAR and thresh-
old setting (12.20), then

Ropt pE(s) = Ma(s) (12.27)
solves PMax-SDF (12.21).

Theorem 12.2 and Corollary 12.1 reveal that the unified solution given in The-
orem 7.10 for continuous-time systems and Theorem 7.19 for discrete-time sys-
tems solves the PMax-SDF. That also explains why the unified solution does deliver
the highest fault sensitivity in the sense of #H;/Ho index. We refer the reader to
Sect. 7.9 for the detailed discussion and description of the unified solution. Below
is a summary of some important properties:

e Theorems 7.11 and 7.19 provide us with the state space form of the solu-
tion (12.27).
e The solution (12.27) ensures that

Omin(Ropt, DE (j)G 4 () Omin(R(j)G 7 (j))
= = su — as well as
[ Ropt, DEGa(5) lloo R6)ERH  IR()Ga(8)]l0o
Omin(Ropt, pE(e?)G f(€17)) omin(R(e/?)G f (7))
| Ropt, DE(2)Ga(2) |l oo R@eRH~  IIR(2)Ga(Dlloo
thus, it also results in maximizing the FDR
FDR — £8 f,min _ Omin(Ropr, DE(j®)G £ (j )8 fmin as well as
Jin (1 — FAR)d4
FDR — &3 f,min _ Umin(Ropt,DE(eje)af(eje))(sf,min'
Jin (1 — FAR)d4
e The threshold is given by
Jin = (1 — FAR)d,. (12.28)

12.2.3 A General Solution

In this subsection, we remove Assumptions A1-A2 and present a general solution.

Having learned that the unified solution given in Theorem 7.10 solves the PMax-
SDF on the Assumptions A1-A2, it is reasonable to apply the general form of the
unified solution given in Sect. 7.10 to deal with our problem. Similar to Sect. 7.10,
due to the complexity we only consider continuous-time systems in the following
study.
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As described in Sect. 7.10, any given G(s) can be factorized, by means of an
extended CIOF (see Algorithm 7.7), into

Gao,2(5)Goo(8)G jo(s) 0] [Gdi(s) 0} (12.29)

Ga(s) =Gyp 1 [ 0 0 0 /

where G40,1(5), Gao,2(s) are invertible in RH o and Gy (s) € RH oo 1S co-inner.
Note that the zero-blocks in the above transfer matrices exist only if Assumption Al
is not satisfied, that is,

rank(G4(s)) =rank(Ga(s)) = kg < m.
As a result, the generalized unified solution is given by

G-l aG-1l(\G-!
Rope(5) = [ij(S)GmO(S)Gda,Z(S) lOI]G;;’I(S) (1230)
5

where § > 0 is some constant that can be enough small and 5; (s), 5&} (s) sat-
isfy (7.284)—(7.285). We now check if the generalized unified solution (12.30)
solves the PMax-SDF.

Recall that applying (12.30) to (12.17) yields

r(s) = Ropi(s)(Ga(s)d(s) + G s (s) £ (s))

_ [n (s)] | Gra G (9)Goo(5)G j (5)Gai (5)d(s) + G 1(5) £ ()
e ] §Gr2(s) £ (s)
(12.31)

with

[Gfl(s)}_ GG )G ) 0
G fa(s)

Gl G(s).
1 do 1V f
0 31} 0

It turns out
J =9 = GG $)Goo9)G 0 (9)Gai ()d(s) + G 1 () f(5)]
+ §||sz(s>f(s>||2
— (1= FAR) |G ()G 0 ()Goo(8)G juo ()G ai ()] o 8
~ |GG ()G oo (9)G 0 (5)Gai (5)d(5) + G 1(5) F ()

1
+ 5162 fG)], = (1 - EAR)S,.
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Thus, any fault f(s) that causes

~ ~ 1
|60 )G ()G (9)G jo($)Gai($)d(5) + G 1 () [ ) |, + 5 1G 2) f )]

> (1 — FAR)S, (12.32)

will be detected. On the other hand, for any R(s) = Q(s)Rop(s), Q(s)(# 0) €
RH oo, it holds

PR | OO NGRSO ORI ORI Y
T G f6)], - (0 - FAR)S

(12.33)
Summarizing (12.32)—(12.33) gives the proof of the following theorem.

Theorem 12.3 Given system (12.16), residual generator (12.17), FAR and thresh-
old setting (12.20), then

(12.34)

G )Gl ()G, 0
Ropt,DE(S)=|: jw(s) oo(s) do,Z(S) :| d()l(s)

0

solves the PMax-SDF.

It is very interesting to note that any fault f(s) satisfying
G f®#0,  [Gne)f6)],> 1 - FARSS

can be detected. Since § can be set enough small, we can claim that any fault f(s)
with G 2(s) f(s) # 0 can be detected. Recall that G y2(s) is spanned by the null
space of G4(s), that is,

Gp(s)=Gr()Gr(s),  Gy(s)Ga(s)=0. (12.35)

Thus, any fault, which can be decoupled from the unknown input vector d(s) in the
measurement subspace, can be detected.

Below is the algorithm for the optimal design of FD systems in the context of
maximizing the fault detectability by a given FAR.

Algorithm 12.1 (Optimal design of FD systems by given FAR)

S1: Bring ( (_;d(s) into (12.29)

S2: Find G (s) G l(s) according to (7.284) and (7.285)
S3: Set ROP, DE(s) according to (12.30)

S4: Set threshold J;j, according to (12.28).
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12.2.4 Interconnections and Comparison

In this subsection, we study the relationships between the solution (12.27), that is,
the unified solution, and the design approaches presented in Chaps. 6 and 7.

Relationship to the PUIDP In Chap. 6, we have studied the PUIDP and learned
that under condition

rank[Gd(s) Gf(s)] > rank(Gd(s)) =ky (12.36)
there exists a residual generator R(s) so that

r(s) = R(s)(Ga(s)d(s) + G 7 (s) f(5)) = R()G 7 () f (5).

As aresult, the threshold will be set equal to zero. We denote the set of all detectable
faults using the solution to the PUIDP by

2pE(R,0)={f | R()G £(5) f(s) #0}.
It follows from (12.35) and the associated discussion that
VfeRpe(R,0)

we also have

f € 'QDE(ROPI,DE7 (1- FAR)Sd)~

On the other hand, it is evident that for any f satisfying
Gra(s)f(s)=0
|GG ()G oo(9)G jur($)Gai ($)d(s) + G p1(5) f ()|, > (1 — FAR)Sg
it holds

f € 2pe(Ropi,pE. (1 = FAR)3q) but f ¢ 2pe(R,0).

In this way, we have proven the following theorem, which demonstrates that the
solution (12.27) provides us with a better fault detectability in comparison with the
PUID scheme.

Theorem 12.4 Given system (12.16), residual generator (12.17) and assume that
(12.36) holds, then

QDE(R,O)C.QDE(ROI,LDE,(I—FAR)SQI). (12.37)
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Relationship to H,/H, Optimal Design Scheme For the sake of simplicity,
we only consider continuous-time systems and assume (a) FAR is set to be zero
(b) Assumptions A1-A2, (12.22)—(12.23), are satisfied. In Sect. 7.6, the solution of
optimization problem is given by

4Gl 1956 vmax()G ) )G r ()2

)»]/2 (w )
-~ - - !
46)eR M 19()Ga(9)]12 1G0p1 (5) Vmax (5) |12 max o
Vmax (j0) (G} (j0)G 1 (j) G (jo) (G ) (j©))" = Amax(@)) =0
Amax (wopt) = maE)lX Amax (@), Wopt = arg ma?-x Amax ().

Here, g, (s) represents a band pass filter at frequency w,;, which gives

| oo 12
(E / qbuw)vmax<jw><z>(w)v;ax(jwq;(jw)dw)

| (ot 1/2
= ( / b (j @) vmax (j) @ (@) Vo (f) gy, (j)d w)

27 @opr—0

. . 1/2
~ (vmax (J wapt) @ (wopt) v;;ax ( a)opl)) /

® () =G, (jo)Gr(jo)Gi(jw) (G, (jo)".
Since

Umax (J wopt) b (a)opt) U:;lax (J a)opt)

Amax (wopt)

b (j @) Vmax (j @) Vs (J0) g, (j) =

the threshold J;j 2 should be set as

84

Umax (jwopt) @ (wopt) Uhax (jwopt)
Jin2 =
Amax (w()pt)

with Ag = 26. Denote the SDF achieved by using #>/H, optimal scheme with
20 @Gopt: in2) = | f | |dopt(9)(Gai ()d (s) + G} ()G £ () f ()|, > Jun.2}
Gopi($) = b () Vmax (). (12.38)
Considering
| gopt () (Gai (9)d(s) + G 7} ()G () f () [
< aop®) | | Gai (9)d(s) + G ) ()G () F (),

[ VUmax (ja)opt) @ (wopt) v;;klax (jw()pt)
Amax (wopt)

|Gai()d(s) + G ()G () f ()],
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we know

|gopt (5)(Gai ()d(s) + G} ()G () ()|, > Jun.2
only if

\/ Umax (jwopt) b (a)opt) v;’;lax (jwopt)

Amax (@opr) |Gai (9)d(s) + G ()G ¢ (s) f (5) I,

\/ Vmax (J @opr) @ (@opt) Vi ax (J @opt)
> 6d

)hmax(wopt)
= | Gai(5)d(s) + G ) ()G () f ()|, > ba. (12.39)

Recall that the last inequality is exactly the fault detection condition if the unified
solution is used, that is, for any f

F€R2peQopt, Jin,2)

it also holds
f € 82pE(Ropt,DE 84).

On the other hand, since g, (s) is a vector-valued post-filter with a (strongly) lim-
ited band, there do exist faults which belong to £2p g (Rep, pE, 84) but lead to

Gopt()G 7 ()G () f(s)=0 or
Gopt(G@op) G 1} (0op) G £ (j@apr)  (jwopr) X 0
and thus

f) ¢ 2pE(Gopr Jth,2)-

This proves that the solution (12.27) provides us with a better fault detectability than
the Ho/H, scheme, as summarized in the following theorem.

Theorem 12.5 Given system (12.16) and residual generator (12.17), then
2pE(Gopts Jth,2) C 2pE(Ropt, DE» 8a)- (12.40)

Relationship to Ho/Ho and H_/H Optimal Schemes Recall that
Hoo/Hoo and H_ /H are respectively formulated as

IR(5)G £ (5)lloo ond “ IR(5)G ¢ (s)—

d hd . (12.41)
R(s)eR Mo IR($)Ga ()00 R($)eR Moo IR(5)Ga(5) oo

Since in both formulations, the influence of d is evaluated by £, norm, the thresh-
old setting should follow (12.20). It is clear that both £2pg(Reojoo, (1 — FAR)S4)
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and 2pg(R_ /0, (1 — FAR)3,), that is, the sets of detectable faults that are deliv-
ered by an Hoo/Hoo and an ‘H_ /Hoo optimal residual generator, should belong to
2pE(Ropt, DE 84). Without proof, we provide the following theorem.

Theorem 12.6 Given system (12.16) and residual generator (12.17), then

£ (Roojoo (1 = FAR)S4) C 2 (Rop. 0. (1 — FAR)Sg)  (12.42)

.QDE(R_/OO, (11— FAR)3d) C 2pE (Rapt!DE, (11— FAR)(Sd). (12.43)

At the end of this subsection, we would like to evaluate the solutions to Hso

OFIP scheme and compare different reference model-based FD schemes introduced
in Chap. 8 in the context of the trade-off between the FAR and FDR.

Consider Ho, OFIP scheme given in Sect. 7.5 and the reference model based

design scheme with reference model r,,r = f. They can be unifiedly formulated as
finding R(s) so that

lr = fll2=IlIr — rrefll2 —> min (12.44)

R E R [[7=R&GCs) R©Ga®)]| -

In this context, we rewrite detection condition into
”R(S)(Ed(s)d(s)+6f(s)f(s))”2>Jth,ref — ||rref+(r_rref)||2> Jth, ref -
Since

Tref +(r —r <|Ir + min r—r
” ref ( ref) ”2 I ref||2 R(s)ERHas I ref||2

for a good optimization with a (very) small ming)eR ., 17 — Trer l|2, the detection
condition, under a given FAR, can be approximately expressed by

Irrefll2 > Jun,ref = (1 = FAR)Sa || Roprref ()G a (5] o (12.45)

Ropiref(s) =arg  min  [[I = R()Gs(s) R(s)Ga(s)]].

R(s)eRHeo ”

For our comparison purpose, we now apply the unified solution as the reference
model,

Fref,spF(5) = Na(s)d (s) + Mg ()G (5) f (5)
and re-write detection condition into
|R(5)(Ga(s)d(s) + G () f ()|, > Jin.ref.sDF
> ||rep.spr + (= rrep.spE) |y > Jin.ref.sF-

Under the same FAR, the detection condition, by a good optimization, is approxi-
mately given by
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lrrer,spF |12 > Jih,ref,spF = (1 — FAR)84. (12.46)

Following Corollary 12.1, the residual signal generated by means of H, OFIP so-
lutions or the reference model based design scheme with reference model ry.r = f,
would lead, under the same FAR, to a poorer fault detectability than the resid-
ual signal generated by the reference model based design scheme with reference
model Vref ,SDF -

In summary, our above discussion evidently demonstrates that the optimal solu-
tion (12.34) delivers the best fault detectability for a given FAR.

12.2.5 Examples

The following two examples are used to illustrate our discussion in the last subsec-
tion.

Example 12.1 Given system model

s—1 L
y(s) — |:S2+§ES1+0'5 :| d(s) + |: s+1 2—&-25—}-1 :| f(S)

s+0.5 0 .S+1

and assume that FAR is required to be 0. It is easy to prove that

R(s):[—l HLI]

delivers a residual signal decoupled from d(s), that is,

10 =RoyO =~y 0] rO=-— 0. o= 10].
The corresponding SDF is
Qpe(R,0)={f | fi(s) #0}.
In comparison, applying Algorithm 12.1 yields
s+0.5 0 0 1 7
Ropt,DE(S) = |: A‘—OH 1] |:_1 1 (12.47)
K s+1 4

which leads to

r] [t 0 'f1<s)}
[rz(s)}_[ 6 ]d(s)+|:—§$ +OJr | f2(s) |

Thus, for a enough small %,
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£2pE(Ropt, DE > 8d)

s+ 0.5
= (/] fits) 0} U {f(H— () + mf2(5)2>5d}
s — s4+0.5
=~QDE(R,0)U{f‘ Hs+ld(S)+s2—|—2s~|—1f2(s) 2>8d}.

This result verifies the result in Theorem 12.4.

Example 12.2 In this example, we concentrate ourselves on the detection of f(s)
given in the above example, that is, we consider system model

5 —

= 12.48
y2(s) =< 105 ( )
We first design an H»/Ho optimal residual generator. To this end, we compute
Amax (@) and wepr,

1 1 jo—1 —jo—1
; — — Amax(®) ; =
I+ jwl—jo 054 jw05—jow

0.25 + w?
=  Amx(w)= m = wopr =V0.5.

In the next step, we design a band pass around wey;,

1
= 12.49
28 = 5 00015 +0.7 (1249)
which delivers a (sub-)optimum
lgs ()7 ll2 NG gp.2(5) 17 1l2
max ————————— = Amax (@, apt) ~ T a—1
) g () 25 la llgp,2(s) 5512

Note (12.48) is a single output system. Hence, with the above post-filter also an
Hoo/Hoo Optimum is reached, that is,

llgs(s) H_1||2 ||51b(s)g+1||oo 1/2
= max(wapt)
qb(s) ||f]b(s) H—OS ll2 qb(s) llgn(s) Y+05”°O

Next, for our comparison purpose, we design an H_ /H, optimal residual gener-
ator. Remember that the H_ /H o, optimal design is not unique (see also the next
section), we have decided to use the one which is different from the unified solution
given in (12.47), as shown below,

1
R_joo(s) = SSJ;I, o« = 0.005 (12.50)
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and yields
11 1
[P [ 1R(s) 57 ll- V0.25 + w?
e ~max o =TT
IasrrsFosllc RO IIR() F5 M0 @

In comparison, the optimal solution proposed in this section is given by

s+0.5
s+1

Ropt,pE(s) = (12.51)

which delivers

0.5 1
1552 = - :maxv0.25+w2

0.5 51 2
155 o5l I+

Below, we compare the performance of residual generators (12.49), (12.50) and
(12.51) by means of two simulation cases:

Casel: d(¢)is a white noise, f(¢) = 10(z — 20) sin(3¢)
CaseIl: d(¢)is a white noise,  f(t) = 5(t — 20) sin(0.5¢7).

Figures 12.2, 12.3, 12.4 show the simulation results using the three residual gen-
erators, the Hy/H, optimal residual generator (12.49) (gp2(s)), H—/Hoo Optimal
residual generator (12.50) (R—_x0(s)) and the residual generator Ry, pg(s) 12.51)
designed using the approach proposed in this section, for Case I and Figs. 12.5, 12.6,
12.7 for Case II. We can see that residual generator R,y pg(s) is sensitive to the
faults in both cases, while g 2(s) delivers a good FD performance only in Case II
and the FD performance of R_/(s) is poor in both cases. These results confirm
the theoretical results achieved in this section and demonstrate.

Fig. 12.2 Response of the 5
residual signal generated by
an Ha/H> optimal residual
generator (Case I)

Residual [-]

0 5 10 15 20 25 30
Time [s]
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Fig. 12.3 Response of the
residual signal generated by
an ‘H_ /H oo optimal residual
generator (Case I)

Fig. 12.4 Response of the
residual signal generated by
the residual generator
designed using the unified
solution (Case I)
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In Sect. 12.4, we shall briefly study the application of the trade-off approach
proposed in this section to the stochastic systems.

12.3 Minimizing False Alarm Number by a Given FDR

The last section has shown that the unified solution provides an optimal trade-off

in the sense that by a given allowable FAR, the fault detectability is maximized.
From the practical viewpoint, it is of considerable interest to approach the dual
form of the above trade-off, that is, by a given FDR, how to achieve a minimiza-
tion of false alarm number. This is the objective of this section. Beside of problem
formulation and solution, we shall, in this section, address the interpretation of the
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Fig. 12.5 Response of the 20
residual signal generated by
an H/H> optimal residual
generator (Case II)
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Fig. 12.6 Response of the 50
residual signal generated by

an ‘H_ /H oo optimal residual
generator (Case II) 30t
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developed trade-off scheme and the comparison of the achieved solution with the
existing ones.

12.3.1 Problem Formulation

Again, we consider system model (12.16) and residual generator (12.17). The fault
detection condition and false alarm condition are respectively given in (12.18) and
(12.19). We formulate our problem as the following:

Problem of Minimizing SDFA Under a Given FDR (PMin-SDFA) Given
FDR in the context of Definition 12.7 and J;;, setting according to (12.15), find
Ropt,Fa(s) € RHoo so that
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Fig. 12.7 Response of the 5
residual signal generated by
the residual generator

designed using the unified 3t
solution (Case II)
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VR(s) e RHoo, 2Fa(Ropi,Fa, Jin) S 2Fa(R, Jip). (12.52)

It is evident that applying Ry, ra(s) would ensure the least number of false
alarms.

12.3.2 Essential Form of the Solution

In the subsequent discussion, it is first assumed that

Yo € [0, oo], Ef (ja))(_;’} (jw) > 0 for continuous-time systems (12.53)

Vo €[0,27], Gy (eej)(_Y:} (eej) > (0 for discrete-time systems (12.54)

and
m=ky. (12.55)

As a result, the co-outer of G £(8) = Gro(s)Gyi(s), Gyols), is left invertible
in RH . Note that, assumptions (12.53)/(12.54) and (12.55) also ensure that
|G £ (s)|l— > 0. These two assumptions will be removed in the next subsection.

Theorem 12.7 Given system model (12.16), residual generator (12.17) and FDR,
assume that G y(s) € RHoo satisfies (12.53)/(12.54) and (12.55) and Ga(s) €
RHoo, then

Ropt Fa(s) = G;; (s) € RHoo (12.56)
is the solution of PMin-SDFA (12.52).
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Proof Do an LCF of af(s) = Gfo(s)Gyi(s), where G;;(s) € RH, Gyi(s) €
RHy; and G f;(s) is a co-inner. Assume that

R(s) = Q(S)G}OI(S), 0(s) € RHoo.
Then, false alarm condition (12.19) can be rewritten into

f min

FDR

[ Q(?)Gf,, ($)Ga($)d(s)], - [o@)Gits)|_ >o0. (12.57)

Note that
[0®G |- <[e®]_[Gri®].=]26]-
106G, ($)Ga()d®)|, = [Q©®)|_|G 75 ()Ga()d(s) -

It turns out

_ ) min
”Q<s)u(\}Gf;<s>Gd<s)d<s)Hz— - )

FDR
<[ 2®)G7,)Gals)d(s)], - ;I;‘I‘; Q)G i) _.
As a result,
lo®|_>0.  |G7i)Cuts)d(s)|, — FD;‘ >0 (12.58)

lead to (12.57). In other words, (12.58) is sufficient for a false alarm. Hence, any d
satisfying (12.58) will result in

f min

[R©&Tas)d )], ~ Lo [R6E (9]
=[0G (0)Ga)d®)], - ;I;’R |0G i) _>o0.

Considering that (12.58) can be achieved by setting R(s) = G;Ol (s), we finally have
VO(s) € RHy with [|Q(s) - > 0,

QFA(GfO, Jin) € S?FA(QGfO, Jin)

which is equivalent to (12.52). The theorem is proven. d

Theorem 12.7 provides us with an approach, by which we can achieve an optimal
trade-off in the sense of minimizing the FAR under a given FDR in the context of
norm-based residual evaluation. It is interesting to notice that the role of post-filter
Ropt,ra(s) is in fact to inverse the magnitude profile of G 7(s). As aresult, we have

| Ropt, 7 ()G ()| _ = | Ropr. ra()G s ()|, = 1. (12.59)
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Moreover, the residual dynamics is governed by
r(s) =G, ()Ga(s)d(s) + G fi(s) f (5)
and the threshold J;;, should be set, according to (12.15), as

8f,min - (Sf,min
Jin = FDR | Ropt.ra(9)G ()| _ = DR (12.60)
Note that in case of weak disturbances, Ry, 4 (s) also delivers an estimation of the

size of the fault (i.e., the energy of the fault), as

Irle ~ |G i) f &) |, = 1 £l (12.61)

We would like to mention that the application of the well-established factorization
technique to the problem solution is very helpful for getting a deep insight into
the optimization problem. Different from the LMI solutions, the interpretation of
(12.56) as the inverse of the magnitude profile of Ef (s) is evident. Based on this
knowledge, the achieved solution will be used for the comparison study in the next
section. From the computational viewpoint, solution (12.56) is an analytical one and
the major computation is to solve a Riccati equation for the computation of G £, (s).

12.3.3 The State Space Form

Following Lemmas 7.4 and 7.5, the results given in Theorem 12.7 can also be ex-
pressed in the state space form. To this end, suppose that the minimal state space
realization of system (12.16) is given by

%(t) = Ax(t) + Bu(t) + Eqd(t) + E 7 f (1) (12.62)
y(@) =Cx(@) + Du(t) + Fyd(t) + Fr f (1) (12.63)

where x e R", A, B, C, D, Eg4, Ey, Fy, Fy are known constant matrices of com-
patible dimensions. For the purpose of residual generation, FDF of the form

2(1) = AR(t) + Bu() + L(y(t) — (1)) (12.64)
$(1)=CR@) + Du(r),  r(t)=V(y@t) —31)) (12.65)

can be used, which also represents a state space realization of residual generator
(12.17) with a constant post-filter V. In (12.64)—(12.65), L and V are constant
matrices and can be arbitrarily selected. The dynamics of (12.64)—(12.65) can be
equivalently written as

r(s) = V(My(s)Ga(s)d(s) + Mu(s)G 1 (5) £ (5))
=V (Na(s)d(s) + Ny (s) f(s5))
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My(s)=1—C(pl —A+LC)"'L=Mu(s) =M (s)
Nu(s)=F4+C(pl —A+LC)""(E; — LFy)
Ny(s)=Fs+C(pl — A+ LC) " YE; — LFy)

Ga(s)=M; (9)Na(s),  Gs(s)=M;"()Ns(s).

The following theorem represents a state space version of optimal solution (12.56)
and so that gives the optimal design for L, V.

Theorem 12.8 Given system (12.62)—(12.63) that is detectable and satisfies, for
continuous-time systems,

A—jol Ef|
Yw € [0, o0], rank[ ¢ Ff:|_n+m
and for discrete-time systems
A—el1 Ey
Vo € [0, 2n], rank|: C Ff]_n—f—m

and residual generator (12.64)—(12.65), then for continuous-time systems
Lopra=(EfFF +Y,CT)(FFD) ™' Vopra=(FrFE) ™' (12:66)
with Yy > 0 being the stabilizing solution of the Riccati equation
AY;+ Y AT + EfET — (EpFF + Y, CT)(FpFT) T (FrET +CYp) =0
and for discrete-time systems
Lop=—L},  Vop=Ws (12.67)

with Wy being the left inverse of a full column rank matrix Hy satisfying HfHT =

CXy cT 4+ Fy FT and (X, Ly) the stabilizing solution to the DTARS (discrete-
time algebraic Riccati system)

|:AXfAT—Xf+EfE]7; AXfCT+EfFfj| [ I }:0

CXyAT + FrE} CXsCT 4+ FpFf ||LLy

deliver an optimal FDF in the sense of (12.52).

The proof of this theorem follows directly from Lemmas 7.4 and 7.5, and thus
omitted.
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12.3.4 The Extended Form

We are now going to remove assumption (12.53) or (12.54) and assumption
(12.55), and extend the proposed approach so that it can be applied for any sys-
tem described by (12.16). This extension is of practical interest and will enhance
the applicability of the proposed approach considerably. For instance, after this
extension the approach can also be applied to the detection of actuator faults,
which would be otherwise impossible due to the fact that G ¢(s) would have ze-
ros at infinity. For the sake of simplicity, we only consider continuous-time sys-
tems.

We first relax (12.55) and consider system (12.16) with m > k y. Note that in this
case || Ef (s)]|= # 0, which is equivalent to

Vo €[0,00], G%(jw)Gy(jw)>0. (12.68)
Since G (s) € RHsb ™" and, due to (12.68), Yo € [0, oo,
rank(G '} (jw)) =k (12.69)

it follows from the discussion on the CIOF in Sect. 7.1.5 that C_;JZ (s) can be factor-
ized into

GH$)=Gi(9)Go(s) & G(s)=Gro()Gi(s) (12.70)

where G ¢; (s) is co-inner and G f,(s) is left invertible in R . As aresult, we have
the following theorem.

Theorem 12.9 Given G ;(s) € RHa ', m > ky. satisfying (12.68), Ga(s) €
RHoo, then

Ropt,FA(S)ZG;O(S) € RHx (12.71)
ensures that VR(s)(#£ 0) € RH

S2FA(Ropt,ras Jin) € 2Fa(R, Jip)

where G;o(s) is the left inverse of G r,(s) and G f,(s) the co-outer of (_;f (s) as
given in (12.70).

The proof of this theorem is similar to the one of Theorem 12.7 and thus omit-
ted.

‘We now remove assumptions (12.53) and (12.55) and extend the solution. Note
that in this case |G y(s)||—= = 0, that is, there exists a class of faults which are, in-
dependent of their size, structurally not detectable (see Chap. 4). They can be, for
ks > m, vectors in the right null subspace of G (s), or for rank(G s (jw)) < m,
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those vectors corresponding to the zeros G f(jw) in Cj,, or at infinity. The basic
idea behind the extension study is to exclude these faults and consider only the
structurally detectable faults. For this purpose, an extended CIOF of G £ (s) intro-
duced in Chap. 7 can be used, which is described by

G 1(5) = G 10(5)Goo(5)G ()G i (5) (12.72)

where G f;(s) is co-inner, G f,(s) has a left inverse in RHoo, G j,(s) has the same
zeros on the imaginary axis and G (s) the same zeros at infinity as G (s). Con-

sidering that |G ()G j(s)G ri(s)||= = 0, it is reasonable to define
% Goo(S)ij(S)
= Gy 12.73
T = 6 ®G )l O (1273
= |rol=lériorel,=[rel, (12.74)

and reformulate the fault detection problem as finding R(s) such that the residual
generator

r(s) = R(s)(Ga()d(s) + G £o(s) f*(5)) (12.75)
G 10(5) = G 1o(9)| Goo ()G jur(5) | o (12.76)

is optimal in the sense of minimizing FAR under a given FDR, as formulated at the
beginning of this section. This problem can then be solved using Theorem 12.7 and
the optimal solution is given by

Ropr,ra(s) = G 7, (s).

We summarize the introduced approach into the following algorithm.

Algorithm 12.2 (Optimal design of FD systems by given FDR and 8 /,min)

S1: Bring G £(s) into (12.75) using the extended CIOF Algorithm 7.7
S2: Compute G f,(s) according to (12.76)
S3: Set Ropr, Fa(s) as

Ropt,pa(s) =G 7, (5)
S4: Set threshold J;; according to (12.60).

12.3.5 Interpretation of the Solutions and Discussion

In this subsection, we are going to study the proposed approach from the mathe-
matical viewpoint and compare it with some existing results. To this end, we first
demonstrate that solution (12.56) also solves the optimization problem
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sup Jo= sup IRE)G sl 12.77)

R(s)eRHoo Rs)eRHoo IRS)Ga($) oo

Theorem 12.10 Assume that G 7(s), Gy(s) and G fo(s) are the ones given in The-
orem 12.7, then

o JROGOI- _ 1
Re)eRH [RSGa®) oo 1G72(5)Ga(s)loo
IROG Il
RO = — = = G " .
R RO 1o
Proof Let R(s) = Q(s)G}O1 (s) € RHy. It leads to
b ||Q(S)G]_c;(S)Gfo(s)Gfi(s)||— _ o) -
’ 12)G 7 )Ga)lloo  ~ 12()G 7 ($)Ga() oo’

Due to the relation

106G ()Ga()| o = [ Q@] _[G7a)Ga(s)]

we get
1
Jo < 4 =
1G 45 ()G a(s)lloo

and the equality holds when Q(s) = I. Thus, R(s) = Rop(s) = G;; (s) is the opti-
mal solution to the optimization problem (12.77) and the theorem is proven. O

Theorem 12.10 reveals that the optimization problem (12.77) can be solved an-
alytically and the major involved computation is solving a Riccati equation for
achieving G f,(s). Remember that the unified solution R(s) = G;O] (s), under cer-
tain conditions, also solves (12.77). It is thus of interest to check the equivalence
between these two solutions.

Theorem 12.11 Assume that G 7(s), Gy(s) can be factorized into
Gr()=Gro(s)Gyi(s),  Gals)=Gao(s)Gails)

with GJ_(; (s), G;OI (s) € RHoo, Gri(s) and G4 (s) co-inner. Then

1G5, &G r®N- G )G )l
1G74)Ga®lloo  1G7) ()Ga(s) oo

(12.78)
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Proof The left side of (12.78) equals to

I1G7, &Gy 1
1G53 $)Ga®) oo 1G7()Ga(s)loo
_ 1 _ 1
G $)Ga0)Gai oo 1G4 ()G ao(®)lloo

Note that
S A (HOIIHOT
1G 72 (5)Gao(®)lloo

On the right side of (12.78), we have

1G 40 ()G f(s)]I- = o

o =64 Grl_=1GaGrol _-

1G4, ($)Ga(s) oo

The theorem is thus proven. U

Although solutions G; ; (s) and G;ol (s) are equivalent in the sense of optimizing
(12.77), they deliver different results for the following general optimization problem
H, / Hoos

0i(R(jw)G s (jo))

sup  Jiw(R) = — aswellas (12.79)
R&)ERHm R&)eRHw  IRES)Ga(5) oo
(R(ING £ ('

sup  Jig(R) = sup LK@ )Gr(eT) (12.80)
R(s)ERHoo R($s)eRHs IIR($)Ga(5)]loo

as described in Theorem 12.12.

Theorem 12.12 Assume that Ef (s), Gq(s) satisfy the assumptions given in Theo-
rem 12.11, then the following relations hold

- - - 1 -
Ioo(G o) = Jio(G 5) = Jo(G ) = G 0G O 70(Gg,)
_ IR&G (I _ ( _l)za,-(G;(}(jw)Gwa))
R©eRM IROGa®) oo ~ 47 G (9)Ga(®) oo
oi(R(j@)Gy(jo) _ G)= su IR($)G () lloo
RORH IROGa®oo ~ 1 ¥

R(s)eRHoo ”R(s)(_;d(s)”oo
(12.81)
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as well as
1
Joo (G = T o(G7H) = Jo(G7H) = — = Jo(G5!
( fo) ,9( fo) O( fo) ||G};(S)Gd(5)||oo 0( do)
_ 1RGO _ _l)zamG;(}(ef@)Ef(ef@))
RG)ERHa IR()Ga($)lloo — 0 40 1G 7 ()G a(s) o
. YEAY S jo ~
_ oi(R(e _)Gf(e ))SJOO(G;;)= “u ||R(S)Ef(s)||oo
R()eERHs IIR()Ga(5)]loo R(s)ERH oI R()G d ()00
(12.82)
where
sup  Joo(R) = w. (12.83)
R($)ERHoo R(s)eRHoo IR(5)Ga(5) oo

Proof We only prove the continuous time case. Noting that
0i(G,(jo)G s(jo)) =1

for any w and i, it turns out Vo, i

Jiw(G7h) = !
L,w - _ —
1G4 )Ga(s)lloo
f
1
JOO(G_l)zsupJ-, (G_l)z —
1ol e Y G 9)Ga(9) o
1

J(G7H) =infJ; (G7)) = ——= :
( fo) i tw( fo) ”Gf;(s)Gd(S)”oo

It follows from Theorem 12.11 that
IR(5)G f ()]

Jo(G7h) = Jo(Ggy) = G '
()( ) 0( do) R(s)eRHo IR(S)Ga(5) oo

fo
On the other hand, it holds that
5(Gg, (j)G f(jw) =infoi (G, (jo)G r(jw)
<0i(G, (j0)G(jw)) < supo; (G (j)G p(j))
=5 (G, (jo)G f(jw)).

As aresult, Vo, i

70(Gap) =inf 1i0(Gy) = Ji0(Gp) = 39p Ji0(Gp) = Joo(Gop)-
’ L,w

The theorem is thus proven.



12.3  Minimizing False Alarm Number by a Given FDR 397

From the FDI viewpoint, the result in Theorem 12.12 can be interpreted as the
fact that the FD system designed by the trade-off strategy developed in this paper
is less robust in comparison with the FD system designed by using the unified so-
lution. On the other hand, as mentioned in the former subsection, the new trade-off
strategy delivers a better estimation of the size of the possible faults. In this context,
we would like to emphasize that the decision for a certain optimization approach
should be made based on the design objective not on the mathematical optimization
performance index.

12.3.6 An Example

In this subsection, an example is given to illustrate the results achieved in the last
two sections.

Example 12.3 Consider the FD problem of a system in the form of (12.62)—(12.63)
with matrices

(-3 —05 08 1
I -4 0 -1
A=l 3 _1 os|° B=

0o 1 -2 0

C— 1 =025 -1 0:|’ D:[O.S]

—_— N W

0 1 0 1 0.3
0.5 —1 1 -1 0
0.8 05 0 —0.5 1

Ea=1"%o 1 1 |’ Er=1 02 1
02 0 05 -1 0
(05 1 0 1 0

Fa=1"1 o 1}’ Ff:[o 1.5]

From Theorem 12.8, we get the optimal gain matrix L, V|

—0.9735 0.1323
—0.5639 0.5791 Vi — |:1 0 :|
—-0.2118 0.6198 |’ =10 0.6667
—0.4837 0.4439

L, = (12.84)

The unified solution that solves (12.79), (12.83) and (12.77) simultaneously is

~1.0072 10029

0.6343  0.2393 0.9333  —0.1333

~1.1660 0.7751 |’ Vz:[—0.1333 0.7333]' (12.85)
~0.0563 0.3878

Lo, =
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Fig. 12.8 Performance index 25
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The optimal performance indexes, as obtained by solving (12.79), (12.83) and
(12.77) are shown in Fig. 12.8. It can be seen that, Vw,

21533 = Joo (L2, V2) = J1,0=0(L2, V2) = J1,0(L2, V2)
> Dw(L2, V2) = J2 w=17870(L2, V2) = Jo(L2, V2) = Jo(L1, V1)
=J1,0(L1, V1) = J2,0(L1, V1) = Jo (L1, V1) =0.1769.

These results verify Theorems 12.10-12.12.

In the simulation study, the simulation time is set to be 2000 seconds and the
control input is a step signal (step time at 0) of amplitude 5. The unknown distur-
bances are, respectively, a continuous signal taking value randomly from a uniform
distribution between [—0.1, 0.1], a sine wave 0.1sin(0.1¢), and a chirp signal with
amplitude 0.1 and frequency varying linearly from 0.02 Hz to 0.06 Hz. Fault 1
appears at the 1200th second as a step function of amplitude 0.75. Fault 2 ap-
pears at the 1000th second as a step function of amplitude 0.4. The fault energy
is || fll2 = 24.71. The residual signals are shown in Fig. 12.9, where r; denotes the
residual vector generated with Li, V1 and rp that by Lo, Vh. As ||rq|l2 = 25.45,
lr2]l2 = 21.46, the residual vector obtained by L, V| gives a better estimation of
the energy level of the fault signal. On the other hand, we see from the second fig-
ure that the residual vector got by L2, V> shows a better fault/disturbance ratio in
the sense of (12.79), (12.83) and (12.77). This demonstrates the results in Theo-
rem 12.12.

12.4 On the Application to Stochastic Systems

In the last two sections, two trade-off strategies and the associated design methods
have been developed in the norm-based evaluation framework. It is of practical in-
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Fig. 12.9 Residual signals 15
1k i

A il
A e B

0, \ \ b w ]
| P o w*lwwwmwmeWWkM%WWv

-0.5F 1

500 1000 1500 2000

[o) 2% O |

VAL AN AR i

1 ; ;
500 1000 1500 2000
Time [s]

terests to know if they are still valid for stochastic systems and in the statistic testing
framework. In this section, we shall briefly discuss the related issues.

12.4.1 Application to Maximizing FDR by a Given FAR

In Sect. 11.1.3, we have introduced a GLR solution to the residual evaluation and
threshold computation for stochastic systems modelled by (11.1)—(11.2). The core
of this approach is the computation of the FAR in the sense of Definition 12.1, which
is given by (see (11.16))

o <1 —prob(x*(m(s +1).87,) <87,). (12.86)
(12.86) can be equivalently written as
a < 1—prob(x*(m,(s +1),1) < 1) (12.87)
when the residual evaluation function is redefined by

rkas,k’"k—s,k
T
Now, if we set the residual generator according to Corollary 12.1, then we have
VR(s) € RHoo
Q2pe(R, Jin) € 2pE(Ropt, DE, Jih)-
As aresult, Ryp;, pg delivers the maximal probability

TH g KTk k
prob(k_s’;% ~1 ) feosk ;éo) (12.88)
ra
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while keeping the same FAR as given by (12.87). Remember that the probability
given in (12.88) is exactly the FDR given in Definition 12.2. In this context, we
claim that the solution presented in this section, namely the unified solution, also
solves the FD systems design problem for stochastic systems (11.1)—(11.2), which
is formulated as: given FAR (in the sense of Definition 12.1) find the residual gen-
erator, L and V, so that the FDR (in the sense of Definition 12.2) is maximized.

12.4.2 Application to Minimizing FAR by a Given FDR

The trade-off strategy proposed in Sect. 12.3 requires a threshold setting according
to (12.60), which also fits the FDR in the sense of Definition 12.2,

FDR = PrOb(”kT_s,krk—s,k > Ji | Jk—s.k # 0).

For the computation of the associated FAR « as defined in Definition 12.1, we can
again use the estimation

o <1 —prob(x*(m(s +1).87,) < Jun). (12.89)
Remember that the optimal residual generator R, r4 ensures that
VR(s) € RHoo,  S2FA(Ropt,FaA, Jin) € 2Fa(R, Jin).

It results in a maximum probability prob( xZ2(me(s + 1), S,Zd) < Ji1), which in turn
means R,y pa offers the minimum bound for o among all possible residual gener-
ators. In other words, R, Fa delivers a minimum FAR by a given FDR.

12.4.3 Equivalence Between the Kalman Filter Scheme
and the Unified Solution

In Sect. 12.4.1, we have demonstrated that the unified solution also solves the op-
timal design problem for stochastic systems. In this subsection, we shall reveal the
equivalence between the unified solution and the Kalman filter scheme, which gives
a control theoretical explanation for the results in Sect. 12.4.1 and a stochastic in-
terpretation of the unified solution as well.

For our purpose, consider system

x(k+ 1) = Ax(k) + Bu(k) + Eqd (k) (12.90)
y(k) = Cx(k) + Du(k) + v(k), v(k) = Fqd(k). (12.91)
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Suppose that d (k) is a white and normally distributed noise process with zero mean
and identity covariance matrix, i.e. d(k) ~ N'(0, I). Note that it holds

d(i) . , I Fj
E(L(ﬁ)][cﬂm (v(J>)T]>=[Fd Fd"FJ]Su-

As described in Sect. 7.2, a steady Kalman filter for the above system is given by

£k +1) = AR(k) + Bu(k) + La(y (k) — $(K)) (12.92)
r(k) =yk) —yk), Yk)=Cxi(k)+ Du(k) (12.93)

where
Lia = (AXCT + E4F])(cxCT + F4F]) ™! (12.94)

and X > 0 is the solution of Riccati equation
AXAT — X 4+ E4ET — Lig(CXCT + FyF])'LE, =0.
Recall that the Kalman filter delivers an innovation r (k) with
Ertky=0,  EFOFT()) = (CXCT + F4F)s;;.
Thus, adding a post filter
Via = (CxCT + FyF) ™2 (12.95)

results in
r(k) = Viar (k) ~ N (0, I).

Now, we compare (12.94) and (12.95) with the unified solution given in, for in-
stance, Theorem 7.18. It can be evidently seen that both schemes are identical. This
observation gives a stochastic interpretation of the unified solution, which helps us
to get a deeper insight into the unified solution. We claim that

e in case that the disturbance d (k) is a white noise process with d (k) ~ N (0, I),
then the FDF designed by means of the unified solution acts like a Kalman filter.
In this case

o the generated residual signal is a white noise and

e the covariance matrix of the residual signal is minimum.

The last feature is essential for detecting faults in a stochastic process. In the
framework of GLR technique [12], the minimum covariance matrix of the residual
signal ensures either a maximum fault detectability for an allowed false alarm rate
or a minimization of false alarm rate for a given fault detectability.
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12.5 Notes and References

Although this chapter is less extensive in comparison with the other chapters, it is,
in certain sense, the soul of this book. Different from the current way of solving the
FDI problems in the context of robustness and sensitivity, as introduced in the pre-
vious chapters, the model-based FDI problems have been re-viewed in the context
of FAR vs. FDR. Inspired by the interpretation of the concepts FAR and FDR in the
statistical framework, we have:

e introduced the concepts of FAR and FDR in the norm-based context

e defined SDF and SDFA and, based on them

e formulated two trade-off problems: maximizing fault detectability by a given (al-
lowable) FAR (PMax-SDF) and minimizing false alarm number by a given FDR
(PMin-SDFA).

In this way, we have established a norm-based framework for the analysis and design
of observer-based FDI systems. It is important to notice that in this framework the
four essential components of an observer-based FD system, the residual generator,
residual evaluation function, the threshold and the decision logic, are taken into
account by the problem formulations. This requires and also allows us to deal with
the FDI system in an integrated manner. The integrated design distinguishes the
design procedure proposed in this chapter significantly from the existing strategies,
where residual generation and evaluation are separately addressed.

It has been demonstrated that the unified solution introduced in Chap. 7 also
solves PMax-SDF, while the solution with inversing the magnitude profile of the
fault transfer function matrix is the one for PMin-SDFA. In the established norm-
based framework, a comparison study has further been undertaken. The results have
verified, from the aspect of the trade-off FAR vs. FDR, that

o the unified solution leads to the maximum fault detectability under a given FAR
and

o the ratio between the influences of the fault and the disturbances is the decisive
factor for achieving the optimum performance and thus the influence of the dis-
turbance should be integrated into the reference model by designing a reference
model based FD system.

One question may arise: Why have we undertaken a so extensive study on the
PUIDP in Chap. 6 and on the robustness issues in Chap. 7? To answer this question,
we would like to call reader’s attention to the result that the solution of the PUIDP is
implicitly integrated into the general form of the unified solution (12.30). In fact, the
solution of the PUIDP gives a factorization in the form of (7.286), which leads then
to (12.30). Also, it should be pointed out that in the established norm-based frame-
work, we have only addressed the FDI design problems under the assumption that
the residual signals are evaluated in terms of the £, norm. As outlined in Chap. 9, in
practice also other kinds of signal norms are used for the purpose of residual eval-
uation. To study the FDI system design under these norms, the methods and tools
introduced in Chap. 7 are very helpful. As additional future work we would like to
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mention that an “LMI version” of the unified solution would help us to transfer the
results achieved in this chapter to solving FDI problems met in dealing with other
types of systems.

In Sect. 12.4, we have demonstrated the equivalence between the unified solu-
tion and the Kalman filter scheme under certain condition, and briefly discussed the
possible application of the proposed approaches to the stochastic systems. It would
be also a promising topic for the future investigation. A useful tool to deal with such
problems efficiently is the optimal selection of parity matrices presented in Sect. 7.4,
which builds a link to the GLR technique.

A part of the results in this chapter has been provisionally reported in [38].



Chapter 13
Fault Isolation Schemes

Fault isolation is one of the central tasks of a fault diagnosis system, a task that can
become, by many practical applications, a real challenge for the system designer.
Generally speaking, fault isolation is a signal processing process aiming at gaining
information about the location of the faults occurred in the process under considera-
tion. Evidently, the complexity of such a signal processing process strongly depends
on:

e the number of the possible faults

o the possible distribution of the faults in the process under consideration,
e the characteristic features of each fault and

o the available information about the possible faults.

Correspondingly, the fault isolation problems will be solved step by step at different
stages of a model-based fault diagnosis system. Depending on the number of the
faults, their distribution and the fault isolation logic adopted in the decision unit, the
residual generator should be so designed that the generated residual vector delivers
the first clustering of the faults, which, in accordance with the fault isolation logic,
divides the faults into a number of sets. At the residual evaluation stage, the charac-
teristic features of the faults are then analyzed by using signal processing techniques
based on the available information about the faults. As results, a further classifica-
tion of the faults is achieved, and on its basis a decision about the location of the
occurred faults is finally made. If the number of the faults is limited and their distri-
bution is well structured, a fault isolation may become possible without a complex
residual evaluation.

The main objective of this chapter is to present a number of widely used ap-
proaches for the purpose of fault isolation. Our focus is on the residual generation,
as shown in Fig. 13.1. We will first describe the basic principle, and then show the
limitation of the fault isolation schemes which only rely on residual generators and
without considering the characteristic features of the faults and thus without the
application of special signal processing techniques for the residual evaluation, and
finally present and compare different observer-based fault isolation approaches.

S.X. Ding, Model-Based Fault Diagnosis Techniques, Advances in Industrial Control, 405
DOI 10.1007/978-1-4471-4799-2_13, © Springer-Verlag London 2013
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Fig. 13.1 Description of the fault isolation schemes addressed in Chap. 13

13.1 Essentials

In this section, we first study the so-called perfect fault isolation (PFIs) problem
formulated as: given system model

y(8) = Gyu(u(s) + Gyr(s) f(s) (13.1)

with the fault vector f(s) € R¥/, find a (linear) residual generator such that each
component of the residual vector r(s) € R¥/ corresponds to a fault defined by a
component of the fault vector f(s). We do this for two reasons: by solving the PFIs
problem

e the role and, above all, the limitation of a residual generator for the purpose of
fault isolation can be readily demonstrated and

e the reader can get a deep insight into the underlying idea and basic principle of
designing a residual generator for the purpose of fault isolation.

On this basis, we will then present some approaches to the solution of the PFIs
problem.

13.1.1 Existence Conditions for a Perfect Fault Isolation

In order to study the existence conditions for a PFIs, we consider again the general
form of the dynamics of the residual generator derived in Chap. 5
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r1(s) Sf1(s)
r)=| 1 | =REM()Gyr(s)f(s) = R(s)My(5)Gyy(s)
Ty (5) s (5)

The requirement on a PFIs can then be mathematically formulated as: find R(s)
such that

R(s)M,(5)G yf(s) = diag(t1(s), ..., 1k, (5)) (13.2)
which gives
ri(s) 11(s) f1(s)
: = : (13.3)
rks(s) Ty (8) frs (5)
where 1;(s),i =1, ..., ks, are some RH transfer functions. Thus, the PFIs prob-

lem is in fact a problem of solving (13.2) which is a dual form the well-known
decoupling control problem. In the following of this subsection, we will restrict our
attention to the existence conditions of (13.2) whose solution will be handled in the
next section.

It is evident that (13.2) is solvable if and only if

rank (M, ()G yf (5)) = k.

Recall that M, (s) € R"™*™ has a full-rank equal to m, the following theorem be-
comes evident.

Theorem 13.1 The PFIs problem is solvable if and only if
rank(Gyf(s)) =ky. (13.4)

Remember that in Sect. 4.3, we have studied fault isolability. We have learned
from Corollary 4.2 that additive faults are isolable if and only if the rank of the
corresponding fault transfer matrix is equal to the number of the faults. The result in
Theorem 13.1 is identical with the one stated in Corollary 4.2. Hence, we can claim
that the PFIs is solvable if and only if the faults are isolable.

Since M, (s) e R™*™, Gr(s) € R™<Kf and

rank(]\//iu (9)Gyr(s)) < min{rank(]\//;u (5)), rank (G y¢(s))} = min{m, k s}

we have the following.

Corollary 13.1 The PFIs problem is solvable only if

mZkf.
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Theorem 13.1 and Corollary 13.1 give some necessary and sufficient conditions
for the solution of the PFIs problem and reveal a physical law that is of impor-
tance for our further study on the fault isolation problem: Suppose that the FDI
system under consideration only consists of a residual generator and furthermore
no assumptions on the faults are made, then a successful fault isolation can only be
achieved if the number of the faults to be isolated is not larger than the number of the
sensors used (i.e., the dimension of the output signals). In other words, we are only
able to isolate as many faults as the sensors used. Surely, this is a hard limitation on
the application of the model-based FDI systems. Nevertheless, this strict condition
is a result of the hard assumptions we made. Removing them, for instance, by in-
troducing a residual evaluation unit which processes the residual signals by taking
into account possible knowledge of faults, or assuming that a simultaneous occur-
rence of faults is impossible, it is possible to achieve a fault isolation, even if the
conditions given in Theorem 13.1 or Corollary 13.1 are not satisfied.

Let the system model be given in the state space representation

Gyu(s)=(A,B,C, D), Gyr(s)=(A,Ef,C, Fy)

with A € R, B e Rk C e R, D e R™k E; e RV and Fy €
R™*kf Then, Theorem 13.1 is equivalent with the following theorem.

Theorem 13.2 The PFIs problem is solvable if and only if

sI—A Ef| .
rank|: _C Ff]_n+k~f'

Theorem 13.2 provides us with a PFIs check condition via the Rosenbrock sys-
tem matrix, whose proof can be found in Corollary 4.3.

13.1.2 PFIs and Unknown Input Decoupling

Taking, for instance, a look at the first row of (13.3), we can immediately recognize
that the residual r(s) is decoupled from the faults f>(s), ..., fkf (s) and therefore
only depends on fi(s). In general, the ith residual signal, ; (s), is sensitive to f;(s)
and totally decoupled from the other faults, f1(s), ..., fi—1(s), fi+1(s), ..., fi ().
Recall the problem formulation of the so-called fault detection with unknown input
decoupling, the selection of the ith row of the transfer function matrix R(s) is in fact
equivalent to the design of a residual generator with unknown input decoupling. In
this sense, the residual generator described by (13.3) can be considered as a bank
of dynamic systems, and each of them is a residual generator with perfect unknown
input decoupling. In other words, we can handle the residual isolation problem as
a special problem of designing residual generators with perfect unknown input de-
coupling formulated as following: Given

Y(8) = Gyu()u(s) + 8if () fi(8) + Gip () fi(s), i=1,....ky
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[ fi(s) ]

fo=| 10 e =lare s o)]
_fkf.(S)_

Gip()=[gif(s) - &io1f() &iv1s(s) -+ k(9]

find R;(s) € RHoo,i =1, ..., ks such that

ri(s) = Ri(s)My () (gi£ (5) fi (5) + Gip (s) fi (5))
= Ri ()M (8)gir () fi(s), i=1,... ky.

This fact allows us to apply the well-developed approaches to the design of residual
generators with perfect unknown input decoupling introduced in Chap. 6 to the fault
isolation. It is indeed also the mostly used way to solve the PFIs problem.

The idea of reducing the fault isolation problem to the design of residual gen-
erators with perfect unknown input decoupling is often adopted to handle the case
where a PFIs is not realizable, which is in fact mostly met in practice. Assume that
ky > m. Taking the fact in mind that for a system with m outputs and m — 1 un-
known inputs there exists a residual generator with a perfect unknown input decou-
pling, let’s define a group of sub-sets, each of which contains ks — (m — 1) faults.
For a system with m outputs and & ; faults, there exist

ky . ky _ ky! —k
m—=1)"\kp=m+1)" (m—Dlkf—m+1!"

such sub-sets. Now, we design k residual generators, each of them is perfectly de-
coupled from m — 1 faults. According to the relationships between the residual sig-
nals and the faults, a logical table is then established, by which a decision on the
location of a fault is made. Of course, in this case a fault isolation generally means
locating the sub-set, to which the fault belongs, instead of indicating exactly which
fault occurred. To demonstrate how this scheme works, we take a look at the fol-
lowing example.

Example 13.1 Suppose that
Gyr(s)=C(sI —A)'Ef+ Fr, CeR¥™™
Er=[en ep2 epy epa eps]€R™S
Fr=[fr fr2 fr2 fra [rs5]eRY

i.e. the system has three outputs, and five possible faults have to be detected and
isolated. Since m =3 < 5 =k, a PFIs is not realizable. To the end of fault isolation,

we now use the fault isolation scheme described above. Firstly, we define k = (;) =
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10 fault sub-sets:

S1=1{f1, fa, f3}, S2 =1{/1, f2, fa}, S3=1{f1, f3, fa}
Sa={f2, 13, fa}, Ss ={/f1. f2, f5}, Se = { /1. /3, f5}
S7=1{f2, 3. fs}, S ={/1. f4, f5}, So ={ /2, fa, f5}
S0 =13, fa, f5}.

Then, correspondingly we can design ten residual generators with perfect unknown
input decoupling on the basis of the following ten unknown input models

(Alers ers].Clfra frs]). (Alers ess].C[fr3 frs])
(A.ler2 eps].Clfra frs]).  (Alen ers].C.lfr frs])
(A.lers en].C[frs fral).  (Aler2 era] . C.[fr2 fra])
(Alerr ers] . C[ 1 fral).  (Alerz es].C.[fra fr3)
(A.ler eps].C[fr1 fr3]).  (Alenn en].C.[fn fr2]).

As aresult, ten residual signals are delivered,

ri(s) = Fi(fi(s), f2(s), f3(5)), ra(s) = Fa(f1(s), f2(s), fa(s))
r3(s) = F3(f1(s), f3(s), fa(s)), ra(s) = F4(f2(s), f3(5), fa(s))
rs(s) = F5(f1(s), f2(s), f5(5)). r6(s) = Fo(f1(s), f3(s), f5(s))
r1(s) = Fr(f2(s), f3(s), f5(5)), r3(s) = F3(f1(s), fa(s), f5(s))
ro(s) = Fo(fa(s), fa(s), f5(s)), ri0(s) = Fio(f3(s), fa(s), f5(s))

with r;(s) = F;(fi1(s), fi2(s), fi3(s)) denoting the ith residual as a function of
faults fi1(s), fi2(s) and fi3(s). Finally, a logic table can be established. Surely,
using the logic

ri (t) # 0 indicates that a fault is from S;, i=1,...,10

we are able to locate to which sub-set a fault belongs. The fact that a fault may in-
fluence more than one residual, however, allows to get more information about the
location of faults. To this end, the following table is helpful. In Table 13.1, “1” in
the ith column and the jth row indicates that residual ; is a function of f; and
“0” means that r; is decoupled from f;. Following this table, it becomes clear that
not every type of faults is locatable. For instance, if any three faults simultaneously
occur, then all of the residual signals will differ from zero. That means we cannot,
for instance, distinguish the situation f # 0, f> # 0, f3 # 0 from the one f> # 0,
f3 #0, fa#0. Nevertheless, under the assumption that no faults occur simultane-
ously the five faults can be isolated. Indeed, in this case, using residual generators
r1, 12, 3, r4 and rs, instead of all ten residual signals, a PFIs can be achieved.

Remark 13.1 The above discussion shows that the strong existence condition for a
PFIs may become weaker when we have additional information about faults.
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Table 13.1 Logic table for

fault isolation r rp r3 r4 s rg r7 Frg 19 T
fi 1 1 1 0 1 1 0 1 0 0
b 1 1 0 1 1 0 1 0 1 0
fz 1 0 1 1 0 1 1 0 0 1
fa 0 1 1 1 0 0 0 1 1 1
fs 0 0 0 0 1 1 1 1 1 1

13.1.3 PFIs with Unknown Input Decoupling (PFIUID)

We now extend our discussion to the process with a unknown input vector,

V) = Gyu(Suls) + Gyr(s) f(s) + Gya(s)d(s)

and study the problem, under which condition there exists a post-filter R(s) € R Ho
such that

R(s)My(s)G ya(s) =0, R()My(5)G yf (s) = diag(t1(s), ..., 1, (s))  (13.5)
which implies

ri(s) t1(s) f1(s)
r)=| | =REOM(5)Gyp(s)f(s) =
ka(S) tkf(s)fkf(s)

Below is a theorem which describes a necessary and sufficient condition for the
solution of (13.5).

Theorem 13.3 (13.5) is solvable if and only if

rank [ Gyr(s) Gya(s) ] = rank(Gyf (s)) + rank(Gyd(s)) (13.6)
= ks +rank(Gyq(s)). (13.7)
Proof Sufficiency: From Algebraic Theory we know that (13.6) implies there exists
a Ry(s) € RHy with
rank(Rl(s)) =m

such that

Ri($)My () [ Gyr(s) Gd(s)]z[cf(s) 0 ]

0 Gal(s)
rank(Gyr(s)) =kg,  rank(Gg(s)) =rank(Gya(s)).
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Let
R(s)=[Ra(s) O]Ri(s)
with
Ry(5)G p(s) = diag(11(s). ... 1k, (5))

then we have
R($)M(5)Gyy(s) = diag(r1 (5), ..., 1, (5)), R(s)My(s)G ya(s) =0.
Necessity: Assume that (13.6) is not true. Then for all R(s) ensuring
R(s)M()Gya(s) =0

we have
rank (R(s)Mu ()G yy (5)) < rank(Gy ()

(13.6) is hence a necessary condition for the solvability of (13.5). U

It follows from Theorem 13.3 that the solvability of the PFIUID problem de-
pends on the rank of Gy4(s) and the number of measurable outputs. In fact, such
a problem is solvable if and only if f(s) and d(s) have totally decoupled effects
on the measurement y(s). From the practical viewpoint, this is surely a unrealistic
requirement on the structure of the system under consideration. On the other hand,
however, it reveals an intimate relationship between the problem of fault isolation
and unknown input decoupling.

In the forthcoming sections, we are going to present a number of approaches to
the PFIs problem defined in the last subsection, most of which have been developed
following the decoupling principle. Without loss of generality, we consider only the
situation without unknown inputs.

13.2 Fault Isolation Filter Design

In this section, three approaches to the design of fault detection filters for the purpose
of a PFIs will be presented. For the sake of simplicity, we only deal with continuous-
time systems.

As known, on the assumption that the system model is given by

x(t)=Ax@®) +Bu®)+ E;f (), y()=Cx(t) (13.8)
we can construct an FDF of the form

(1) = AR + Bu®) + L(y() — (@),  $(1)=Cx() (13.9)
r()=V(y@ —3@) (13.10)



13.2  Fault Isolation Filter Design 413

whose dynamics is governed by
e)=(A—-LCe()+Eff(t), e(®)=x(t)—x(), r(t)=VCel(t).

Remembering our design purpose and the PFIs condition, it is in the following as-
sumed that

dim(y) =rank(C) =m > k; =rank(E ) =dim(f), V e Rk >,

We formulate the design problem as follows: Given system model (13.8) and fault
detection filter (13.9)—(13.10), find L and V such that the fault detection filter is
stable and VC (s — A+ LC)™} E s is diagonal.

Definition 13.1 A fault detection filter solving the above-defined problem is called
fault isolation filter.

13.2.1 A Design Approach Based on the Duality to Decoupling
Control

The basic idea of the approach by Liu and Si for the problem solution is based on the
so-called dual principle, namely the duality between the PFIs and the state feedback
decoupling which is formulated as: Given the system model

%(t) = Ax(t) + Bu(t),  y@)=Cx(t)

and a control law
u(t) = Kx(@t) + Fw(r)

find K and F such that the transfer function matrix

is diagonal. Let
AT = A, cT =B, E}=C, LT =k, vI=F
we obtain
(VC(sI —A+LC)'Ef) =C(s1 —A-BK)'BF.

The duality thus becomes evident.

Considering that the state feedback decoupling is a standard control problem
whose solution can be found in most of textbooks of modern control theory, we
shall below present the results without a detailed proof.



414 13 Fault Isolation Schemes
To begin with, a so-called fault isolability matrix is introduced. Write

Ep=[en - epi]
and let
pi=min{j:CAles; £0,j=1,2,...}, i=1,... ks

which are also called fault detectability indices. Then, the fault isolability matrix is
defined as

Fiso:[CApl_lejfl CApkf_lefkf]

With the definition of Fjy,, we are now able to state a necessary and sufficient con-
dition for the solvability of the design problem.

Lemma 13.1 The transfer function matrix VC(sI — A + LC )’lEf can be diag-
nosed if and only if Fis, is left invertible.

The following theorem is the core of the approach, which provides a means of
designing the fault isolation filter (13.9)—(13.10).

Theorem 13.4 Suppose Fis, be left invertible. Setting

L=([A%ep o A ep ]~ EpA) B+ Zi(1 = FiFyy) (13.01)
V =WF + Zy(I — Fi, F;) (13.12)

gives a diagonal transfer function matrix VC(sI — A+ LC )_1Ef, where Z1 and
Z» are arbitrary matrices with compatible dimensions, W is any regular diagonal

matrix, Fi';) is the Moore—Penrose generalized inverse of Fis, with

Fib = (Fl, Fiso) FL,

iso 50 iso

and A is a diagonal matrix with its entries A;,i =1, ..., ks, assignable.

It is worth to point out that setting L and V according to Theorem 13.4 only
ensures a diagonal transfer function matrix VC(sI — A+ LC Yy 'E # but not the
system stability. Hence, before formulas (13.11)—(13.12) are applied for solving the
PFIs problem formulated above, further conditions should be fulfilled.

Lemma 13.2 Ler Fj5, be left invertible and L be given by (13.11). Then, the char-
acteristic polynomial of the matrix (A — LC) is of the form

r(A) = (A" = A1) (AP = )T () = oW (V) (13.13)

where 7t1()) is the invariant polynomial with the degree equal to n — Yy i p; and
is uniquely determined once the matrices A, C, E ¢ are given.
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The following theorem describes a condition, under which a stable PFIs is en-
sured.

Theorem 13.5 Let Fjs, be left invertible. Then, fault detection filter (13.9)—(13.10)
with L being given by (13.11) is stable and ensures a fault isolation if and only if p;,
i=1,...,m,is one and the invariant polynomial 71 (1) in (13.13) is Hurwitz.

Remark 13.2 Following the definition of matrix Fjy,, the conditions that p; = 1 and
Fiso 1s left invertible imply
rank(CEy) =ky.
Furthermore, the following two statements are equivalent:
e the invariant polynomial 7r1 () in (13.13) is Hurwitz
e (A, Ey, C) has no transmission zeros in the RHP.

We have thus the following corollary.

Corollary 13.2 Fault detection filter (13.9)—(13.10) with L being given by (13.11)
is stable and ensures a fault isolation if and only if

[ ]
rank(CE ;) =k (13.14)

[ ]
rank[“C_A Eof}szrkf forallheCy. (13.15)

It is very interesting to notice the similarity of the existence conditions for a fault
isolation filter, (13.14)—(13.15), with the ones for a UIO stated in Corollary 6.6. This
fact may reveal some useful aspects for the design of fault isolation filter. Recall that
the underlined idea of a UIO is to reconstruct the unknown input vector. Following
this idea, it should also be possible to re-construct the fault vector when conditions
(13.14)—(13.15) are satisfied. The discussion in Sect. 6.5.2 shows for this purpose
Wwe can use system

X(t) = AZ(t) + Bu(t) + Ef f(t) + L(y(1) — CZ(1)) (13.16)
&)= (CEf)~(3() — CAR(t) — Cu(1)). (13.17)

Note that the implementation of the above system requires the knowledge of y(¢).

Theorem 13.6 Given system model (13.8) and suppose that y(t) is measurable and
the system satisfies (13.14)—(13.15), then system (13.16)—(13.17) delivers an esti-
mation for the fault vector.
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Surely, the application of this result is limited due to the practical difficulty of
getting y. Nevertheless, it reveals the real idea behind the approach presented here
lies in the re-construction of the faults. We know that the existence conditions for
such kind of systems are stronger than, for instance, the fault isolation systems de-
signed by the frequency domain approach, where the existence condition is

rank(Gyf(s)) = kg

which is obviously weaker than (13.14)—(13.15).

13.2.2 The Geometric Approach

In this subsection, an algorithm of using the geometric approach to the fault isolation
filter design will be presented, whose existence conditions are less strict than the
ones given in Theorem 13.5 and the order is equal to the sum of p;, i =1,...,ky.
We shall also briefly discuss the relationship between the order and the number of
the invariant zeros of the system under consideration. Without loss of generality, it
is assumed that k r = m.

We begin with the existence conditions of such kind of fault isolation filters.

Theorem 13.7 Suppose for system (13.8) the matrix Fis, is left invertible and the
transmission zeros of (A, E¢, C) lie in the LHP, then there exist matrices L and V
such that fault detection filter (13.9)—(13.10) ensures a PFIs.

In the following we present an algorithm that serves, on the one hand, as a proof
sketch for Theorem 13.7 and, on the other hand, as a design algorithm for the fault
isolation filters. The theoretical background of this algorithm is the so-called geo-
metric approach that has been introduced and handled in Chap. 6. The interested
reader is referred to the literatures given there.

Algorithm 13.1 (Design of fault isolation filters using the geometric approach)

S1: Determine L, that makes (A—L,C, E s, C) maximally uncontrollable by using
the known geometric approach, for instance Algorithm 6.6, and transform (A —
L,C,Ey,C) into

. - Al—Llf A3 - Ff 7
A-L,C [ o Az]’ Ey [0], c~[C 0]

by a state transformation 7, and an output transformation V,, where (A —
l: 1C, E ¢, C) is perfectly controllable, L; is arbitrary and the eigenvalues of
A are zeros of transfer function matrix G sy (s) = C(s] — A)~! Eg
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S2: Set
— __ — _pk.—1
Fiso = [CAfl_lél CAllokf ékf]
where
Ef=[e1 - &
pi=min{j:CA{ 'e;#£0, j=1,2,...}, i=1,....ks
S3: Set
— o —Dk s _ ——1 ——1
Ll = (I:Aflel e Alkfekf] — M) FiS()’ Vl = WFiS()
with
p1—1 _ piy—l _
M= > OlklAlfé] > OlkkallcEkf
k=0 k=0
) (13.18)
W =diag(u1, ..., pk,)-
The coefficients ax;, k=1,...,0; —1,i =1, ..., ks, are arbitrarily selectable

but should ensure the roots of polynomials

pi—1
D aust =0, i=1... ks
k=0

lie in the LHP
S4: Construct the residual generator:

2(t) = (A; — L1C)z(t) + Byu(t) + (Lo + L1 V,)y(t)
r(t) = Vi(Voy(t) — Cz(1))
where

Ar=[1 0]T,(A—L,O)T," [(I)] , C=V,CT, [(I)}

L,=[1 0]T,L,, Bi=[I 0]T,B.

The dynamics of the fault isolation filter designed using the above algorithm is
governed by

é(s) = (A1 — L1C)e(t) + Er f (1) + A3xa(t)
() = Aria (1), r(t) = V,Ce(r).

Since Aj is stable, the influence of %»(7) on the residual vector r(7) will vanish as ¢
approaching infinity, and thus it is reasonable just to consider the part

r(s)=ViC(pl — A1+ LiC) " "E/ f(s)
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which, as will be shown latter, takes the form

Hi
o + i1 P + - + i pPi=! + pPi

ri(s) = i=1,...,kf.
To explain and to get a deep insight into the algorithm we further make following
remarks.

Remark 13.3 The definition of matrix M ensures that condition
rank(CEy) =k

can be replaced by
rank(Fi5o) = kf

that is, p; can be larger than one. Indeed, the dual form of this result is known in the
decoupling control theory. We shall also give a proof in the next subsection.

Remark 13.4 Ttis a well-known result of the decoupling control theory that the order
of the transfer matrix between the inputs and outputs after the decoupling is equal
to the difference of the order of the system under consideration and the number of
its invariant zeros. Since the triple (Al, E 1 C) is perfect controllable, that is, it has
no transmission zeros, it becomes evident that

ky

dim(A) =) pi.

i=1

13.2.3 A Generalized Design Approach

The approaches presented in the last two subsections are only applicable for the
purpose of component fault isolation. In order to handle the more general case,
namely isolation of both component and sensor faults, an approach is proposed by
Ding et al., which is established on the duality of the fault isolation problem to the
well-established decoupling control theory. In this subsection, we briefly introduce
this approach with an emphasis on its derivation of the solution, which, we hope,
may give the reader a deep insight into the fault isolation technique.
The fault model considered here is given by

Gyp(s)=Fr+C(pl — A)Ey (13.19)

with (A, Ey, C, Fy) as a minimal state space realization of Gy (s). Without loss of
generality and for the sake of simplicity, it is assumed k; = m.

To begin with, the concepts of fault isolatability matrix and fault detectability
indices introduced in the last subsections are extended to include the case where

Fr#0.
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Denote
Efz[efl efkf]’ Ff:[pl ka]
then the fault detectability indices are defined by

o, Fi#0,i=1,...ky
PE= \min{j:CAI ey #£0,j=1,2,...}, F,=0i=1,....k;

and the fault isolatability matrix by

Fio = [Fiso,l Fiw’kf]
Fio, : = Fi Fi?éo’izl,...,kf
iso,i CAPi—lefi, F, =0, i:l,_._’kf.

In order to simplify the notation, we assume, without loss of generality, that
Fi#0, i=1,...,q—1, and F;=0, i=gq,... ky
thus, Fjs, can be written as
Foo=[Fi - Fpy CAnZlegy o ca™len | (320

On the assumption that Fj, is invertible, we now introduce matrices G, L, T, V
and W:

0 0 —a0
Gy 0 1 0 —Qi
G_ : E ’ Gl = . ’ IZQa akf
0 G : .o :
kr 0 - 1 —ajp1
(13.21)
L=([es1 - erq—1 APiesy - Apkfefkf]_M) F, (13.22)
pg—1 Pyl
M=|0g ... 0 Z aqkAkefq Z Olkkakefkf (13.23)
k=0 =
ky
T: [efq “ee qu_lefq N efkf P Apkf_lefkf] GR"X’O, p:Z’O‘
i=q
(13.24)
V =diag(u1, ... ) Fry, (13.25)

W =VCT. (13.26)
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In the following, we shall study the properties of G, L, T, V and W and how to
make use of these properties to construct a fault isolation filter. To this end, we first
prove that

WoT™ =V,C (13.27)
holds, where 7~ satisfies
T™T=1I,xp
and will be specified below, and
wi - 0 0 0 pg -~ 0
Vi . . . —1 S . —1
VZ[V21|’ Vi=| o 0 | e, V2= 0 s | e
0 0 wug-1 O 0 0 -
(13.28)
Wi .
W= W, with Wy = V{CT, W =V,CT. (13.29)
It is straightforward that
W=VCT=V [Cefq s CAPilepy oo Cepr, -+ CApkf*lefkf:I
Og—1)x(g-1)
2 0 e 0
= diag(u1, .. i) | 0 gt ;
c 0
o ... 0 &,
with row vectors g;, i =g¢,...,ks, whose entries are zero but the last one which
equals one. That implies
I 0 73 0
W, =0, Wy = (13.30)
0 iy J L0 2,

rank(W7) =k — g + 1 = the row number of W5.

Now, we solve
Vo,CTy =0 (13.31)
for 71 with

[T Tl]eR”X”, rank[T T1]=n.
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Note that due to (13.30) such a T; does exist. Let
T_ nxn
[

[T_}[T nl=[r Tl][T_ = L. (13.32)

with

It turns out

T

V,C[T Tl][T }:vzcz[wz o]| _]=W2T_

which proves (13.27).
Next, we shall prove

T G G _
[Tl_}(A—LC)[T T1]=|:0 G?] Gi=T (A—LO)T1 (13.33)
B_] (Ef— LFy) = [T_(EfO_LFf)} . (13.34)
1

For our purpose, we check (A — LC)T . Since

AT =[Aesq -+ APiesq - Aefry o Apkfefkf]

LCT=[LCefq o+ LCAPi7Yey, - LCepr, - LCApkf_lefkf:I

and furthermore we have

CArepi =0, k=0,....,p =2, i=gq,....k;

pi—1
LCAP ey = APiesi — Y auAles, i=gq.....ky
k=0

where the first equation is due to the definition of fault detectability indices and the
second one the definition of matrix L, it holds

pg—1 ﬂkf*1
(A—LC)T:|:Aefq ey aqkAkefq e Aepr, Y akkakefkf .
= . . .

(13.35)
It is of interest to notice that all columns of matrix (A — LC)T can be expressed in
terms of a linear combination of the columns of matrix 7, that is,

Im((A — LC)T) € Im(T). (13.36)
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Hence, it is obvious that
Tl_(A —LO)T =0.

Let ¢, be the ith row of matrix T, then it follows from (13.35) that for i =
pi-1+1.j=q,....kf, pg—1 =0

tT(A=LOT=[0 -+ 0 ajp 0 - 0]

with a o at the B8;_| = (Z,]C;; pr)th entry and otherwise for ;1 + 1 <i < 8;,
Jj=q,....ky

tT(A-LOT=[0 -+ 01 0 -+ 0 a 0 - 0]
l=i—pj1—-1
with “1” at the (i — 1)th entry and « ;o at the 8;th entry. As a result, we obtain
T (A-—LCO)T =G.

Thus, the proof of (13.33) is completed.
The proof of (13.34) is evident by noting the fact that

LFf = ([efl cefg-1 Apflefq .. A'Okfefkf] — M) |:1(‘1—1)6<(q—1)1|
z[efl e epgm1 0 e ()]
- Ef—LFfz[O - 0 efqg efkf]

= Im(E;—LFy) CIm(T)

which leads to
T (Ef—LFf)=0.

Now, we are in a position to construct a fault isolation filter based on matri-
ces G, L, T, V,, Wa, respectively defined by (13.21), (13.22), (13.32), (13.28)
and (13.29). Note that during the above study no assumption is made on «;;,
i=gq,....ks, j=0,..., pi — 1, they can be so selected that the dynamic system of
the form

2@ | _[G Ga|[zi1(0) T- T—
[Zz(t)} B [ 0 G } I:ZZ(I)] + [Tl—} Bu() + [Tl—} Ly(r) (13.37)
is stable. Moreover, we define

r(t) = [’;(”] = —Wzi(t) — VDu(t) + Vy(t) — VCTiz2(t). (13.38)
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Now, we check if (13.37)—(13.38) build a fault isolation filter. To this end, we take
a look at the dynamics of the residual generator. Introducing variables

e =T x() —z1(1), E) =T, x(t) —z22(1)
and noting that
VC[T Ti|=[W VCTi]
= VCx()=W(e(®) +21()) + VCTI(E() + 22(0))
yield
8()=Ge() + T (Ef —LFp) f() + GaE(r), £ =GE()  (13.39)
r(t) = We(t) + VF; f(1) + VCTIE®). (13.40)

We now calculate T~ (Ey — LFy) and V Fy f (s). Since

(Ef —LF)=[0 --- 0 erq - egif]
we obtain
0 ¢ 0 R ]
T (Ef—LFp)=T [0 -+ 0 esq - epx,;]= 0 0
Do . .0
o o - 0 e,
where all entries of column vector ¢;,i =g, ..., ks are zero but the first one which
equals one. and
. lig-1x@q-1)
VFf=dia (ul,...,uk.)[ q 4 .
/ £ POk —g)x kp—q)

On the assumption that G is stable and thus its influence on r(s) will vanish as 7
approaching infinity, we finally have

r(s)=W(I—G) 'T™(Ef — LFp) f(s)+ VFrf(s)
i fi(s)

l/«q—lfq—l(s)
= kaq(s) _ (13.41)

ﬂq*l
pr Zk=() Og—1k P

Hf’l fkf(s)

Pk Pk
L P I DA o -1k P

It is hence evident that the residual generator (13.37)—(13.38) does deliver a PFIs.
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From (13.41), we see two interesting facts:

e The residual generator can be divided into two independent parts: a static subsys-
tem that delivers an isolation of faults, f1,..., fy—1, and a dynamic subsystem
used for isolating faults fg, ..., fi,

e Setting u; =1,i=1,...,q — 1, gives

ri(s) J1(s)

ra1®) | | fasr9)

thus these faults can be identified. This fact can also be interpreted as: The ap-
proach described above is applicable for sensor fault identification.

In order to get some insight into the construction of the residual generator
(13.37)—(13.38), we shall briefly discuss its structural properties from the viewpoint
of control theory.

We know that the observability is not affected by the output feedback, thus the
subsystem (V CTy, G1) should be observable. On the other hand, the modes of G
are not controllable by (E s — L Fy). Indeed, the eigenvalues of G are transmission
zeros of the transfer function matrix G 7 (s). To demonstrate this claim, we consider
the Smith form of system matrix

P(s)z[”C_A fﬂ

Since the output feedback —Ly(s) and changes of state space and output bases do
not modify the Smith form, we find

sl —G G, T (Ef—LFy)

O K M R
L f 14 WCT; Fy
[sI—G T (Ef—LFy) 0
~ w Fy 0
|0 0 pl — G

It follows from (13.41) that

sI—G T (Ef—LFy) - 1
w Fy W(pl —G) 'T=(E;—LFf)+VFy |

Recall that the transfer function matrix W(sI — G) ™' T (E f— LFy)+ VFy has
no zeros, we finally have

I
P(“)“[o sI—Gl]'



13.2  Fault Isolation Filter Design 425

It thus becomes evident that the transmission zeros of P(s) are identical with the
eigenvalues of s/ — G which are invariant to the output feedback.

Remark 13.5 Itis worth noting that if only sensor faults are under consideration, i.e.
rank(Fy) =ky, Ef=0

then L = 0. That means a fault isolation is only possible based on the system model
instead of an observer. The physical interpretation of this fact is evident. Since all
sensors are corrupted with faults, none of them should be used for the PFIs purpose.
On the other hand, in Sect. 14.1 we shall present an algorithm that allows a perfect
sensor fault identification, which also solves the sensor fault isolation problem.

In summary, we have the following theorem and the algorithm for the fault iso-
lation filter design.

Theorem 13.8 Suppose that for system (13.19) the matrix Fjiy, is left invertible and
the transmission zeros of (A, E¢,C, Fy) lie in the LHP, then system (13.37) and
(13.38) provides a PFIs.

Algorithm 13.2 (Design of fault isolation filters)

S1: Set Fj, according to (13.20) and G, L, T according to (13.21)—(13.24)
S2: Set V, W according to (13.25)—(13.26)

S3: Solve (13.31) and (13.32) for Ty, T—, T|

S4: Compute G, G according to (13.33)

S5: Construct residual generator according to (13.37) and (13.38).

Example 13.2 In this and the next examples, we are going to demonstrate the appli-
cation of Algorithm 13.2 to the solution of fault isolation problem. We first consider
the benchmark system LIP100 given in Sect. 3.7.2. Our intention is to isolate those
three faults: position sensor fault, angular sensor fault as well as the actuator fault.
Checking the transmission zeros of the corresponding fault transfer matrix reveals
that this fault transfer matrix has two RHP zeros (including the origin)

s1=4.3791, sy =0.

Thus, it follows from Theorem 13.8 that FDF (13.37) and (13.38) cannot guarantee
a stable perfect fault isolation. In order to verify it, Algorithm 13.2 is applied to the
LIP100 model. Below is the design result:

S1: Computation of Fjs,, G, L, T

10000 O 0 0 0 —1.9504
0 0 —13.7555

Fio=| 0  1.0000 0 C o L={4 0 o040
0 0  —6.1347 0 0 0700

G = —2.0000, T=8B
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S2: Setting
1 0 0
V=]0 1 0
0 0 —-0.1630

S3: Solution of (13.31) and (13.32) for T, T~

0 1.0000 0

1.0000 0 0 B
hi= 0  0.0000 0 ’ T~ =[0.0000 0 —0.1630 0]
0 0  1.0000

S4: Computation of G1, G»

—2.0000 0.0210 0.0000 0.0001

G Gy | _| 0.0000 0 0 1.0000
0 Gi| | 0.0000 0 0 0
—0.0000 19.7236 0 —0.1250

which has four eigenvalues:
—2.000, —4.5041, 4.3791, O.

This result verifies our conclusion.

We now extend Algorithm 13.2 aiming at removing the requirement on the trans-
mission zeros of (A, Ey, C, Fy). Let us first express the dynamics of the residual
generator (13.39)—(13.40) in the transfer matrix form

r(s)=(W(pl —G)'T(Ef — LFy)+ VFf) f(s)
+(W(pI — G)"'G2+ VCTy)(pI — G1)~'&(0). (13.42)
Considering that there exists a diagonal R(s) € R'H o so that
R&)(W(pI —G) "G+ VCT)(pl — G1) ™' € RHoo

and R(s)(W(pI — G)! T~ (Ef—LFy)+V Fy)remains diagonal, R(s)r (s) builds
a residual generator which results in a PFIs, that is, satisfies (13.5), and is stable, in-
dependent of the placement of the transmission zeros of (A, E ¢, C, Fr) in the com-
plex plane. In this way, the requirement on the transmission zeros of (A, E¢, C, Fy)
can be removed. Note that this extension can considerably increase the order of the
residual generator.

Example 13.3 In this example, we re-study the fault isolation problem for the
benchmark system LIP100 by applying the above-described extension. Remember
that in Example 13.2, we have found out that due to the transmission zeros equal to
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4.3791 and 0 we can achieve a fault isolation using Algorithm 13.2 but the resulted
fault isolation filter is unstable. We now multiply

s(s —4.3791)

RO =T Do+

to the residual vector described in Example 13.2. It results in
5(s—4.3791)
e 16)

Rs)r(s)= | 53220 f(s)

s(s—4.3791)
G616 3()

s(s —4.3791)
(s +D(s+3)

Note that the unstable poles in the second transfer matrix are canceled by the zeros
of R(s) so that the second term in the residual signals will vanish as ¢ approaching
infinity. In this way, a stable fault isolation is achieved. It is worth mentioning that
the on-line implementation of post-filter R(s) should carried out in the observer
form.

(W(sI —G)™'Ga+ VCT)(sI — G1)"'£(0).

13.3 An Algebraic Approach to Fault Isolation

In the last section, we have introduced different approaches whose application to
fault isolation is more or less restricted. For the approach proposed by Liu and Si as
well as the generalized design approach the applicability depends on the structure
of the system model. In this section, we shall present an approach, which is in fact
an extension of the UIDO design approach presented in Sect. 6.5.4. Thus, this ap-
proach can be used both for the parity relation based and the observer-based residual
generator design.
Consider system model

V@) = Gy @u(@) + Gy () £ 2) (13.43)

with (A, B, C, D) and (A, E¢, C, Fy) as minimal realization of transfer matrices
Gy, (z) and Gy (z) respectively. Recall that a residual generator can be constructed
either in a recursive form like

2(k+1) =Gz(k) + Hu(k) + Ly(k), z(t) e R’
r(k) = vy(k) —wz(k) — vDu(k)

with G, H, L, v and w satisfying the Luenberger conditions, or in a non-recursive
form like

r(z) = vs (yv(k) H,, v”s(k))
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with v denoting the parity vector. For both of them, the system dynamics related to
the fault vector can be described in a unified form

r(@) =wG 2z e(z) + vy Hysl fs f5(2) (13.44)

where e(z) is a vector which, in fault-free case, will be zero as time approaching to
infinity,

0 0 &
1 0 0 g 2l
G=|0 1 : . g=|:
: -'. 0 g37] gS
0 0 1 g
Fy 0 0
CE F
Hpy = o !
: . . 0
| CAS'E; ... CE; Fy
kaxkf 0 0 f(Z)Z_S
. wgl ' ' : [z
e . LK@=
: . 0 :
_wGS_lgkaxkf oo W8Ik pxky  Mkpxks f@)
w=[0 - 0 1], v=[vs0 -+ vss]

and g = 0 in case of the parity space approach is used (the non-recursive form) as
well as

Us,0

Us,1
L=-— . — 8Vs, sy, UV =Vg5

Vs, s—1

which describes the relationship between these two forms. Starting from (13.44),
we now derive an approach to the design of residual generators for the purpose of
fault isolation.

We first introduce following notations:

Ffi 0 0
—i Ceyi Fyi :
Hf,sz .fz 'fl

CAles - Ceyi Fy
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fiz™*
. f,’(Z)Z_S_H i
fi@= : . Ey=lent o epicn e o egig]
fi(@)
F}-=[Ff1 o Frict Friyt -+ Fprg ]
. [ fi@) ]
F;c o o .
. CE! Fi . : ; Ji-1(2)
H. = f f , ="}
I : - - Fe@ fir1(@)
: . . (0]
CAS'EL ... CE} F} :
| S, (2)
fi(z)z—s
; fiz)z=st!
fi@= :
i@
L —1yx(kp—1) @) 0
| welap-nxa-n '
fs — .
: . . 0]
wGsflgI(kf—l)x(kf—l) o WLk —yxkp—1)  Lkp—1yx(kp—1)
1 0 ... 0
s wg
I’fs=
: . .0
wGlg . wg 1
then (13.44) can equivalently be written as
r@) =wG'ze(2) + vy (Hh, I f1) + Hy T fL (D). (13.45)

Remember the claim that a perfect unknown input decoupling is achievable if the
number of the outputs is larger than the number of the unknown inputs. Taking f*(z)
as a unknown input vector, we are able to find k ; parity vectors, vél_ ,i=1,...kyp,
such that

v HY =0, i=1,... k.

Note that the order of the parity vectors must not be identical, hence we denote
them separately by s;. Corresponding to the k s parity vectors, we obtain k s residual
generators
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ri(z) = winiZ_Siei(Z) + Ué (Hlfs ;stl (2) -i—ﬁlﬂs _}S]FSI(Z))
= win"zfs"ei(z) + véﬁ}’sl_}sﬁ(z).
Since ¢/ (z) is independent of f'(z), as a result, we claim that r'(z) only depends
on fi(z). That means the residual generator bank, r'(z), i =1, ..., ks, delivers a
perfect fault isolation. Notice that during the above derivation no assumption on the

structure of the system under consideration has been made. The following theorem
is thus proven.

Theorem 13.9 Given system model (13.43) with m > kg, then there exist s;,
i=1,...,kr, and ky residual generators r'(z) with dimension s;, i =1,...,ky,
such that each residual generator is only influenced by one fault. And these residual
generators can either be in a recursive form like

Zk+1)=GiZ (k) + Huk)+ Liyk), 7'(k)eR" (13.46)
ri(k) = vl y(k) — wiz' (k) — v’ Du(k) (13.47)
or in a non-recursive form like

' (@) = vl (y5, (2) — Ho s (2)). (13.48)

Dynamic systems (13.46)—(13.47) are in fact a bank of residual generators. On
the other hand, they can also be written in a compact form

z(k + 1) = Gz(k) + Hu(k) + Ly(k) (13.49)
r(k) = Vy(k) — Wz(k) — V Du(k) (13.50)
with
z! rl G 0 H!
z=1 1, r= , G= , H=
ks rkr 0 Gy, HFr
L! ] wy 0
L = : ) V = : ’ W = .
Lkr Vk o W

We now summary the main results achieved above into an algorithm.

Algorithm 13.3 (An algebraic approach to designing fault isolation systems)

S1: Form matrix H } ,, and solve

véi[Hi

fisi ﬁiﬁsi]=[0 A], i=1,...ky

for vg,. A # 0 is some constant vector and vy, is a parity vector
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S2: Construct residual generator in the non-recursive form
rt (z) = U;-,- (yx,- (2) — Ho,sius,' (Z))

or
S2: Set vector g’ ensuring the stability of G; and let

0 - -~ 0 g
1 i i
0 0 & g
Gi=|0 1 , g =\ :
. . i
: 0 & Esi
i
L 0 0 1T g J
0 i i i
Vol Vg2 0 Vg a—1 VUsis CB
i i CAB
Hi — vs,—,2 vS[»S[ 0
i cAS~!B
_US,',S,' O 0
i
vsi,O
Ui
i _ i1 i i__ i U __
L'=- [ 8 Vs si0 V=V 0 w _[O
i
US,',S,'fl

S3: Construct residual generators according to
Z(k+1)=Giz' (k) + H'u(k) + L'y (k)

ri(k) = vy (k) — w'z (k) — v Du(k).

13.4 Fault Isolation Using a Bank of Residual Generators
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As mentioned at the beginning of this chapter, a fault isolation problem can be in

fact equivalently reformulated as a decoupling problem described by

r1(s) 11(s) f1(s)
= R()My ()G (s) f(s) =

i, ) 1, (5) fi, )

Denoting the rows of R(s)ﬁu (s) with £;(s), i = 1,...,kz, then the fault isola-
tion problem can be interpreted as a search for a bank of residual generators, 7; (s),
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i=1,...,kyr. In the early development stage of FDI technique, the strategy of us-
ing a bank of fault detection filters was considered as a special concept for solving
the fault isolation problem. The so-called dedicated observer scheme (DOS) and the
generalized observer scheme (GOS), developed in the end of the 1970s and at the
beginning of the 1980s by Clark and Frank with his co-worker respectively, are two
most known fault isolation approaches of using a bank of residual generators.

13.4.1 The Dedicated Observer Scheme (DOS)

The DOS was proposed by Clark originally for the purpose of sensor fault isolation.
The idea behind the DOS is very simple. On the assumption that k ; sensor faults
have to be detected and isolated, k s residual generators are then constructed, and
each of them is driven by only one output, that is,

ri(s) Fi(u(s), yi(s))
L= : (13.51)
Tk (8) Fie, (u(s), yk; ()

where F; (u(s), yi(s)), i =1, ..., ky, stands for a function of the inputs and the ith
output y; (¢). It is evident that the ith residual, 7; (¢), will only be influenced by the
ith sensor fault f;, it thus ensures a sensor fault isolation. Below we briefly show
the application of DOS concept for the sensor fault isolation.

Suppose the system model takes the form

y1(s) Gi(s)u(s) + f1(s)
ye)=| [ =Guuls)+ f(s)= : (13.52)
Ym () G ($)u(s) + fin(s)

with f(s) standing for the sensor fault vector. We now construct m residual genera-
tors as follows

ri(s) Ri(s)(My1(5)y1(5) — Nt ()u(s))
r(s) = : = : (13.53)
P (s) Rin (8) My (8) Y (8) — Num (5)u(s))

where A//?u,'(s), ﬁui(s) denote a left coprime pair of transfer function G;(s), i =
I,...,m, Ri(s),i =1,...,m, a parametrization vector. It leads to

ri(s)=Ri()Mui () fi(s), i=1,....m

which clearly means a perfect sensor fault isolation.
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Remark 13.6 The original form of DOS approach was presented in the state-space.
Under the assumption

Ci D
GyM(S)Z(A5B9caD)7 C= E ) D= E
Cn Dy,
the ith residual generator is constructed as follows
(1) = AR() + Bu(t) + Li (yi (1) — Ci (1) = Di(Du (1))
ri(t) = yi(t) — CiX(t) — Diu(t)
and whose dynamics is governed by
ée(t)y=(A—L;Cpe(t) — L; fi(s), ri(t) = Cie(t) + fi(1).

It is evident that the residual signal 7; only depends on the ith fault f;.

Remember the claim that every kind of residual generators can be presented in
the form

r(s) = R(s) (M, (5)y(s) = Nu(s)u(s)). (13.54)

As will be shown below, the bank of residual generators (13.53) is in fact a multi-
dimensional residual generator. Thus, all results achieved in the last chapters are
also available for a bank of residual generators. In order to show it, we first rewrite
(13.53) into

) [ Ri)(My1(s)y1(s) — Nur(s)us))
) | L R (8) Flam ()Y (5) — N ()1 (5))
_Rl(s) 0
|0  Ru®)
M1 (s) 0 y1(s) Nui(s)
X — u(s)
0 Mum(s) | | ym(s) Num(s)

Introducing notations:
Mui(s)=(A—LiCi,—L;,Ci,1),  Nui(s)=(A—L;iCi, B—L;C;,Cy, D;)
and e; for a vector whose the ith entry is one and the others are zero, then we have

Myi(s) = e; (I-C(sI—A+Lie;C)"'Ly)
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Nui(s) = ei(D+C(sI — A+ Lie;C) ' (B — Lie; ©)).

Note that
[0 -+ 0 Mu(s) 0 - 0]=e(I-C(sI—A+Lie;C)"Lie;) := My (s)
so setting
l_,[:L,-ei
gives
ri(s) R\(s) 0 M) [ 310 Nui(s)
o= : S Do |u)
Fm(s) 0 R (s) | \ L Mum(s) | [ ym(s) Num(s)
with
Myi(s) =e;(I —C(sI —A+L;C)'L;)
Nui(s) =ei(D+C(s1 — A+ LiC)" (B~ L;C)).

Recalling the coprime factorization of transfer matrices, we are able to rewrite
M,;(s) and N,;(s) into

Mi(s) =i Qio($)Mp(s),  Nui(s) =€ Qio(s) Ny (s)
where

My(s)=1—-C(sI—A+L,0) 'L,
N,(s)=D+C(sI —A+L,C)""(B—L,D)
Qio(s) =1+C(sI —A+L;C) (L, — L)

with L, denoting some matrix ensuring the stability of matrix A — L,C. This leads
finally to

ri(s) [ Ri(s) 0 e101,(s)
: = : (Mo($)y(s) — No(s)u(s))
P (S) L O R (s) em Qmo(s)
[ Ri(s)e1Q10(s)

= : (Mo (5)y(s) = No(s)u(s)).
L R (8)em Qmo(s)
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Thus, setting

Ri(s)e1Q1o(s)
R(s) = :
Ry (8)em Qmo(s)

we obtain the general form of residual generators (13.54). This demonstrates that a
bank of residual generators is in fact a special form of (13.54).

The DOS has also been extended to the solution of actuator fault isolation prob-
lem, where the system inputs are assumed to be

ui) =uei(t) + fi®), i=1,....ks

with f; being the ith fault in the ith input. Analogues to the (13.51), we are able to
use a bank of residual generators

ri(s) Fir(ui(s), y(s))

re®) | L By G ), ()

for the purpose of actuator fault isolation. Note that since y(s) may depend on every
input signal u;(s) the ith residual regenerator F; should be so designed that it is
decoupled from u(s), j # i. This, as shown in the last section, becomes possible
when the number of the outputs is at least equals the number of the inputs (and so
the number of the faults).

The advantage of the DOS is its clear structure and working principle. In against,
the application fields are generally limited to the sensor fault isolation.

Remark 13.7 In literature, the reader may find the statement that less robustness is
an essential disadvantage of the DOS. It is argued as follows: For the construction
of each residual generators only one output signal is used. In this case, as known,
the design freedom is restricted. Remember, however, on the assumption that sensor
fault may occur in every sensor (and so every output) we can only isolate sensor
faults and have in fact no design freedom for the purpose of robustness. Thus, the
above claim is, although it seems reasonable, not correct. Of course, in case that only
a part of sensors may fail, for instance, y1, ..., Viys and the rest, Ykpt1s--vs Yms will
fault-freely work, we can modify the DOS as follows

rl(s) Fl(u(s)syl(s)vykf-Fl(s)»'-~7ym(s))
rks(s) Fiep (u(s), kg (8), Yip41(8), -, ym(5))
It becomes evident that the degree of freedom provided by yk,+1(s), ..., ym(s) can

be utilized for the purpose of enhancing the robustness of the FDI system.
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13.4.2 The Generalized Observer Scheme (GOS)

The GOS was proposed by Frank and his co-worker. The working principle of the
GOS is different from the one of the DOS. Assume again there exist k y < m faults to
be isolated. The first step to a fault isolation using the GOS consists in the generation
of a bank of residual signals that fulfill the relation:

ri(s) Q1(f2(5), .-, frs(5))
: = : . (13.55)
ris(s) Ok (f1(8), -, frp—1(5))
A unique fault isolation then follows the logic
— ifallr; #0 exceptry then f; #0 (13.56)
— ifallr; #0 except Ty then fkf #0. (13.57)

Although this concept seems quite different from the logic usually used, namely,

ri(s) Q1(f1(5))

iy (s) Ok, (fi, ()
with
ifri 20 then f; 0, i=1,...,ky (13.58)

the existence conditions for a PFIs remains same. To explain this, we only need to
notice the fact that the logic (13.56)—(13.57) is indeed complementary to the logic
(13.58), that is, if a fault is localizable according to (13.56)—(13.57), then we are
also able to locate the fault uniquely using (13.58). To compare with the DOS, we
demonstrate the application of the GOS to the sensor fault isolation. To this end, we
consider again process model (13.52) with ks = m sensor faults to be detected and
isolated.
Under the use of notations

C Gi(s) ] m i) ] C i) T
G I S N
CGO= e [ T e | YT e

| Gus) | L) | | )

the system model can be rewritten into

i) =Giu+ fi(s), i=1,....m
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on account of which, the GOS residual generators are constructed in the following
form

ri(s) = Ri()(Mi(9)¥i(s) — Ni(u(s)), i=1,....m (13.59)
whose dynamics is governed by
ri($)=Ri($M;(s) fi(s), i=1,....m (13.60)

where M;(s), N;(s) are a left coprime pair of transfer matrix G;(s). It is evident
that (13.60) fulfills (13.55).

The original version of the GOS was presented in the state space form described
by

X(1) = AX(1) + Bu(t) + Li (51 (t) — Cik (t) — Dy (Du(t))
ri(t) = yi(t) — CiX(t) — Dju(t)
whose dynamics is then given by

é)=(A—LiCpe(t)—Lif;(t),  ri(t)=Cie(t)+ fi(t)

where
M Cy ] [ Dy ]
C : :
~ . — | b
Guo=@.B.CD), C=|:|  G=|g|. Di=|p
i+1 i+1
Cn .

Analogues to the discussion about the DOS, we demonstrate next that (13.59) is
equivalent to (13.54), the general form of residual generators.
Denote M;(s), N;(s) by

Mi(s)=(A—L;Ci,—L;,Ci, ), Ni(s)=(A—L;C;,B—L;C;,C;, D))
and introduce a matrix I;
L=[er - €1 0 eif1 - en]

with e; being a vector whose the ith entry is one and all the others are zero, then
(13.59) can be rewritten as

ri(s) = Ri(s)(Mi()I;y(s) — Ni($)u(s)) = Ri () I; (Mi (5)y(s) — Ni(s)u(s))
where

Mi(s)=1—C(sI—A+L;C)7'L;
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Ni(s)=D+C(sI —A+L;C)""(B—L;D)

with ii =L;1I. By introducing
My(s)=1—-C(sI —A+L,C)"'L,

Ny(s)=D+C(sI—A+L,C)""(B—L,D)
Qio(s) =1+ C(sI —A+L;C)" (L, — L))

it turns out
ri(s) = Ri()1; Qio(5) (Mo (5)y(s) — No(s)u(s))

and finally

[ r1(s)

r(s) = : = R(s)(MO(S)y(s) — ﬁg(s)u(s))

| rm(s)

[ Ri()[1 Q10(s)

= : (My()y(s) — No(s)u(s)).
| R (8) In Qo (s)

Thus, it is demonstrated that the GOS is also a special form of (13.59).

Remark 13.8 We would like to emphasize that both DOS and GOS have the same
degree of freedom for the purpose of fault isolation or robustness enhancement.
Also, using a bank of residual generators, either the DOS or the GOS, we do not
achieve more degree of design freedom than a multi-dimensional residual generator.

Example 13.4 In this example, the application of the DOS is illustrated via the lat-
eral dynamic system. The design objective is to isolate the sensor faults, which will
be done based on the model (3.78). To this end, two observers are constructed, and
each of them is driven by one sensor:

Residual generator I: fc(t) = Ax(t) + Bu(t) + L1r(t)
ri(t) = yi(t) — C1X(t) — Dyu(r)

where yj(¢) is the lateral acceleration sensor signal and

~0.0501
Lr= [—0.1039}

Residual generator II: )é(t) = Ax(t) + Bu(t) + Lory(¢)
ra(t) = y2(t) — Cox(t)
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where y;(¢) is the yaw rate sensor signal and

1, [ 04873
2= 75252 |

Remark 13.9 We would like to mention that in the case of isolating two faults the
DOS and the GOS are identical, as we can see from the above example.

13.5 Notes and References

During last years, discussions and studies on the PFIs have been carried out from
different viewpoints and using different mathematical and control theoretical tools.
Generally speaking, the existing schemes can be divided into three categories:

e solving the PFIs using the unknown input decoupling strategy

o formulating the PFIs as a dual problem of designing a decoupling controller and
then solving it in this context

e handling the PFIs by means of a bank of residual generators.

All these three schemes have been addressed in this chapter. Attention has also been
paid to the study on the relationships between these schemes.

The discussion about the existence conditions of a PFIs is an extension of the
results by Ding and Frank [47]. Using the matrix pencil approach, Patton and Hou
[143] have published very interesting results on the fault isolation problem viewed
from the point of unknown input decoupling. Considering that the main results of
their work on the existence conditions of a PFIs is similar with the ones given in
Theorem 13.2, it is not included in this chapter.

Since the topic PFIs is one of the central problems of observer-based FDI, much
attention has been paid to it during the last two decades, and as a result, a great num-
ber of approaches have been reported during this time, see for instance the survey
papers by Frank, Gertler and Patton [60, 61, 74, 145]. In this chapter, we have con-
sciously only introduced those approaches, which are representative for introducing
the basic ideas and major schemes for achieving a PFIs. The frequency domain ap-
proach developed by Ding [45] gives a general solution for the fault isolation prob-
lems, while the approach introduced in Sect. 13.2.1, which was proposed by Liu and
Si [115], and the geometric method as well as the general design solution described
in Sect. 13.2.3 provide solutions in the state space form. The solutions using a bank
of residual generators, the DOS and GOS, were respectively derived by Clark [31]
and Frank [60]. It is worth to mention that Alcorta Garcia and Frank [2] reported a
novel approach to the fault isolation system design. The main contribution of this
approach is the construction of a bank residual generators which have a common
dynamic part. As a result, the order of the whole fault detection system may become
low. This approach has an intimate relationship to the approaches proposed by Liu
and Si [115] and the general design solution given in Sect. 13.2.3.
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In conclusion, we would like to make the following remarks:

e In practice, it is not realistic to expect achieving a perfect fault isolation just using
aresidual generator, because of the strict conditions on the structure of the system
under monitoring. In most of cases, a stage of residual evaluation and a decision
unit are needed. However, the approaches introduced here provide us with the
possibility for clustering faults into some groups, which may considerably sim-
plify the decision on a fault isolation.

e The concepts like structured residuals or fixed direction residuals have not been
included in this chapter. We refer the interested reader to [15, 74, 7678, 145, 159]
for excellent references on this topic.

e As mentioned in Chap. 4, the fault isolatability is a concept that is independent
of the FDI system used. In this chapter, we have illustrated how to design an FDI
system to achieve a PFIs if the system is structurally fault isolable. The realization
of a PFIs is decided by the structure of the system under monitoring and by the
available information about the faults. The more information we have, the more
faults become isolable. In the worst case, that is, in case that we have no informa-
tion about faults, the number of the isolable faults is given by the number of the
measurements (sensors), as required by the fault isolability.

e The major focus of this chapter is on the PFIs without taking into account the
unknown inputs, model uncertainties and without addressing the residual evalu-
ation problems. Solving these problems is also a part of a fault isolation process
[113]. On the other hand, if the faults are structurally isolable, then we are able to
accomplish fault isolation in a two-step procedure: (a) first achieve a perfect fault
isolation (b) then detect each (isolated) fault by taking into account the influence
of the unknown inputs and model uncertainties. In this way, after designing a
fault isolation filter for a PFIs, the remaining work in the second step is the stan-
dard fault detection issues, which can be addressed by the schemes and methods
introduced in the previous chapters.



Chapter 14
Fault Identification Schemes

In the fault diagnosis framework, fault identification is often considered as the ulti-
mate design objective. In fact, a successful fault identification also indicates a suc-
cessful fault detection and isolation implicitly. This is a reasonable motivation for
the intensive research in the field of model-based fault identification.

Roughly speaking, there are four types of model-based fault identification strate-
gies:

e the parameter identification technique based fault identification, where the faults
are modelled as system parameters that are then identified by means of the well-
established parameter identification technique

e the augmented observer schemes, in which the faults are addressed as state vari-
ables and an augmented observer is constructed for the estimation of both state
variables and the faults

o the adaptive observer scheme, which can be considered, in some sense, as a com-
bination of the above two schemes, and

o the observer-based fault identification filter (FIF) scheme.

The first strategy is generally applied for the identification of multiplicative
faults, in order to fit the standard model form of the parameter identification tech-
nique, while the second and the fourth ones are dedicated to the additive faults.
A major difference between these four strategies lies in the demand on a priori
knowledge of the faults to be identified. In the framework of the first three strate-
gies, a successful and reliable fault identification is based on certain assumptions on
the faults, for instance they are quasi constant or vary slowly or they are generated
by a dynamic system. In against, no assumption on the faults is needed by applying
the fault identification filter scheme. In this chapter, we concentrate ourselves on
the last fault identification scheme, which is schematically sketched in Fig. 14.1.
A major reason for this focus is, on the one hand, the close relationship of the fault
identification filter scheme to the FDI schemes introduced in the former chapters
and, on the other hand, the fact that few systematic studies have been reported on
this topic, while numerous monographs and significant papers are available for the
first three fault identification schemes. We shall briefly sketch the basic ideas of the

S.X. Ding, Model-Based Fault Diagnosis Techniques, Advances in Industrial Control, 441
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process

(plant) sensors
actuators » output

input >
3% faults % faults 37 fauls

estimation of the occurred

residual generator / > OC
> faults or their size

fault identification filter

Fig. 14.1 Observer-based fault identification filter scheme

second and third schemes. The reader who is interested in these fault identification
schemes is referred to the representative literature given at the end of this chapter.

14.1 Fault Identification Filter Schemes and Perfect Fault
Identification

14.1.1 Fault Detection Filters and Existence Conditions

In order to present the underlying ideas and the core of the fault identification filter
(FIF) scheme clearly, we first consider LTI systems described by

y(8) = Gyu($)uls) + Gyr(s) f(s) (14.1)

Gy (s)=(A,B,C, D), Gyr(s)=(A,Ef,C, Fy) (14.2)

without considering the influence of the unknown input.

An FIF is an LTI system that is driven by u and y and its output is an estimation
of f. To ensure that the estimate for f is independent of u# and the initial condition
of the state variables, a residual generator is the best candidate for an FIF. Applying
residual generator

r(s) = R(s)(My(s)y(s) — Nu(s)u(s)) (14.3)
to (14.1)—(14.2) gives

r(s)=RE)G () f(8) = f(s), G r(s)=Mu(5)Gys(s). (14.4)
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f (s) € R¥/ is called an estimate of fault vector f and (14.3) is called FIF. See
Sect. 5.2 for a detailed description of residual generator (14.3).

The primary interest of designing an FIF is to find a fault estimate that is as
close as possible to the fault vector. The ideal case is the so-called perfect fault
identification.

Definition 14.1 Given system (14.1)-(14.2) and FIF (14.3). A perfect fault identi-
fication (PFI) is the case that

A

f) = f(). (14.5)

Next, we study the existence conditions to achieve a PFIL. It follows from (14.4)
that (14.5) holds if and only if

R$)Gps)=1 <= RENp(s)=1I,  Gyp(s)=M; (s)Ns(s)

which is equivalent to the statement that Gy (s) is left invertible in RH .. The
following Theorem is a reformulation of the above result.

Theorem 14.1 Given system (14.1)-(14.2) and FIF (14.3). Then the following state-
ments are equivalent

S1: the PFI is achievable

S2: Gy (s) is left invertible in RH oo

S3: the rank of Gyf(s) is equal the column number of Gy (s) and G yf(s) has no
transmission zero in C.. for the continuous-time systems and C1 for the discrete-
time systems.

The proof of this theorem is obvious and is thus omitted.

If Gyr(s) is given in the state space presentation with Gyr = (A, E¢, C, Fy),
then the statement S3 in Theorem 14.1 can be equivalently reformulated as the fol-
lowing corollary.

Corollary 14.1 Given system (14.1)—(14.2) and FIF (14.3), then the PFI is achiev-
able if and only if for continuous-time systems

- A—rl Ef)
Vi ely, rank[ C Ff:| =n+ky (14.6)
and for discrete-time systems
- A=l Ef]_ '
Vi ey, rank[ C Ffj| =n+ky. (14.7)

Suppose that the existence condition given in Corollary 14.1 is satisfied. Then,
the following algorithm can be used for the FIF design.
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Algorithm 14.1 (FIF design for a PFI)
S1: Select L such that

i=AR+Bu+L(y—3), $=Ci+Du

is stable
S2: Solve

Fpfr=1

for F}T and set

I—F;C(sI—A+LC—LF/F;C+E;F;C)~""\ _
_ ! f f :
R(s) = ( (E; - LFp) ) F; (148)
S3: Construct FIF
) =R () = 5()). (14.9)

Remark 14.1 R(s) given in (14.8) is the (left) inverse of N £(s).

We would like to point out that Algorithm 14.1 is generally used for the identifi-
cation of sensor faults due to the requirement rank(F'y) = k. It is very interesting
to note that in this case Algorithm 14.1 can also be used for the purpose of (sensor)
fault isolation, while Algorithm 13.2 for the fault isolation filter design fails, see
Remark 13.5.

Example 14.1 We now design an FIF to identify the sensor faults in the vehicle dy-
namic system. For our purpose, we add a post-filter to the residual signal generated
by an FDF with

L= 0.0133 0.0001
a 0 1.0004

which is selected based on model (3.78). This post-filter is given by

s24+4.22435+31.3489 1.180254145.4182

“~_ 2 2 )
R(s)=N 1(s) S +6.1623_s6+37.2()62 52+6.1623s+37.2062
f —1.55x107%540.3788  s2+7.16275+40.1169
5246.16235437.2062  s246.16235+37.2062

Nj(s)=(A—LC,Ey,C, Fy).

Assume that G ¢ (s) satisfies the conditions given in Corollary 14.1. It follows
from Lemmas 7.4 and 7.5 that there exist an LCF and a CIOF of Gy (s) so that

Gyr(s) = M ()N() = Geo(5)Gei(s), M7Us)=Geols), N(s)=Geils).
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Since Gy (s) has no RHP zero, G;(s) is a regular constant matrix. Without loss of
generality, assume G;(s) = I, then we have

M($)G yp(s)=1.
This proves the following theorem.
Theorem 14.2 Given system (14.1)—(14.2) that satisfies (14.6) or (14.7). Then the
FIF
=A%+ Bu+L(y — CZ — Du), f=V(y—Ci—Du)
with
T\—1/2 T T T\—1
V=(FrF;) ', L=(YC +EfF;)(FfFy)
for continuous-time systems or

—1/2

Vv =(FFI +cxcT) L=(ATxCT + E¢FF)(FsFF +cxcT)™

for discrete-time systems gives
Jim f@)=f@ or  lim fk)=fk)
where Y > 0, X > 0 respectively solve
AY +YAT + EET — (vCT + E;FT)(FeFF) ' (CY + FpET) =0
ApX(1+CT(FeFF)'ex) ™ AL — X + EgFF Fr iDL ET =0
Ap=A—CT(FFT) ' FrET.

Recall our study on the fault identifiability in Sect. 4.4, it can be concluded that
the PFI is achievable if and only if the system is fault identifiable. We can further
conclude that, referred to the existence condition given in Theorem 13.1 for a suc-
cessful fault isolation, the PFI is achievable if and only if

o the faults are isolable and
e Ny(s) is a minimal phase system.

We have learned in Chap. 13 how difficult it is to achieve a fault isolation. The
PFI requires in addition that N ¢(s) should not have any zero in the RHP including
zeros at infinity for continuous-time systems. It is a very hard condition which can
often not be satisfied in practice. For instance, we are not able to identify process
component faults, because in this case Fy = 0, which means G (s) will have zeros
at infinity.

In other words, we can claim that the PFI is achievable if only sensor faults are
under consideration. Bearing it in mind, we shall present various schemes in the
next sections, for which the hard existence conditions given in Theorem 14.1 can be
relaxed.
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14.1.2 FIF Design with Measurement Derivatives

A natural way to relax the hard existence conditions is to increase the sensor number
to gain additional information. On the other hand, this solution leads to increase in
costs. In practice, the utilization of the first derivative of y is widely adopted as a
compromise solution for additional information but without additional sensors. In
our following study, we assume that

rank(Fy) =a <ky (14.10)

y(t), y(t), u(t), u(t) are available and the system model is given in the state space
representation. For the sake of simplicity, we only study FIF design for continuous-
time systems.

We first check how far the additional information y(¢) can help us to relax the
hard conditions given in Theorem 14.1. Since for y(0) =0

LF®)=sy(s) =  Gys(s)=5Gy(s)

it becomes clear that G 7 (s) has all the finite transmission zeros of G s (s). Com-
paring with the existence condition given in Corollary 14.1, it can be concluded that
using y(¢) only helps us to remove the zeros at infinity. On account of this result,
we concentrate ourselves below on the zeros at infinity.

We first write y(¢) into

3(t) = CAx(t) + CBu(t) + CEf f(t) + Dii(t) + Fr f (1). (14.11)

Note that the term Fy f (1) means additional faults on the one hand and doesl not
lead to removing the transmission zeros at infinity on the other hand. To avoid f(¢),
let P solve

PFy=0, rank(PCEy) =max <ky —a.

Denoting
_| y® _|u® _

. C . D 0 | Fy
C6_|:PCA]’ e_|:PCB PD]’ Ff’e_[PCE}

we have an extended system model

x(1) = Ax(1) + Beu (1) + Ey f (1), Ye(t) = Cex (1) + Deue(t) + Fye f(1).
(14.12)
In (14.12), the number of the transmission zeros at infinite, 7, o, is determined by

Nz00 =ky —rank(Fy.).
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Considering that

Grus )= p | G

and thus has all the finite transmission zeros of Gy (s), the following theorem is
proven.

Theorem 14.3 Given system (14.12) and assume that rank(G ys(s)) = k. Then,
the PFI is achievable if and only if

Fy ]

C1: rank =kr (14.13)
[CEf /

A—)M Ey

C2: VA, 0 <Re()), |A] < o0, rank[ C Fy

}=n+h. (14.14)

This theorem reveals the role and limitation of the additional information y(z).
For the realization of the idea, we can use the following algorithm.

Algorithm 14.2 (FIF design for a PFI under utilization of y(¢))

S0: Check the existence conditions given in Theorem 14.3. If they are satisfied, go
to the next step, otherwise stop
S1: Solve

PFy=0, rank(PCEf) =k —a
S2: Apply Algorithm 14.1 to the design of an FIF for system (14.12).

It is interesting to note that for F'y = 0, the existence conditions given in Theo-
rem 14.3 are identical with the ones of Corollary 6.6, which deals with the design of
UIO. This motivates us to construct an FIF using the UIO scheme. Without proof,
we present an algorithm for this purpose. The interested reader is referred to the
discussion in Sect. 6.5.2.

Algorithm 14.3 (FIF design for a PFI using the UIO scheme)

S1: Solve
Ff _ _ My 0 axm
M[CEij_kaka’ M_[ 0 MZZ}’ MlleR
for M
S2: Set

TZI—Ed’QC, Ed’zzEd[AZQ}
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S3: Select L so that

TA-— (Ed [A’g“] +L> C is stable

S4: Construct an observer
()= (TA—LC)z(t) +(TB—LDyu(t)+ ((TA—LC)Eg,+ L)y

Z:Ed[ﬁ/g“}+L

S5: Set

F) = My1((I — Eg2C)y(t) — Cz(t) — Du(t))
| Mnp(y(t) —CAz(t) — CAE42y(t) — CBu(t)) |’

One question may arise: Can we use the higher order derivatives of y(¢) as addi-
tional information to achieve a PFI which is otherwise not achievable based on y(z),
v(¢)? The following theorem gives a clear answer to this question.

Theorem 14.4 Given system (14.12) and assume that rank(Gr(s)) = kg and
y(’)(t), i=1,...,n,are available for the FIF construction. Then, the PFI is achiev-
able if and only if

Fy
CEf
Cl: rank | CAEr | =k, (14.15)

CAn—lEf

A—)l Ejf

C2: VA, 0 <Re(A), |A] < o0, rank[ C Fy

} =n+kp.  (14.16)

Proof The proof of this theorem is similar to the one of Theorem 14.3. Two facts
are needed to be noticed:

i—1
y(l)(t) = CAix(t) + CAi_lEff(t) + ZCA/_IEff(l_/)(t) + Fff(l)(f)
Jj=1
(14.17)

y(s) 1
sy(s) sl
: =1 . (Gyu(®)u(s) + Gyr(s) f(s)). (14.18)

s"y(s) s



14.2 On the Optimal FIF Design 449

From (14.17), we know that the term CA'~'E 7 .f(¢) can contribute to removing the
zeros at infinite, while (14.18) tells us that all the finite transmission zeros of Gy ¢ (s)
cannot be removed. These prove the theorem. g

14.2 On the Optimal FIF Design

14.2.1 Problem Formulation and Solution Study

The results in the previous section make it clear that a PFI is only achievable under
strict conditions. This fact motivates the search for an alternative solution. The H oo
OFIP introduced in Sect. 7.5 has been considered as such a solution. In this section,
we present a key result in the H, OFIP framework, which extends the results given
in Sect. 7.5. In the following study, we only consider continuous-time systems.

We assume that

Al:
rank(af(s)) =ky
A2: Ef (s) € R’H’:oxkf has at least one zero in the RHP including the zeros on the

jw-axis and at infinity, that is, G £(s) is non-minimum phase in a generalized
sense, in order to avoid the trivial instance of the problem.

On these two assumptions, we first study the following optimization problem

R(S)rg%{w II=R)Gs(s)| . (14.19)

Note that the optimization problem (7.123) with m = ky =1 is a special case
of (14.19).

Theorem 14.5 Given G r(s) e R?—LZIOka which is non-minimum phase (having ze-
ros in RHP and at infinity), then we have

rr}%n |1 —R()Gs(s)| =1 (14.20)

Proof We begin with a co-inner—outer factorization of G 7(8) = Geo(5)Gei(s) with
G¢o(s) and G.;(s) denoting co-outer and co-inner of G £(s), respectively. It re-
sults in

11 =R$)Gs(s)| = I —R$)Geo()Gei(9)]
which further leads to

min |1 —R®)Gs(s)|, = min |U(s) = R(5)Geo(9)] (14.21)
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with U (s) = G, (s). Note that

min [U) = R($)Geo®)| < UG, =1 (14.22)

On the other hand,

min [U(s) — R(5)Geo(s)|| (. = min [U(s) — Q)| > ITulla
R Q€RHx

where Iy and || Iy || g represent the Hankel operator of U (s) and its Hankel norm,
and the last inequality can be found in Francis’s book. Since G;(s) € RHx, U(s) =
G7;(s) is an anti-stable transfer function matrix. Thus, denoting the minimal space
realization of U (s) by (Ay, By, Cy, Dy), which gives I'y = (Ay, By, Cy, 0), we
have, following,

1Tl = Cimax) /2 (14.23)
where Amax 1S the maximal eigenvalue of matrix P Q with P and Q solving
AyP+PAl,=ByB),, ALQ+QAy=C[Cy.

Moreover, it holds

forU(s) =GJ(s), PQO=1. (14.24)
Therefore,
IHylla =1
and so
min [ U(5) = R()Geo(s)] o = 1. (14.25)

Summarizing (14.22)—(14.25) finally yields

min |1 = R6)G ()|, =min [U(s) = R6)Geo®)| o, = ITulln =1 1

Remark 14.2 (14.23) and (14.24) are known in the H, optimization framework,
see the literature given at the end of this chapter.

Once again, we would like to call reader’s attention to (14.20) that means

R(s) =0 = argmin |1 = R)G ()] -

The real reason for this more or less surprising result seems to be the fact that a
satisfactory fault identification over the whole frequency domain is not achievable,
provided that the transfer function matrix from f to y is non-minimum phase. If
this interpretation is true, then introducing a suitable weighting matrix W (s) which
is used to limit the frequency interval interested for the fault identification purpose,
could improve the performance. The study in the following sections will demon-
strate it and show different ways to the alternative problem solutions.
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14.2.2 Study on the Role of the Weighting Matrix

In this subsection, we consider residual generators of the form
r(s) = R(s)G s (s)
and study the generalized optimal fault identification problem (GOFIP) defined by

i [W(s) = R(s)G ()] (14.26)

where W (s) € R'Ho is a weighting matrix. Our study focus is on the role of W (s).
Again, the two assumptions Al and A2 mentioned in the last section are assumed
to be true. Considering that a fault isolation is necessary for a fault identifica-
tion, for our purpose and also for the sake of simplicity, we first re-formulate the
GOFIP (14.26).

Let us choose a R (s) € RH such that

R(5)G (s) = diag(g1(s), .., 8k, (5)) (14.27)
and introduce Q(s) = diag(q1(s), ..., gk, (s)) € RIS which leads to

q1(5)81(s)
R(S)Ef(s)= :
qkf(s)gkf(s)
R(s)= Q()R(s), gi(s) € RHeo, i=1,....k;

then we have
ri(s) q1(8)g1(s) f1(s)
r(s) = : = : . (14.28)
ris(8) Gk () 8k (8) frs (5)

Note that the selection of ﬁ(s) is a fault isolation problem, which is also the first
step to a successful fault identification. The next step is the solution of the modified
GOFIP: given weighting factors w; (s), g;(s) € RH o, find g; (s) € RHo such that

i (5) £ (5) — i ()2 (5) £ (9) 2 |
= [wils) —qil$)gi , i=1,...k
fi#0 1)l [wi(s) = qi()gi ()| o ;

(14.29)

is minimized.

Before we begin with solving the GOFIP (14.29), we would like to remind the
reader of Lemma 7.7, which tells us, on the assumption that g; (s) has a single RHP
Zero S0,
min |wi(s) — qi()gi ()| ., = |wi(s0)]. (14.30)

gi€R
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(14.30) reveals that w; (s) should structurally have all RHP zeros with the associated
structure of g;(s), in order to ensure that

_min i) ~ g ()80, =0.

In the following of this section, we focus our attention on the GOFIP (14.29),
which is the standard scalar-valued model-matching problem. On the assumption
that

gi(jw)#0 forall0 <w < oo

and g~ e jw) ¢ RH to avoid the trivial instance, we have a standard algorithm
(see the book by Francis given at the end of this chapter) to compute optimal g; (s)
and the value of

min [wi(9) = 4 ()8 )|

qi€ 00
Algorithm 14.4 (Solution of GOFIP (14.29))
S1: Do an inner—outer factorization
8i(s) =gl ()8! (s)

where gf (s) is inner and g7 (s) outer
S2: Define

i 1
p(s) = (g ()" wi(s) = u(s)wi(s)
and find a state-space minimal realization
p(s) = (A;, bi, ¢;, 0) + (a function in RH )

where (A;, b;, ¢, 0) is strictly proper and analytic in Re s < 0 with antistable A;
S3: Solve the equations

AiLe+ LAl =bib],  AlL,+L,A; =cl¢ (14.31)

for L. and L,
S4: Find the maximum eigenvalue A of L.L, and a corresponding eigenvector ¢
S5: Define

0(s) = (A;, D, ¢, 0), o(s) = (=AI , A7'L,0, b7, 0)
x(s)=p(s) —20(s)/p(s)
S6: Set

qi(s) = (g2() ™ x (). (14.32)
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qi(s) given in (14.32) is the solution of GOFIP (14.29), that is,
gi(s) = (g7()) " x(s) = arg min wi) = 698

Moreover,

S [wi(s) — qi(9)gi ()]
and w; (s) — ¢q; (s)gi (s) is all-pass, i.e.
Vo o |wi(jw) = gi(jw)gi(jw)| =2

Using the above algorithm we now prove the following theorem. First, for the sake
of simplicity, it is assumed that

u(s) = (g19)) ™" = (Aus bus cur du)

and A, has only « real and different eigenvalues. Thus, without loss of generality,
we further suppose that

A, =diag(ay, ..., o) = —dlag( ar e,
This is achievable by a regular state transformation.

Theorem 14.6 Given a weighting function w;(s) = (Ay, by, cyw) and gi(s) €
RHoo, then

o) 1/2
mln ||u),(s) qi(s)g,-(s)”oofoz(/ (cweA“”bw)zdt> (14.33)
qi€ 0
1 0 1/2
:a<— / wi(—jw)wi(jw)dw>
27 J_so
(14.34)
[ )

o0
min [wi(s) = gi($)8i(5)] . < 8 / |cwe by|di = Bllwilly  (14.35)
gi€RH 0

where «, B are some positive constants.

Proof Remember that gf (s) is an inner factor, so we have u(s) = (gf )~ l= g;k (s).
Thus, the unstable projection of p(s), (A;, b;, ¢, 0), can be described by

(Aivbirci’()) = (Au’ _XbUHCM’O)
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where X is the solution of the equation
Ay X — XAy =—bycy. (14.36)

Solving (14.31) and (14.36), respectively, gives
o o0 T
X — _/ e—AutbucweAwt dt, L.= _/ e—AitbibiT (e—Ait) dt.
0 0
Replacing b; by —Xb,, leads to

oo
ch_f e Aithibl (e A1) ar
0

o o0
= —f e_A“’(/ e_A”tbucweA'”tbw dt)
0 0
00 T 7
X (/ eA“lb,,cweA"’tbwdt) (efA“t) dt.
0

Let A, be the maximum eigenvalue of —L.. Since

) ) T )
Ae = / <e_A”tf e_A”’bucweAwtbw dt) <e_A”’/ e_A”tbucweA"’tbw dt) dt
0 0 0

and
e—altbul
e_A”[bu = :
e_a'(tbmc
we have
[ [ T 00
AC:/ <e_A"’f e_A“’bucweAw’bwdt) <e_A”’/ e_A“’bucweAw’bwdt) dt
0 0 0

(14.37)
2

oo K ) 00
=/ > (e bui) (/ e_"‘"tcweAwtbwdt> dt (14.38)
0 =1 0
0o , [ 5 o ,
S/ Z((e_ailb”i) / (e—ot,-t) dt/ (CweAwtbw) dt) dt
0 i 0 0

K
* 2
:a1/ (cwe™'by,)"dr. (14.39)
0
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Note that ¢, ev’b,, is the impulse response function of the weighting factor w; (s),
hence we also have

o0
rezar [ wi-jopuo)do.
—0Q
Denote the maximum eigenvalue of matrix —L, by X, and recall that

A <V heho.

It then turns out

min wi(s) - qi()gi()| . = < \/xoou / i (— jo)wi (jo) do

qi€RHxo
00 ) 1/2
501([ (cweA“’tbw) dt)
0

| [ 12
:a<—/ wi(—jw)wi(jw)dCU) :

27 J oo

This proves (14.33). The proof of (14.35) is evident. It follows from

oo K ) 00 2
Aczf Z(e_aitbui) (/ e_“itcweA'”tbu)dt) dt
0o o 0

2

oo K ’ 00
5/ Z(efo‘"tbui) (/ |e“"tcweAwlbw|dt) dt
(R 0

[e9) 2
5,31(/ |cweAw’bw|dt).
0
o0
( /O |cweA""bw|dr> — Jwill

mi%OOHu),-(s) —qi(9)gi ()], =+ = Bllwill. -

gi€R

Notice that

we finally have

From this theorem, we evidently see that the performance of a fault identifica-
tion depends on the selection of the weighting factor w; (s). A suitable selection of
w; (s) may strongly improve the estimation accuracy. Although the estimation errors
bounds given by (14.33) and (14.35) are conservative, they may help us to have a
better understanding regarding to selecting a weighting factor. To demonstrate this,
let us observe the following case.
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Suppose that we would like to recover (identify) a fault over a given frequency
interval (w1, w2). In order to describe this requirement, we introduce a bandpass as
weighting factor w; (s), which has the following frequency domain behavior

ol ={Z5 oo
It follows from (14.33) that in this case
| oo 172
%gﬂjw@rwmmmwwsaG;[mwmqwmume

1 1/2
_a<g|a)z —a)1|> .

wzli—ISul inmRi%oo “ wi(s) —qi(s)8i (S)”oo —0

In extreme case, we even have

That means we are able to achieve the desired estimation accuracy if the frequency
interval is very narrow. In a similar way, we can also design w; (s) in the time domain
based on (14.35).

14.3 Approaches to the Design of FIF

In this section, we introduce some schemes for the FIF design. For the first three
schemes, we begin with the second step of designing an FIF with the following
model

ri(s) q1(8)g1(s) f1(s) +q1(s)ga,1(s)d(s)
r(s) = : = :
rks(8) Qi ()8 (8) fies (8) + i (5)8a ks ($)d ()
8d.1(s)
R&)Ga)=| |, gails) eRHZM
8d .k (s)

and try to solve the problem described as: given g;(s), g4.i(s) € RH oo and a con-
stant y > 0, find a reasonable w; (s) as well as g; (s) € RH~ that is the solution of
the optimization problem

%6ghwhwn—%@mmwm,H%@mm@wm<% i=1,... kg
(14.40)

We would like to emphasize that the selection of w;(s) is also a part of our design
procedures.
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14.3.1 A General Fault Identification Scheme

The underlying idea of this approach is to ensure that w;(s) have all RHP zeros
with the associated structure of g;(s). To this end, we propose a two-step design
procedure.

Algorithm 14.5 (Two-step solution of design problem solution (14.40))

S1: Selection of weighting matrix wj (s)

e do an extended CIOF using Algorithm 7.7

8i(s) = 8o(5)&i(s) (14.41)

with invertible g,(s), g;(s) having as its zeros all the zeros of g;(s) in the
RHP including on the jw-axis and at infinity. Note that g; (s) is a SISO sys-
tem and thus the computation may become very simple

e set

w;i(s) = gi(s) (14.42)

S2: Solution of the optimization problem

q;(S)Hel%le [1-ai)g0)| o [ai)gai®)] <. (14.43)

It is evident that solution of (14.43) delivers an estimate for

fi(s) = 8i(s) i (s).

We would like remark that the above algorithm is applicable, independent of the
placement of the zeros of g;(s) in the complex plane.

14.3.2 An Alternative Scheme

The basic idea of the design scheme proposed below is the application of possible
frequency or time domain information of the faults to improve the identification
performance, based on Theorem 14.6. Recall that the algorithm given in the last
section is developed on the assumption that

gi(jw)#£0 forall0<w <oo (14.44)

which however may be too hard to be satisfied in practice. For instance, if the sys-
tem is strictly proper then we have a zero at infinity, that is, g;(joo) = 0. In the
following, we are going to propose a scheme to overcome this difficulty.

We know that if g;(s) has jw-axis zeros, say wi, ..., wk, then faults with fre-
quencies wj, ..., w; do not have any influence on the system output and thus on the
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residual signals. In other words, a detection and further identification of these faults
are impossible. For this reason, we propose the following algorithm for the system
design.

Algorithm 14.6 (The alternative FIF design)

S1: Do an extended co-inner—outer factorization of g; (s),i =1, ..., ky,

8i(5) =80(5)gi ()8 w(s)

with invertible g, (s), inner g;(s) and g ;. (s) having as its zeros all the zeros of
gi(s) on the jw-axis and at infinity

S2: Select w;(s) according to the frequency domain or the time domain require-
ments

S3: Solve optimization problem

. - = (N5 - —1

, min [wi(s) = Gi ()& )| o [Gi)g, ()8ai )|, <y (14.45)
using the known H, optimization technique

S4: Set

i (5) = Gi.op(5) 8 (5)

as the solution, where g; 4p(s) solves the optimization problem (14.45).

Different from the design scheme introduced in the previous subsection, the gen-
erated residual signal r; (s) delivers an estimate for

F(5) = gjuw(s) fi(s)

where g, (s) is only a part of g;(s) given in (14.41). On the other hand, this design
procedure requires frequency or time domain information about the possible fault
fi(s), which is necessary for the selection of w; (s) in step S3.

14.3.3 Identification of the Size of a Fault

In practice, identification of the size of a fault, expressed in terms of the energy
level (£, norm) or the average energy level (RMS), is often of primary interest.
Recall that in Sect. 7.8.6 as well as in Sect. 12.3, we have introduced a method that
provides us with an alternative solution to the H_ to H design problem, which
can also be used to estimate the £, norm of a fault. Based on this result, we propose
the following algorithm for the identification of the energy level (£, norm) or the
average energy level of a fault.
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Algorithm 14.7 (Identification of the size of a fault)
S1: Do an extended co-inner—outer factorization of g;(s), i =1,..., kg,
8i(8) = 8o(5)&i ()& jw(s)

with invertible g,(s), inner g; (s) and g, (s) having as its zeros all the zeros of
gi(s) on the jw-axis and at infinity
S2: Solve optimization problem

min o« subjectto (14.46)
éi ERHOO

(1= ]3®].) <w 1 ()85 " ()8a.i ()] o, < ¥ (14.47)

using the known H ., optimization technique.
S3: Set

qi (5) = Gi.op(5) 8, (5) (14.48)

as the solution, where g; op(s) solves the optimization problem (14.46).

Remember that integrating g;(s) given in (14.48) into the residual generator
yields

ri(8) = Giopt ()8 (8) £ () + Gi.opr ()8, ' ()i (5)8ai (5)d ().
As aresult, in case of a weak disturbance d, we have
|7 ) 5 = |Giope()Ei () fi ()|, =1 filla aswellas  (14.49)
17 ) | gags = [@i.0pt ()i () £ (5) | gags = 1.fi l Ruts- (14.50)

Example 14.2 Remember that in Example 13.3 we have achieved a perfect fault
isolation. Now, based on that result, that is,

s(s— 43791)f1 (S)

1(s) GFD+3)
4.3791
re)=|re) |=| L5275 A6
r3(s) s(s—4.3791)
et 36)

we are going to identify the faults. To simplify the computation and clearly describe
the problem, we only consider the identification of first fault and assume that the
disturbance on the corresponding sensor is very weak. For our purpose, we first
apply Algorithm 14.5. In the first step, we get

s(s —4.3791) s +4.3791

g1(8) =g10(5)81(s),  &1(s) = G+ D6 14379D) g1,0(s) = 613

Set

wi(s) = g1(s)
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we have, after the second step,

s+3

7= T

Thus, as a result,
F©) =q1(s)ri(s)
which delivers an exact estimate for
F)=g1()f(s).

We now illustrate the application of Algorithm 14.7. The first step computation
yields

) ) s — 43791
8105) = 8o()8i()gju(8),  &1(8) =" ==n
] s +4.3791

gjw=m, gO(S)zﬁ'

In case that the disturbance is not taken into account, we can set, in the second step,

gi(s)=1
and finally
1 _ s + 3
9 =8 ()= gy
and
A s+3
TR

14.3.4 Fault Identification in a Finite Frequency Range

The discussion in Sect. 14.2.2 shows that a reasonable fault identification is gener-
ally achieved in a finite frequency range, instead of the whole frequency domain.
Recall that in Sect. 7.1.7 we have introduced the GKYP-Lemma that allows a for-
mulation of certain optimization problems in the finite frequency range in the form
of matrix inequalities. Motivated by these facts, we introduce below an LMI aided
design of FIF in a finite frequency domain. This scheme has been first proposed by
Wang and Yang. For the sake of simplicity, we only outline the basic ideas.

Consider a reformulation of the optimal fault identification problem (14.19): find
R(s) € RHoo such that for a given y > 0

. T j
R G R
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Giden(s) =1 — R()G 1 (s5) (14.52)
where £2 is as given in Lemma 7.10. In order to solve (14.51), let
Gy(s)=Ns(s)=Fy+CGsI—A)"Ey, A=A—-LC, E;f=E;—LFy

be given and R(s) = (A,, By, C,, D). It turns out

A, B.CY [BF
Giden(s):<|: 0 k][%ff][—cr —DrC],I—DrFf>.

Then, it follows from Lemma 7.10 that (14.51) can be equivalently expressed by

A, B.C B.F;]" [A B.C BF]

0 A Ey -0 A Ej

I 0 0 S0 0

o I 0 o I 0 |

+[—C, -D,C I—D,Ff]T[I 0 }'—c, -D,C I—D,Ff:|<0
0 0 1 0 —y21 || 0 0 1

(14.53)

where Z is as given in Lemma 7.10 and depends on two matrices P, Q to be deter-
mined. We refer the interested reader to the algorithms proposed by Wang and Yang
for dealing with (14.53)

14.4 Fault Identification Using an Augmented Observer
Consider the system model
i=Ax+Bu+E;f, y=Cx+Du+Fsf. (14.54)

Assume that
f=const < f=0. (14.55)
Let

Xaug = |:;j| c Rn+kf.

be an augmented vector. Then, (14.54)—(14.55) can be written as

URCKINEE

y=[c Ff][’}]. (14.57)
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Now, we are able, under certain condition, to design an observer for the augmented
system (14.56)—(14.57) as follows:
] ) (14.58)

X A E X B L
A il A A A [ R
from which we receive an estimate for the fault vector f.

Although the above scheme is the simplest form of an augmented observer-based
fault identification system, it reveals the basic ideas behind such a fault identification
scheme and its system configuration. A key step in this scheme is the assumption on
fault dynamics and its formulation in the form of a mathematical model like (14.55).
Once a fault model is available, an augmented state vector and associated with it a
state space representation of an augmented system will then be defined. The last step
is the design and construction of an (augmented) observer. For this purpose, there

exist numerous methods. We summarize this procedure in the following schematic
algorithm.

hy =

Algorithm 14.8 (Schematic design procedure of augmented observer-based fault
identification)

S1: Establish the fault model
S2: Define the augmented state vector and system
S3: Design an observer.

It is worth to mention that the above introduced observer scheme is also known
as Pl-observer. To understand it, suppose that 'y = 0, and consider the estimation
for the state vector

X=A%+Bu+Li(y—CR)+Ef.
Since
i R t . t
f=Li(y—-Cx) = f=/ fdt:Lg/ (y —Cx)dt
0 0
it yields
. t
)2=A)?+Bu+L1(y—C)?)+EfL2/ (y—Cx)dt (14.59)
0
that is, the state estimation is driven by both residual vector y — CX and its integral.
Note that system (14.58) is in fact a high order observer. As will be introduced in

Chap. 15, all LTI observers can be parameterized, and thus the design of augmented
fault estimators can be realized in this context.
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14.5 An Algebraic Fault Identification Scheme

Consider system model

x(k+1) = Ax(k) + Buk) + E ;£ (k) + (k) (14.60)
y(k) = Cx(k) + Duk) + Fy f (k) + v(k) (14.61)
where (k) ~ N (0, X)), v(k) ~ N (0, X,) are independent white noises. Suppose

that by means of a residual generation scheme a residual vector (k) is generated.
Using the notation introduced in Sect. 10.4, we define

rk —s)
rtk—s+1)
Tk—s,k = .
r(k)
which can be further written into
Tk—s.k = Tk—s.k,0 + Tk—sk, f (14.62)

where ri_s k.0 represents the fault-free and stochastic part of the residual signal and
Tk—s,k, f 1s described by

flk—s)
Ti—sik, f = Ase(k — ) + My fr—s ks Je—sk = (14.63)
S k)
ve VFEy 0 - 0
4% VCE :
Ag = . , Mf,s = . 4
- E " . 0
vea VCA*'E; ... VCE; VFy

In(14.63), A=A —LC, Ef =Ey—LFy,and V, L are (algebraic) post-filter and
observer-gain matrix, respectively, whose setting depends on the applied residual
generation scheme. Note that, according to the discussion in Chap. 5, the residual
model (14.63) also includes the parity space approach.

It follows from (14.62) and (14.63) that

femsk = M Ti—sk. f (14.64)

delivers a least square estimate for fy_s x, where M]T , denotes the pseudo-inverse
of M fis-
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‘We would like to remark that

e under certain condition fk—s,k given in (14.64) can be interpreted as a GLR esti-
mation, as described in Sect. 10.4

° fk_s_k given in (14.64) can also be used for the processes with (deterministic)
unknown inputs

e the estimation performance becomes poor if the noises or unknown inputs in the
process under consideration are strong.

In summary, we have the following design algorithm.

Algorithm 14.9 (An algebraic approach based fault identification)

S1: Form M given in (14.63), depending on the residual generation scheme
S2: Compute M;S.

14.6 Adaptive Observer-Based Fault Identification

In this section, we briefly outline the basic ideas of adaptive observer-based fault
identification schemes.

14.6.1 Problem Formulation

Consider a faulty system described by

x(k+1) = Az(k) + Bu(k) + Q(u(k), y(k))0y € R" (14.65)
yk)y=0"tex(k) < Oy(k)=cx(k) eR (14.66)
0= [Zf] e RKs (14.67)

where 6; denotes a sensor fault which equals to 1 in the fault-free case, ] ' Tepresents
(constant) process and actuator faults, Ok, y(k)) is some known function matrix
of process input and output vectors. To simplify the description, we only consider
single output system and assume that

0 0 - —ap
1 0 - —aq

A= . . , c=[0 -~ 0 1].
0 - 1 —ay_y

Our task is to design an adaptive observer-based fault estimator which delivers an
estimate for the fault vector 6.
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14.6.2 The Adaptive Observer Scheme

The adaptive observer-based fault estimator consists of three sub-systems:

Observer
Rk + 1) = AR(K) + Q(uk), ()7 (k) + Ir (k) + V (k + 1) (0 Kk + 1) — 6(K))
= A2(k) + Q(u(k), y())O (k) + V(k + D)(0(k+ 1) —6(k))  (14.68)
Residual signal: r(k) = 05 (k) y(k) — cx (k) (14.69)

where [ is design parameter vector whose selection ensures that the eigenvalues of

A = A — Lc lie in the unit circle,
O(utk), y(k)) =[ Quk), yk)) Iy(k)]

(k) and V (k+1) are generated by the parameter estimator and auxiliary filter given
below.

Auxiliary Filter
Vik+1)=AV(k) + O(uk), yk)) (14.70)
pk)y=cVK) —[0 - 0 yk)]. (14.71)

Fault Estimator
Ok +1) =y (k)T (k)r(k) + 0 (k) (14.72)
y(k)=m, §>0,0<p<2. (14.73)

We now analyze the dynamics and the stability of the above adaptive estimator. To
this end, let

n(k) = x(k) — V (k) (k)
(k) = x(k) — x(k), 6(k)=60—0(k).

Notice that r (k) can be re-written into

r(k) =0, y(k) — ci (k) — (65 — 0,(k)) y (k) = cF (k) — y (k)b (k)
which leads to
Xk+1)=Axk) + Q(uk), (k)05 — AZ(k) — O(u(k), y(k))éf(k)
—Ir(k) = Vk+ DOk +1)—6(k)
= X+ 1) =A%k + Quk), y(k))ak) — V(k+ D(0(k + 1) — (k).
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Moreover, it holds
Vk+ DKk +1)=V(k+ D0k +1) — Ok + 1) + (k)
Ok +1) =—y k)" (kyr(k) +6(k)
= Ok+1) =00k —yEKe" (k)(cFk) —b;k)yk))
= 0+ 1) = (I —y®e" k)ek)ik) +OK)n(k)
with
O k) =—y ke’ (k)e.

Hence, after a straightforward calculation we have

nk+1)] A 0 ,z(k)
[5<’< + 1>] - [@(k) I- y(k)soT(k)go(k)} [e(@} - (14.74)

Based on (14.74) and the following two lemmas, we are now able to prove the
stability and convergence of the adaptive fault estimator.

Lemma 14.1 Given

y(k) =p(k)o.
Let
A M T N
e H»
Ok +1) Fm go(k)(pT(k)gD (k)e(k) + 6 (k)
e(k) = y(k) — p(k)0(k), 8>0,0<pu<2.
It then follows
. e(k)
lim —————=0. (14.75)
k=00 (/8 + p(k)gT (k)

Lemma 14.2 The difference equation

T
we' (ke (k) )é(k)

Goeg = (1 e el
k+D ( 5+ 90T (O

is globally exponentially stable if there exist positive constants B1, B2, and integer
IT such that for all k

k+IT—1

O<pil= Y ¢ ()el) <pal <oo.
i=k
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Theorem 14.7 Given adaptive fault estimator (14.68)—(14.73) and assume that
there exist positive constants B1, B2, and integer I1 such that for all k

k+IT—1

O<pil= ) ¢ (Do) =<pal <00 (14.76)
i=k

then system (14.74) is globally exponentially stable.

Proof 1t follows from (14.74) that n(k) — O with exponential convergence. Hence,
we only need to consider

Ok +1)= (I —y(e" k)eK)ok)

r(k) = cx (k) — 0, (k) y (k) = p(k)0 (k)

14.77)

which, according to Lemma 14.1, leads to

. r(k)
lim —————==0.
k=00 /8 + o (ko™ (k)

Considering that the auxiliary filter is exponentially stable and the inputs and outputs
of the system are bounded, it turns out

lpp" W) <00, lim [y e Kenk)| =0

which finally results in limg_, o 7 (k) = 0. Moreover, it follows from Lemma 14.2
that the sub-system (14.77) is exponentially stable. Considering that n(k) exponen-
tially converges to zero and © (k) is bounded, it can be finally concluded that system
(14.74) is exponentially stable. U

Condition (14.76) is known as the existence condition for a persistent excita-
tion which is needed for a successful parameter identification. In other words, the
adaptive fault estimator (14.68)—(14.73) is exponentially stable if the system under
consideration is persistently excited. Note that in this case

lim (k) =6
k—o00

with an exponential converging speed.

We would like to call reader’s attention that both the observer (14.68) and the
fault estimator (14.72) are driven by the residual signal. In this sense, the fault esti-
mator can also be considered as a composite of a residual generator and a post-filter,
which is, in this case, a time-varying and nonlinear sub-system. It is remarkable that
these two dynamic systems are configured in a closed-loop structure.
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Algorithm 14.10 (On-line implementation of the adaptive fault estimator)

SO: Set the initial values k = 0, x(0), é(O), V(0)=0,¢90)=0
S1: Compute V (k + 1) according to (14.70)

S2: Compute é(k + 1) according to (14.72)

S3: Compute x(k + 1) according to (14.68)

S4: Increase k by one, receive y(k), u(k)

S5: Compute ¢ (k) according to (14.71), and go to S1.

14.7 Notes and References

Two topics, the PFI and H, OFIP, have been treated at the beginning of this chapter.
In this study, no assumption has been made on the faults to be identified. This is a
major difference between the approaches described here and the other fault identifi-
cation strategies. Study on the PFI is strongly related to the topic fault identifiability
introduced in Chap. 4. Since no assumption on the faults is made, this problem
is equivalent to the invertibility of a transfer matrix. Our discussion in Sects. 14.1
and 14.1.2 relies on this idea, and the main results can be found in [45, 47]. Hou and
Patton have investigated this problem in a different way and by means of the matrix
pencil technique [92]. Recalling our discussion about the underlying idea of a UIO
in Sect. 6.5.2, an intimate relationship between the FIF and UIO can be recognized.
In fact, the first FIF towards a PFI has been proposed by Park and Stein using the
UIO scheme [138].

As mentioned in Sect. 7.5, the Ho, OFIP is one of the popular topics in the FDI
research area [130, 133, 149]. Moreover, it is also often adopted in the integrated
design of robust controller and FDI, as proposed in [126, 127, 165]. Extension of
the Hoo OFI strategy to other types of dynamic systems like time delay systems,
nonlinear systems has been recently reported. Theorem 14.5 reveals that solving the
Hoo OFIP in its original form, (14.19), makes less sense, as far as the fault matrix
is non-minimum phase. In this case, integrating a weighting matrix into the system
design, as formulated in the GOFIP (14.26), allows reasonable and realistic solu-
tions. Unfortunately, there are few publications devoted to this topic. Our study in
Sect. 14.2.2 is dedicated to the weighting factors. Based on it, we have developed
in Sect. 14.3 two approaches, which provide us with useful solutions both for the
design of the residual generator and the selection of the weighting factors. Alterna-
tively, Wang and Yang have proposed a fault identification scheme on the basis of
the GKYP-Lemman which offers an LMI solution of the design problem [174, 175].
It is remarkable that in their studies, different types of model uncertainties have also
been taken into account. In this section, a further design approach has been intro-
duced, which solves the fault identification problem in an extended sense. Instead of
identifying the faults in the form of a time or frequency domain function, the energy
level of the fault is identified. This work has been originally motivated and driven
by some real application cases.
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Recently, the application of the augmented observer schemes to fault identifi-
cation has received increasing attention. As briefly introduced in this chapter, the
underlying idea of the augmented observer schemes lies in addressing the faults as
additional state variables, which are then re-constructed by an augmented observer.
The well-known PI-observer is a special kind of such observers [17, 152]. The aug-
mented observer technique is strongly related to the UIO scheme. In this context,
the augmented observer is also called simultaneous state and disturbance estimator
[156]. Often, such observers/estimators are designed based on certain assumption
on the faults, for instance the boundedness on the derivative. We refer the reader to
[69-72, 86] for some recent publications on this topic.

The central idea behind the algebraic fault identification scheme introduced in
Sect. 14.5 is to find a least square estimation of the fault vector over a time interval.
It also allows an integration of any (time domain) information about the faults into
the system model and thus enhance the identification performance. This scheme is
applicable for all residual generation systems and can be extended for the applica-
tion to nonlinear [128, 129] or time-varying systems [195].

Application of the advanced adaptive observer technique to fault identification
and estimation has been initiated in the 1990s [49, 50, 172, 173]. In certain sense,
it can be considered as a combination of the observer-based and parameter iden-
tification based schemes. In this chapter, we have briefly outlined the basic ideas
and steps for an adaptive observer-based fault estimation. Recent research activity
in this field is focused on the application to uncertain systems, nonlinear systems
and time-varying systems [101, 102, 192, 194].

The proof of Theorems 14.5 and 14.6 is based on the known results in [59, 80, 95]
and Algorithm 14.4 can be found in [59]. Lemmas 14.1 and 14.2 are well-known
results in the design of adaptive systems, and are given in [8].

As mentioned at the beginning of this chapter, model-based fault identification is
a vital research area. We have, with the FIF and adaptive observer schemes presented
in this chapter, only touched a sub-area. In comparison, the parameter identification
technique based fault identification builds, parallel to the observer-based strategy,
one of the mainstreams in this research area. The core of this technique consists
in the application of the well-established parameter identification technique to the
identification of the faults that are modelled as system parameters. This technique
is especially efficient in dealing with multiplicative faults. On the other hand, it
requires intensive on-line computation and is generally applicable for those faults,
which are constants or change slowly. We refer the interested reader to [79, 96-98,
157] for a comprehensive study of this technique. Further active fields include for
example, sliding mode observer-based fault detection and estimation [3, 27, 161],
strong tracking filter technique for fault and parameter estimation [197].



Chapter 15
Fault Diagnosis in Feedback Control Systems
and Fault-Tolerant Architecture

In order to meet high requirements on system performance, more and more feedback
control loops with embedded sensors, actuators, controllers as well as microproces-
sors are integrated into the automatic systems. In parallel to this development, a new
trend of integrating model-based FDI into the automatic systems can be observed.
The research activities in this field are strongly driven by the enhanced demands for
system reliability and availability, in particular when the systems are used in safety
relevant processes like aeroplanes, vehicles or robots.

In the previous chapters, we have introduced numerous model-based FDI
schemes, and most of them can be directly applied to the realization of FDI in
feedback control systems without significant modifications. In this chapter, we shall
introduce new FDI schemes with a focus on real-time issues for feedback con-
trol systems. Recall that an observer-based FDI system consists of three units:
residual generation, evaluation and threshold computation with decision making.
Among these units, the on-line implementation of residual generation (often in
the form of an observer or simply the plant model) builds the major part of the
needed on-line computation. In this chapter, we shall address residual genera-
tion without extensive on-line computation. This study is motivated by the facts
that

e the capacity of the ECU (electronic control unit) embedded in a feedback control
system is often limited and thus it is impossible to implement a comprehensive
observer-based residual generation scheme

e a plant model is often embedded in the control algorithms, which can be used for
the residual generation.

We shall also deal with the design of the feedback control loops whose structure
should allow a direct access to the residual signal. From the control theoretical view-
point, such a control configuration is known as fault-tolerant controller architecture,
which has first been proposed by Zhou and Ren.

S.X. Ding, Model-Based Fault Diagnosis Techniques, Advances in Industrial Control, 471
DOI 10.1007/978-1-4471-4799-2_15, © Springer-Verlag London 2013
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15.1 Plant and Control Loop Models, Controller and Observer
Parameterizations

15.1.1 Plant and Control Loop Models

Consider LTI plant models described by
¥(8) = Gyu()us) + Gy () £(5) (15.1)
and suppose that the minimal state space realization of (15.1) is given by
xX()=Ax@®)+Bu@)+ Ef f(1), y@®)=Cx(®)+Du(t)+ Frf(t) (15.2)

where x e R", ye R™, u € Rk stand for the plant state, output and input vectors
respectively. Slightly different from our previous study, f € R*/ is a unknown input
vector that represents disturbances or possible faults in the plant or in the sensors and
actuators. A, B, C, D, Ey and Fy are known matrices of appropriate dimensions
and

Gyu(s)=C(sI —A)~'B+ D, Gyr(s)=C(sl — A Ef + Fy.

Below, three practical feedback control schemes will be addressed, including

o the standard feedback control loop shown in Fig. 15.1, where w(s) is the vector
of the reference signals and K (s) stands for the feedback controller

e the so-called 2-DOF (two-degree-of-freedom) control structure sketched in
Fig. 15.2, which is receiving more and more attention in designing feedback con-
trol for mechatronic systems. In the 2-DOF structure, in addition to the feedback
controller Ki(s), a feedforward controller K> (s) is integrated, which provides
the designer with additional degree of design freedom

e the IMC (internal model control) structure sketched in Fig. 15.3, where Q.(s) €
RHoo is the parameter matrix to be designed.

S(s) ——

w | Gl Gyt [

controller plant

w(s) e(s) K(s)

Fig. 15.1 Standard feedback control loop
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S(s) ———
w(s) K,(s) A~ U Gy, () G(s) ),
feed forward Z plant
controller
K(s)
feedback
controller

Fig. 15.2 Standard 2-DOF control loop

&’
w(s) e(s) O.s) u(s) Gyu(s) G /(S) )
+ parameter plant
matrix
G,(s) ()
plant model

Fig. 15.3 IMC structure

15.1.2 Parameterization of Stabilizing Controllers, Observers,
and an Alternative Formulation of Controller Design

We now introduce the needed preliminary results and, based on them, present an
alternative form of the parameterization of stabilizing controllers and further a new
controller structure, which build the theoretical basis for our study in the sequel.

Consider the feedback control system sketched in Fig. 15.4. The well-known
Youla parameterization of all stabilizing controllers is described by

K(s)=—(V(s) + M) Qc(9))(X(s) = N(5)Qc(s)) ™" (15.3)
—(X(5) = QcN©) " (Y () + Qe)M(s5)), Qcls) e RHoo (15.4)
where (M (s) N (s)) (M (s), N (s)) are the RCF and LCF of G,,(s) respectively,

X(s), Y(s), X (s), Y (s) are the stable transfer matrices associated with the Bezout
identity, as introduced in Lemma 3.1, and Q.(s) is a parameter matrix.
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Fig. 15.4 Feedback control
loo
P u(s) Gyu( s) (s)
plant
Ko L
controller

Given system (15.1) with the minimal state space realization (15.2). It has been
demonstrated that system

h(s) = (F(9)X(5) — Qo()N(©))u(s) + (F ()Y (5) + Qo(s)M (5))y(s) (15.5)
F(s)= F(sI — Ap)"'B, 00(s) € RHoo (15.6)

describes a parameterization of all observers that deliver an estimation for Fx(¢)
satisfying

¥x(0),u(t) and f(1) =0, lim (h(t) = Fx(1)) =0. (15.7)

Moreover, (15.5) can be rewritten into
f=Af+Bu+L(y—9)=A 2 +Bru+Ly, $=Ci+Du (15.8)
h(s) = FX(s) + R(s)(y(s) — 3(5)), R(s)=Qo(s) —Y(s) e RHe  (15.9)
with y(s) — J(s) = M(s)y(s) — N(s)u(s). (15.10)

Note that in the above expressions both F, L are the matrices introduced in the
doubly coprime factorization.

(15.8)—(15.9) reveal that any observer for Fx(¢) can be written into two parts:
an identity (full order) state observer and a residual generator, that is, R(s)(y(s) —
y(s)), which delivers the information about disturbances and faults in the system and
is essential for a successful fault detection. We would like to call reader’s attention
that the dynamics of the residual signal r(s) = y(s) — y(s) is governed by

é=(A—LC)e+(Ef—LFy)f, r=y—3=Ce+Fsf (15.11)

with e = x — %, which is independent of u(s). By an LCF of G (s) = A//i;l (s)]vf (s)
with ‘

Mp(s)=1—-C(I—Ap) 'L,  Nyp@s)=F;+C(sI —AL) "(E; — LFy)
the residual signal can also be written into

r(s) = y(s) — $(s) = M(s)y(s) — N(s)u(s) = Ny (s) f (5). (15.12)
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15.1.3 Observer and Residual Generator Based Realizations
of Youla Parameterization

The results presented in this sub-section play an important role in our study. We first
present an observer-based realization of Youla parameterization (15.3)—(15.4).

Theorem 15.1 Given the feedback control system shown in Fig. 15.4 with plant
model (15.2) and controller K (s) parameterized by (15.3)—(15.4), then

u(s) = FE(s) + R()(y(s) — $(5)).  R(s)=—0c(s) eRHoo  (15.13)
where % (t) is an estimate of x(t) delivered by (15.8).
Proof Tt follows from (15.4) that
(X(5) = Qec(OIN©))uls) = —(Y(5) + Qc(s)M(s5)) y(s)
= X()u(s) ==Y ($)y(s) + R$)(M(5)y(s) — N(s)u(s)).
Note that X (s) =1 — F(sI — A;)~! B, and moreover
F(sI—AL) ™' BLu(s) = Y(s)y(s) = Fi(s), %=Ap%+ BLu+Ly.
It leads to
u(s) = F(sI — AL) "' BLu(s) — Y(s)y(s) + R(s)(M(9)y(s) — N(s)u(s))
= FX(s) + R(s)(y(s) — $(5)).
Thus, (15.13) is proven. O

Theorem 15.1 reveals that

according to the observer parameterization (15.8)—(15.9) the control signal is an
estimation for Fx(¢) in the sense of (15.7)

e the controller can also be equivalently realized in the observer form, either in the
parameterization form (15.5) or in the state space form (15.8)—(15.9)

the residual signal y(s) — y(s) is embedded in the control loop.

Notice that the state observer (15.8) is also driven by the residual signal y(s) —
$(s). This motivates us to prove the following theorem.

Theorem 15.2 Under the same conditions given in Theorem 15.1, we have

u(s) = Ps)(y(s) = $(s)),  P(s)=M()R(s) — Y (s) e RHoo.  (15.14)
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Fig. 15.5 An equivalent
realization of the Youla
U s
parameterization: the residual © Guls) s
generator based form plant
Ps) M(s)y(s)-NGu(s) AJ
residual generator

controller = residual generator

Proof Tt follows from (15.13) in Theorem 15.1 as well as (15.8) that

u(s) = F(sI — A)~" (Bu(s) + L(y(s) = $())) + R(5) (y(s) — $(s))

— (I =FGI=A)"'B)uls) = (F(sI = AL+ R)(y(s) = ().

The equality (I — F(sI — A)"'B)™' =14 F(sI — Ar)"!B leads to

u(s)=(I+FsI—Ap) 'B)(F(sI — AT'L+ R()(y(s) — $()). (15.15)
Now, let

F(sI —A)~'L
=(I—F(sI—A+(—=B)F) ' (=B)) 'F(sI—A+ (—B)F) 'L

be an LCF of F(sI — A)"'L, we have F(sI — A)"'L = —M~!(5)Y(s). Thus,
(15.14) is finally proven by applying Lemma 3.1 to (15.15). 0

Theorem 15.2 provides a further alternative form for the Youla parameterization,
whose realization is sketched in Fig. 15.5. It reveals that for the control structure
given in Fig. 15.4 the stabilizing controller is also a residual generator and thus the
control signal can also be used as residual signal.

15.1.4 Residual Generation Based Formulation of Controller
Design Problem

Note that Theorems 15.1 and 15.2 have been proven regarding to the control struc-
ture given in Fig. 15.4. We now extend our study to the system model (15.1) and,
based on it, to propose an alternative formulation of the controller design problem.
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Consider controller u(s) = K (s)y(s). Substituting y(s) by the system model (15.1)
yields

u(s) = K(5)(Gyu(9)u(s) + G 1(s) f (5))
= u(s)=(I — K&)Gyu(®) K©)Gyr(s) f(5)

which can be, by noting

(I — K($)Gyu(5)) " K(s) = —(V(s) + M(5) Q. () M (s)
brought into

u(s) = (—M(5)Qc(s) — Y(8))N 7 (5) f (5).
Recall (15.12) and Theorem 15.2, we have

u(s) = (—M(5) Qc(s) — Y(8))N£(5) f(5) = P(s)(y(s) — $(5))

as expected. This demonstrates again that the residual signal r(s) = y(s) — y(s)
provides us with full information about f (s).

Now, we apply the stabilizing controller to the control loops shown in Figs. 15.1,
15.2 and 15.3. It is evident that u(s) given by (15.14) in Theorem 15.2 should be
extended to include the influence of the reference signal vector w(s). This motivates
us to define the following new controller structure

u(s) = P(s)(y(s) = $(5)) + P2()w(s),  Pi(s) =M(s)R(s) = Y(s) (15.16)

and formulate the controller design problem as finding P;(s), P2(s) € RHoo (as
a function of F and L) so that the satisfactory nominal behavior and robust-
ness/tolerance can be achieved, and the residual signal r(s) = y(s) — y(s) is ac-
cessible. Moreover, from the application viewpoint, it would be an ideal situation
when P;(s), P>(s) can be independently designed.

The new structure (15.16) is helpful to understand the role of theresidual signal
in a control loop. It provides us with information about the unknown inputs in the
system, which is not only important for the FDI but also essential for the stability
and robustness.

We would like to emphasize that the concept “residual signal”, y(s) — $(s) is
an “observer-based one”, that is, y(s) is generated by the observer (15.8). It is an
important feature that the residual signal is a function of f which includes possible
faults and unknown disturbances. For the robust controller design, the influence of
f on the plant output will be minimized, while for the FDI purpose, the influence of
faults on y — y should be enhanced. The trade-off design of the residual generator is
a challenging topic in the FDI area. It is well known that, under certain conditions,
by selecting the observer gain matrix L suitably we can achieve a full decoupling of
the residual signal from the disturbances, that is,
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forf:[;fl] Ni)=[0 Npy]

where d represents the disturbances and f the faults to be detected, or a fault isola-
tion and fault identification. These topics will not be addressed in this chapter. We
refer the reader to the studies in the previous chapters. For the sake of simplicity,
below we often use “disturbance response” to represent the system responses to the
residual signal r, in order to keep the consistence with the standard terminology in
control engineering.

15.2 Residual Extraction in the Standard Feedback Control
Loop and a Fault Detection Scheme

In this section, we study the standard control structure shown in Fig. 15.1 from the
viewpoint of the new realization form of the Youla parameterization given in The-
orem 15.2. The objective is to check if the residual signal embedded in the control
loop is accessible and, based on it, to propose a fault detection scheme.

15.2.1 Signals at the Access Points in the Control Loop

Suppose that the controller K (s) is expressed in the Youla parameterization form. It
is straightforward that the transfer matrices from w to y, e and u are respectively,

Gyu(s) = (I + Gu($)K () Gu()K () = N(s) (Y (5) + Qe(s) M (5)) (15.17)

Gew(®) = (I + Gu($)K ()™ = (X(s) = N(5) Qe () M (s) (15.18)

Gun(s) = K() (I + Gu()K ()™ = (V(s) + M(5)Qe(9)) M(s).  (15.19)
As aresult, we have

y(s) = (I = (X(5) + N$)R(s)) M(5)) w(s)

+ (X () + NSRE)) (y(s) — $(s))

=w(s) + (Sf\(s) + N(S)R(s))(y(s) —y(s) — M(s)w(s)) (15.20)
e(s) = —(X () + N&)RE)) (y(s) — $(s) — M()w(s)), R(s) = —0c(s)
(15.21)

u(s) = (M()R(s) = Y(5)) (y(s) = $(s) = M()w(s)). (15.22)
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It is evident from (15.22) that in the new controller structure (15.16)
Py(s)=—Pi(s)M(s), Pi(s)=M(s)R(s) = Y(s)

and thus the controller design should be done by a trade-off between the nominal
behavior and disturbance response. It is impossible directly to access the residual
signal y(s) — y(s) at the possible access points, e, u, y, in the control loop. For the
latter reason, Zhou and Ren have proposed the GIMC (generalized internal model
control) structure, which can be written as

u(s) = (M$R($) — Y (5)) (y(s) = 5(5)) — M($)Y (9)w(s) (15.23)

and allows, thanks to the additional access point r(s) = ]l//f(s)y(s) — ﬁ(s)u(s), a
direct access of y(s) — y(s).

15.2.2 A Fault Detection Scheme Based on Extraction of Residual
Signals

In practice, many controllers are implemented in the control configuration shown
in Fig. 15.1 and a reconfiguration of them or integrating a parallel running residual
generator are technically unrealistic. In this sub-section, we briefly discuss how to
extract the residual signals embedded in the control loop without extensive on-line
computation like e.g. the implementation of an observer. It follows from (15.20) and
(15.22) that both y — y and w are signal components of e and u. In order to extract
the residual signal without on-line computation of (M (s)R(s) — ?(s))]\? (s)w(s) or
()?(s) + N(s)R(s))M(s)w(s), we propose, on the assumption that w(s) is piecewise
constant, the following practical scheme:

o for u(t) in the steady state with respect to w = const
ru() =u(t) — Kyww, Kyw= }iir})[(?(S) + M(5)Qc(5)) M(5)]
= (FAZ'L+ (I — FAZ'B)Qc(s)| _,) (I + CAL'L)  (1524)
e for e(?) in the steady state with respect to w = const
re(t) = e(t) — Keww (15.25)
Kew = lm[(X(5) = N()Qe()) M(5)]
= (I —CrAp'L— (D —CrA;'B)Qc(s)|,_o) (I +CAL'L).

Both r,(t), r(¢) are residual signal under the condition that u(¢) and e(¢) are in the
steady state with respect to w = const. In practice, for the fault diagnosis purpose
ry(t) or r.(t) can be used in the following fault detection algorithm:
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Algorithm 15.1 (Fault detection in feedback control loop with the embedded resid-
ual signals)

S1: Check if w = const and u(¢), e(¢) are in the steady state

S2: If yes,
lru@®| > Jinur o |re@®| > Jiher = fault (15.26)
lru@®| < Jnur or |re@®| < Jiner = fault-free (15.27)
otherwise
lu@®)| > Jinuw or |e®]| > Jinen = fault (15.28)
lu®)| < Jinur or |e®| < Jinen = fault-free. (15.29)
In the above fault detection algorithm, || - || stands for a norm for the evaluation

of ry, r. and u, e. Typically, RMS (root mean square) value or £>-norm or peak
value are applied for this purpose, as introduced in Chap. 9. Jy , 1 and Jy, .1 are
lower thresholds that are set depending on the influence of the possible noises in the
control loops. Ji5.,, g and Jip o, g are the so-called adaptive thresholds that take into
account the influence of w on u and e respectively, and can be computed as follows:

e in case that the RMS value or £,-norm are used for the evaluation, i.e.

1 t+T 1 t+T
Hu(t)”RMS: ?/ ul (Du(r)dr, ||e(t)||RMS= ?/ el ()e(r)dt
t t

||u(t)“2=\//0 ul (Du(tyde,  |e®)|,= /0 eT (v)e(r)dt

Jinu, g and Jyp o g are set as: for the RMS based evaluation
Ittt = Voou | WO | garss Voour = |(MSR(s) = Y () M(5)]
Tiheti = Voore [wO) | gayse  Voore = [(X () + N(S)R())M(5)]

and for the £,-norm based evaluation

Jthu,H = Voo,u”w(t) 29 Jth,e.H = Voo,e”w(t)nz-

e in case that the peak value is used for the evaluation, that is,

u)| =sug\/uT(t)u(t), le@| =sug\/eT(t)e(t)
t> 1>

peak peak

Jinu,m and Jip o g are set as

it = Vpeaka [ WO | s Vpeatu = [(MERE) =V (©))M©)] 0
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Jine.tt = Vpeake [0 | s Vpeate = [ (X () + NEOR®)MS)] 0

with || - ||peak denotes the so-called peak-norm.

The computation of the H,-norm or peak-norm can be found in Chap. 9.

It is worth remarking that if the nominal behavior is set optimum in the sense
that y(s) &~ w(s) or (X(s) + N(s)R(s)) M (s) is very weak, e(¢) can be directly used
as a residual signal. We would also like to mention that in many practical cases
some controller settmgs may lead to a simple form of (X (s)+ N (s)R(s))M (s)
or (M(s)R(s) — Y (s))M (s), which can be used for the purpose of extracting the
residual signal.

15.3 2-DOF Control Structures and Residual Access

In this section, we study 2-DOF structures aiming at a direct access of residual
signal. We shall reveal relationships between the control structures and a direct
residual access. It is assumed that the plant model is given by (15.1) and the feed-
back controller (denoted by K1 (s)) by (15.3) or (15.4). Since the control structures
shown in Figs. 15.1 and 15.2 have the same behavior regarding to the residual signal
y(s) — y(s), we shall next focus on the nominal behavior.

15.3.1 The Standard 2-DOF Control Structures

It is straightforward by means of Youla parameterization that for the standard 2-DOF
control loop shown in Fig. 15.2 the transfer matrices from w to y, u are respectively,

Gyw(s) = Gu()(I + K1(5)Gyu (S))il K (s)

= (X(s) = N(5)Qc(8)) N () K2(s) (15.30)
Guw(s) = (I + K1()Gyu(9)) ™ Ka(s) = M(5)(X(5) — Qc(9)N () K2 ().
(15.31)

It follows from (15.30) that we are able to find K»(s) € RHoo 50 that Gy (s) =1
only if G, (s), K1(s) are R'H o invertible, that is,

Ka(s) = N~ (s)(X () = N(5) Qc(s)) "

Moreover, the control input signal «, consisting of both w and y — y as shown in
Theorem 15.2, satisfies (15.16) with

Pi(s)=M(s)R(s) = Y(s),  Pa(s) = Pi(s)N(s)K2(s) + Ka(s).
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Fig. 15.6 An alternative realization of 2-DOF control structure

Note that only for Gy, (s) = I we are able to access the residual signal by checking
the control error

e(s) = w(s) — y(s) = —(X(5) = N($) Qc()) (y(5) = 5(s)).

In other words, the design of Pj(s) and P>(s) given in the new controller structure
(15.16) is generally coupled and we are not able to access the residual signal directly.

‘We now consider a different realization of the 2-DOF control structure, which is
shown in Fig. 15.6. A straightforward computation results in

Gyu(s) =1 — (X)) — N()Qc(9))(M(s) — N(s)Ka(s))
= Gew(s) = (X(5) = N(5)Qc(5)) (M(s) — N(s)Ka(s)) (15.32)
u(s) = Pi(s)(y(s) — $(s)) + Pa(s)w(s) (15.33)
Pi(s) = M(s)R(s) — Y(SA) A (1534
Pa(s) = Ka(s) — Pi(s)(M(s) — N(5)Ka(s)).

Form (15.32) and (15.33), we can see

o if G,y (s) # 0 the feedback controller K (s) has influence on the nominal behav-
ior and both e(s), K (s)e(s) are composed of w and y — §
e Gy (s) =0 only if there exists K7 (s) € RHo so that

M(s) = N()Ka(s) =0 <= Gy,(s) is RHo invertible (15.35)

e Pi(s), P»(s) can be independently designed only if G, (s) =0 and
o if Ggy(s) =0, then at the access points e(s),K1(s)e(s) residual signals e(s),
K1(s)e(s) are accessible with

e(s) = —()?(S) —N($)Qc())(y(s) — 9(s))
Ki(s)e(s) = P, (s)(y(s) — j)(s)).

The above discussion reveals that the following two statements are equivalent:
(a) decoupled design of nominal behavior and disturbance response is possible
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(b) the residual signals are direct accessible. It is worth mentioning that the residual
extracting and fault detection schemes proposed in last section can also be used to
generate the residual signals, if they are not directly accessible, in the above 2-DOF
control structures under the steady state assumption.

15.3.2 An Alternative 2-DOF Control Structure with Residual
Access

For the 2-DOF structures shown in Fig. 15.2 or in Fig. 15.6, condition (15.35) is
necessary for a direct access to the residual signal or a decoupled design of nominal
behavior and disturbance response, which is unfortunately too hard to be satisfied
in many practical cases. To solve this problem, it is proposed to use the following
alternative 2-DOF structure. We know that the real problem with condition (15.35)
is those zeros of Gy, (s) that lie in the RHP and they are invariant to the feedback
controller. For our purpose, we now factorize Gy, (s) into Gy, (s) = G;(s)G,(s),
where G, (s) is RH o right invertible, G; (s) is co-inner and has as its zeros all zeros
of G, (s) in the RHP, on the jw-axis including the infinity. This EIOF, as introduced
in Chap. 7, results in a decomposition of Gy, (s) into two parts: the R, invertible
part with G, (s) and not invertible part expressed by G;(s). Let us now set

K21(s) =G, ()T (s), K2 (s) =Gi()T (s) (15.36)

where T'(s) € RH o is arbitrarily selectable and used to generate the desired nom-
inal response, and realize the 2-DOF control loop using the structure sketched in
Fig. 15.7. It turns out

Gyw(s) = (I + Gy (9K, (S))_leu(S)(Kl(S)Kzz(S) + K21(s)) (15.37)
= (I = (X(5) = N(5)Qc(5)) M(5)) K22 (s)
=+ (X(5) = N($)Qc(5))N(5)K21 (s5) (15.38)

= Gow(s) = (X(5) = N(5)Qc(s)) (M(s)K22(s) — N(s)K21(5)).  (15.39)
Thus, setting K1 (s) and K2 (s) according to (15.36) leads to
M(5)K22(s) — N(5)K21(5) = M(5)(K22(5) — Go(5)K21(s))
= M(5)(Gi(s) — Gu(5)G; 1 (5))T(s) =0
=  Geyw(s) =0, Gyw(s) =K (s)=Gi(s)T(s). (15.40)

The fact G,y (s) = 0 ensures that

e the nominal behavior and disturbance response can be independently designed,
that is,
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Fig. 15.7 Realization of 2-DOF control structure

u(s) = Pi(s)(y(s) = 3(5)) + Po(s)w(s)
Pi(s) =Y(s) + M(s)R(s), Py(s) = K21(s)

K»>1(s), Pi(s) are independent
e and equivalently the nominal behavior is independent of K (s)
e both e(t), u(t) are decoupled from w and thus are residual signals.

As a result of the above discussion, we have

ii(s) = (M(s)R(s) = Y () (y(s) = $(5)) = (Y () + M()R(5)) N () f (5)
(15.41)

e(s) = (X(5) + NRS)) (y(5) = 55)) = (X(5) + N()R($)) N £ (5) £ (s).
(15.42)

For the realization of this 2-DOF control structure, we propose the following algo-
rithm.

Algorithm 15.2 (Design algorithm for the 2-DOF controller with the structure given
in Fig. 15.8)

S1: Do an EIOF: Gy, (s) = G;(s)G,(s)

S2: Define the desired nominal behavior by setting 7' (s) € RHoo

S3: Set K21(s), K22(s) according to (15.36)

S4: Design K1 (s) to satisfy the required control or FDI performance.

We would like to emphasize that in real applications the residual signal r =y — y
is generally corrupted with noises and unknown inputs. The standard robust con-
troller design may lead to the limited sensitivity of i(s), e(s) to the possible faults.
To solve this problem, the existing integrated design schemes can be used. More-
over, residual evaluation and threshold computation are further important steps for
a successful FDI.
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Fig. 15.8 The EIMC structure

15.4 On Residual Access in the IMC and Residual Generator
Based Control Structures

15.4.1 An Extended IMC Structure with an Integrated Residual
Access

It is well known that the standard control loop sketched in Fig. 15.1 can be equiva-
lently realized in the form of the IMC structure given in Fig. 15.3 if Gy, (s) is sta-
ble. It is remarkable that y(s) — Gy, (s)u(s) builds the so-called consistency resid-
ual which is accessible. Motivated by this structure, we propose an extended IMC
(EIMC) structure which is sketched in Fig. 15.8 and also applicable for unstable
plants.

Let K1 (s) be a stabilizing controller, which is, using the Youla parameterization,
written as

Ki(s) = —(Y(s) + M(5)Q1 () (X(s) = N()Q1(s)) " (15.43)
=—(X©) = QIONE) " (Y& + Qi&M(s),  Qi(s) € RHoo.
(15.44)

It turns out
¥(8) = (I = Gu()K1(5)) " (G yu()ii(s) + Gy () £ (5))
= (X(s) = N()Q1(5)) (N ()it (s) + N (s) f(5))-

Considering that Gyz(s) = (X(s) — N(s)Q1(s))N(s) € RHoo, it is evident that
the EIMC structure is equivalent with the IMC given in Fig. 15.3, when G, (s) is
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replaced by G ;(s) and Q>(s) € RH . Note that at the access point r(s) it holds

r(s) = y(s) — (X(s) = N(s)Q1(5)) N ()i (s)
=y(s) = N&)(X () = Q1()N(9)) (u(s) — K1(5)(s))
= (I = N©®(Y () + Q1()M(5)))y(s) = N(s)(X(5) — Q1(5)N(s))u(s)
= (X(s) = N()Q1()) (M (5)y(s) — N(s)u(s))
= (X(s) = N()Q1(5)) (y(s) — $(5)). (15.45)

Thus, at the access point  residual signal is available, which can also be written as

r(s) = (X(s) = N(s)Q1(5))Ns(s) f(s). (15.46)

It is interesting to notice that

u(s) = i(s) + K1(5)y(s)
=ii(s) — (M()Q1(5) + Y () (N()it(s) + y(s) — $(5))
i(s) = Q2(5)(w(s) — (X(5) = N($) Q1)) (y(s) — 3(5)))
= y() = (X() = N$)Q1())N(s) Q2(s)w(s)
+ (I = (X(5) = N()Q1(5)) N (5) 02(5))
x (X(s) = N(5) Q1)) (y(s) — $(5))
u(s) = Pi(s)(y(s) = $(5)) + Pa(s)w(s), (15.47)
Pi(s) = M(s)R(s) — Y (s)
R(s)=—01(s) = (X(s) — Q1(s)N(5)) Q2(5) (X (s) — N(5) Q1(5))
Py(s) = M(s)(X (5) — Q1(5)N(5)) Q2(s). (15.48)

(15.47)—(15.48) reveal that

e the nominal behavior and disturbance response (robustness) can be consistently
designed by selecting Q> (s) such that

(X(5) = N($)Q1())N(s) Qa(s) —> I
= (X)) = NEQ1())N($)Q2(s) > 0
o residual signal is accessible at access point r and

e u(s) satisfies (15.16) and is a function of the residual signal, as described in The-
orem 15.2.
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Fig. 15.9 Residual generator based feedback control loop

15.4.2 A Residual Generator Based Feedback Control Loop

The core of the IMC and EIMC structures is the integration of a parallel running
model into the control loop. In an extended sense, it can be considered as a special
form of an observer-based residual generator. Moreover, according to Theorem 15.2
the Youla parameterization can be presented in the form of a residual generator.
These results motivate us to propose a residual generator based feedback control
loop, which is sketched in Fig. 15.9. The controller is described by

u(s) = Pi(s)(y(s) — $()) + Pr(s)w(s) (15.49)
Pi(s) = M(s)R(s) — Y (5), P>(s) € RHoo. (15.50)

It is evident that

e by selecting P> (s) suitably, that is,
— for the control structure given in Fig. 15.1:

Py(s) = — Py (s) M (s)

for the GIMC structure:
Py(s) = M(s)Y (s)

for the EIMC structure given in Fig. 15.8:
Py(s) = M()(X(s) — Q1()N(5)) Qa(s)
— for the standard 2-DOF given in Fig. 15.2:

Py(s) = Pi(s)N(s)Ka(s) + Ka(s)

for the 2-DOF given in Fig. 15.6:

Pa(s) = Ka(s) — P1(s)(M(s) — N(s)Ka(s))
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— for the 2-DOF given in Fig. 15.7:

Py(s) = K21 (s)

all feedback control schemes addressed above can be equivalently realized in
form of the control loop given in Fig. 15.9

e the design of Pj(s), P»(s) can be carried out independently and

e at the access points y(s) — y(s), P1(s)(y(s) — ¥(s)) residual signals are available.

15.5 Notes and References

In this chapter, we have studied the issues of residual generation and fault detection
embedded in feedback control loops. In this context, fault-tolerant control archi-
tectures have also been addressed. This study is motivated by the strong industrial
demands for the real-time integration of model-based fault diagnosis into the ECU’s
with limited capacity.

The theoretical basis of this study is the Youla parameterization of stabilization
controllers [198] and the parameterization of LTI observers [53], while the factoriza-
tion technique [59, 199] introduced in Chap. 3 is applied as the major mathematical
tool for the problem formulations and solutions.

From the control theoretical viewpoint, the major (theoretical) result in this chap-
ter consists in the observer-based and the residual generator realizations of the Youla
parameterization presented in Sect. 15.1.3, which has also been reported in [40]. It
is revealed that a control signal consists of two signal components: the residual
and reference signals. From this point of view, we have then analyzed the differ-
ent (standard) feedback control schemes, including the standard feedback control,
2-DOF and IMC structures, aiming at extracting residual signals from the signals
available at the access points in the control loop. The reader is referred, for instance,
to [168, 169, 198] for a detailed description of those standard control schemes.

Two main applications of these theoretical results have been included in this
chapter,

e residual generation and fault detection embedded in a feedback control loop
e construction of fault-tolerant control architectures.

The residual generation and fault detection schemes introduced in Sect. 15.2 allow
the real-time implementation of observer-based FDI schemes without an observer
running on-line and parallel to the plant, and thus can be realized on an ECU with
limited capacity. Successful tests of these schemes on engine management systems
in vehicles have been reported in [40, 180].

The first result on the construction of fault-tolerant control architectures, the so-
called GIMC, has been published by Zhou and Ren [200]. The schemes presented
in this chapter have extended this result.

The design schemes presented in this chapter is related to the integrated design
of control and diagnostic systems, which has been initiated by Nett et al. in 1988



15.5 Notes and References 489

[127] and extensively studied in the recent decade [122, 131, 132]. A review report
on this topic can be found in [33]. The main idea of the integrated design scheme
is to formulate the design of the controller and FDI unit unifiedly as a standard
optimization problem, e.g. an H, optimization problem, and then to solve it using
the available tools and methods. Different to it, the study in this chapter is focused
on the structures of the feedback control loops and on the analysis of the possible
degree of the design freedom.

For the application of the results presented in this paper, we would like to give
the following remarks:

e To achieve desired FDI performance like for example, a full decoupling of the
residual signal from the disturbances, a perfect fault isolation or identification, an
integrated design of the controller and residual dynamics is needed. That means,
by the controller design, we should make use of the available design freedom
provided by for example, L or Q.(s) for the FDI purpose. To this end, existing
FDI methods can be used.

e On the other hand, the above-mentioned integrated design is only possible if
advanced control design methods like for example, the Youla parameterization
are applied. In practice, the controller design is often realized in a very simple
way. From this viewpoint, a simple residual evaluation and threshold computa-
tion, based on the residual signals extracted from the control loops, could be very
efficient for a successful fault detection, as reported in [40, 180].

e The future work can be dedicated to the extension of the introduced schemes to
the feedback control systems with strong model uncertainties, to the nonlinear
control systems, and to the study on fault-tolerant control problems.
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